
Featuring: Microsoft’s macOS implementation



That’s at least what we thought, until 

Microsoft wanted a call..

What can you expect from this story

The facts may be different than the 

documentation on the Microsoft site.

PRT protocol versions 

Sorry, no 0-day

Microsoft using the TPM on macOS, 

mostly..

Secure Enclave

What are Primary Refresh Tokens and 

how does one acquire one.

PRT Refresher

…. turns out they deemed it to be a 

critical one. 

So, sorry not many demos ¯\_(ツ)_/¯



This book belongs to...
I’m Olaf, I like warm hugs and am a Detection engineer 

and Security Researcher at FalconForce. 

Follow me at @olafhartong to learn more. 



This book belongs to...
I’m Dirk-jan, and I’m a Security Researcher at Outsider 

Security. Follow me at @_dirkjan to learn more. 



Initial finding Picked up research Secure Enclave

Dec 2022

Deviceless PRT 

found and 

managed to 

abuse it

April/May 2024

Refined the 

research and 

tooling. Reported 

to MSRC

May 2024

Discovered 

PRTv4 and added 

support to tools

Once upon a timeline
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Quickfix Quinn

Implementing code
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King

He loves Phishing

Sir Block-a-Lot



Prior research

https://www.cloud-architekt.net/abuse-and-replay-azuread-token-macos/

Abuse and replay of Azure AD refresh token from Microsoft Edge 
in macOS Keychain

Thomas Naunheim



PRT Refresher

What are Primary Refresh 

Tokens and how are they 

acquired?



Tokens on unmanaged Windows hosts

Exchange

Teams backend services

SharePoint

(resources)Teams (client)

Entra ID

Sign in

User



Exchange

Teams backend services

SharePoint

(resources)

Teams (client)

Token broker

Req/recv
tokens

Entra ID

LSASS

Request PRT usage

Request PRTSign in

User

Tokens on managed Windows hosts



In general

• Primary Refresh Tokens are Single Sign On tokens

• Can be used to sign in to any application and any Entra connected website

• Links a user identity to a device identity

– Is used in Conditional Access to enforce device based controls (compliant/hybrid joined/etc)

• Needs a session key to operate

On Windows

• Session key is protected by a Trusted Platform Module

• PRT is always bound to a device

Primary Refresh Tokens
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PRT protocol versions
Windows uses PRT protocol 2.0. 

Then Microsoft decided to support macOS….

…and they added PRT protocol 

v3.0 and introduced a 

DEVICELESS PRT



Device registration – cryptographic keys

Windows
Device certificate (Entra signed) + private key (RSA key)
Transport key (RSA key) – sent as BCRYPT_RSAKEY_BLOB 

On macOS (PRT v3)
Device certificate (Entra signed) + private key (RSA key)
Transport key (RSA key) – sent as JSON Web Key (JWK)

JWK specs written by Microsoft employee Michael Jones
https://datatracker.ietf.org/doc/html/rfc7517

https://datatracker.ietf.org/doc/html/rfc7517


PRT request  and broker mechanics - Windows

Device key signed payload

Entra ID

Authentication material

PRT +
Transport key encrypted 

session key

Session key signed 
payload with PRT

Session key encrypted 
token response

JWE https://datatracker.ietf.org/doc/html/rfc7516



PRT request and broker mechanics – macOS

Authorization code + public 
transport key

Entra ID

Login

PRT +
Transport key encrypted 

session key

PRT + device key signed 
payload

Session key encrypted 
token response

PRT (with device ID) +
Transport key encrypted 

session key

Session key signed 
payload with PRT



PRT protocol version 3.0 - usage

Implementations we have analyzed:

Edge SSO
Uses deviceless PRT directly for SSO after signing in to Edge

Intune macOS SSO Extension
Uses device-bound PRT that is obtained via deviceless PRT

Other platforms, like android and iOS, are also known to also utilize this.



PRT protocol version 3.0
Edge on MacOS has Single Sign On capabilities – using the deviceless PRT as an SSO 
mechanism



PRT protocol version 3.0
Send: 
• Special authorization code
• On-the-fly generated RSA key

Receive:
• Primary Refresh Token



PRT protocol version 3.0 – using the PRT
Using the PRT in protocol v3 is very similar 
as PRT broker flow on Windows.

Token request contains PRT, and is signed 
with the session key.

Response is encrypted with the session key, 
ensuring the tokens cannot be obtained 
without this key.



PRTv3 protection – Keychain only



PRTv3 protection – Keychain contents



PRT protocol version 3.0
PRTs from the keychain can be used with roadtx – either using PRT protocol v3 or with the Windows PRT protocol



What about PRT v4?
Intune has recently added support 

for the Apple platform SSO 

module.

This allows storage of the key 

material in the Secure Enclave, 

Apples TPM like implementation



PRT protocol version 4.0



Apple Secure Enclave
The Secure Enclave is a dedicated secure subsystem integrated into Apple 
systems on chip (SoCs).

The Secure Enclave is isolated from the main processor to provide an extra layer 
of security and is designed to keep sensitive user data secure even when the 
Application Processor kernel becomes compromised.

https://support.apple.com/en-hk/guide/security/sec59b0b31ff/web



PRT protocol version 4.0



Device registration - SecureEnclave



Device registration - SecureEnclave



Device registration – cryptographic keys

On Mac OS (PRT v3)
Device certificate (Entra signed) + private key (RSA key)
Transport key (RSA key) – sent as JWK

On Mac OS (PRT v4)
Device certificate (Entra signed) + private key (ECC key)
Secure Enclave based key (ECC key) – sent as JWK



PRT request and broker mechanics – PRT v4

Device key signed payload 
(ECDSA)

+ ECDH-ES initialization

Entra ID

Authentication material
(PRTv3 based refresh token)

ECDH-ES encrypted PRT

Device key signed payload 
with PRT + ECDH-ES 

initialization

ECDH-ES encrypted token 
response



PRT request – PRT v4



PRT request and broker mechanics – PRT v4



Token request – PRT v4



https://datatracker.ietf.org/doc/html/rfc7518



PRT protocol version 4.0



PRT protocol version 4.0



Primary Refresh Tokens (PRT)

* According to the Microsoft documentation



PRT protocol version comparison
prt_protocol_version secret device_id session_key Used by validity encryption stored in keychain

2.0 Windows 90d
RSA sign +

AES CBC
?

3.0 – device bound Comp portal Mac 90d
RSA sign + 

AES GCM
?

3.0 – deviceless 
Edge and some 

onboarding flows
90d

RSA sign + 

AES GCM
?

4.0
Platform SSO + 

SecEncl
90d

ECDSA +

ECDH-ES
*

* Not abusable without access to the key material in Secure Enclave



Deviceless PRT 
phishing to full PRT 

demo



Demo – Deviceless PRT phishing





Deviceless PRT to device and PRTv4



Deviceless PRT to device and PRTv4



Using PRTv4 to request tokens



Attacking PRTs on Windows

███ ██ ██████ ██ ████ ███ ████ █████ ███ 

██████ ███ ██ █████ █████ █████ █████████ 

██████████ ███ ████████ █ ████████ 

█████████████ ███ █████ ██ ███ ██ █████ ████ 

█████ ██ ███ ████ ████████ ██ ██ ████ ████ 

████ ███████████ ████ ███████



Defense!



(Partial) Mitigations

Options to consider to lower the abuse potential.
Please note that none will provide full protection:

Conditional access policies

Require only compliant devices 

Restrict device registration to max 1 per user if possible

Limit token lifetime on non-corporate or non-managed devices

Create detections based on a user registering a new device from a registered device

Microsoft is working on patching the vulnerable flow we did not discuss.

Additionally, Microsoft is exploring additional mechanisms to disallow reuse of tokens for device 

registration.



Future work ;)

https://datatracker.ietf.org/person/michael.jones@microsoft.com



The End
Thank you for listening, questions?

@_dirkjan |  @olafhartong



Bonus!



Other keychain 
treasures

While perusing the keychain we 

stumbled upon some interesting 

other data

It turned out the Microsoft 

OneDrive dev team had an 

interesting implementation of 

their session cookies



Unprotected SPO cookies
Microsoft Office Identities Cache 3



LockSmith

No password or credentials of the user required to retrieve this info

You can use LockSmith:
https://github.com/its-a-feature/LockSmith

Alternatively you can also use the native security command

Or via the Apple APIs if you’re into Swift

security find-generic-password -l "Microsoft Office Identities Settings 3"

https://github.com/its-a-feature/LockSmith
https://github.com/its-a-feature/LockSmith


Unprotected SPO cookies



Unprotected Teams cookies



Unprotected Teams cookies

plutil -convert xml1 [filename]

A clean way to process these bplists is to convert them to a better readable 
and parsable XML format. This can be done natively on a Mac with the 
following command:



Unprotected Teams cookies
The data field is again base64 encoded and formatted as 
UTF16-LE. It contains a SPOCookieCache cookie for an 
authenticated session.



Unprotected Teams cookies
Since the cookie has a lifetime of several days this will be more than enough time for 
an attacker to retrieve all files, emails and other information the user has access to, 
possibly tamper with them and or use them for ransom or internal phishing purposes.

The cookie also works for all SharePoint sites, where the user has access. 



No security issue
Security impact  - Information Disclosure

15 Mar 2023 – Reported to MSRC
31 Mar 2023 – Closed by MSRC as not a Vulnerability, to be fixed by product team

Today, the issue still has not been patched…



SkySpy



Thank You!
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