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About me

• Dirk-jan Mollema

• Lives in The Netherlands

• Hacker / Researcher / Founder / Trainer @ Outsider Security

• Given talks at Black Hat / Def Con / BlueHat / Troopers

• Author of several  (Azure) Active Directory tools
• mitm6
• ldapdomaindump
• BloodHound.py
• aclpwn.py
• Co-author of ntlmrelayx
• ROADtools

• Blogs on dirkjanm.io

• Tweets stuff on @_dirkjan



Agenda

• Tokens in Microsoft Entra ID (former Azure AD)

• Windows Hello authentication and key provisioning

• Token upgrades during Windows setup

• Phishing for Primary Refresh Tokens with credential phishing

• Phishing for Primary Refresh Tokens with device code flow

• Detection and mitigations



Terminology: OAuth2



Tokens and authentication in Entra ID

• Access Tokens / Bearer tokens
• Used to access APIs by native applications (eg Teams)

• Refresh Tokens
• Used to request new access tokens without user involvement

• Primary Refresh Tokens (PRT)
• Used for single sign on in Windows (and other OS)

• Windows Hello for Business keys (WHFB)
• Used for passwordless authentication, can be used to request Primary 

Refresh Tokens



Tokens on unmanaged Windows hosts
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Primary Refresh Tokens

• Primary Refresh Tokens are Single Sign On tokens

• Can be used to sign in to any application and any Entra connected 
website

• Links a user identity to a device identity
• Is used in Conditional Access to enforce device based controls 

(compliant/hybrid joined/etc)

• Needs a session key to operate, which will be protected by a Trusted 
Platform Module on Windows
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Windows Hello authentication



Windows Hello (for Business)

• One of Microsoft’s Passwordless authentication offerings

• Uses cryptographic keys that are unlocked using a PIN or with 
biometrics to authenticate

• A separate key is used per user/device combination

• Exists in on-prem Active Directory as well as in Entra ID

Authentication

Entra ID



Phishing “resistant” authentication

• Resistant to primarily credential phishing on fake login pages

• Phishing resistant methods:
• FIDO keys: use URL as part of authentication flow.
• Windows Hello: authentication is performed by Windows via PRT, not 

controllable by user.
• Passkeys: act as FIDO keys

• Not resistant against:
• Device code phishing
• OAuth consent phishing
• Downgrading to non phishing resistant method
• Malware phishing



Windows Hello for Business flavours

• Entra ID native

• Active Directory only

• Entra ID and Active Directory
• Cloud Kerberos trust

• Hybrid key trust 

• Hybrid certificate trust

Require configuration

Always enabled



Windows Hello key provisioning
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Entra WHFB provisioning



WHFB provisioning – MFA prompt



WHFB provisioning – PIN setup



WHFB Provisioning – technical 
components
• Entra ID Device identity

• Proven by certificate + private key

• Primary Refresh Token
• Long-lived refresh token used for Single Sign On of the user

• Trusted Platform Module (TPM)
• Hardware based protection for private keys (device key, PRT session key, 

WHFB keys)



WHFB provisioning - MFA



NGC MFA

• NGC: Next Generation Credentials

• “ngcmfa” indicates the need for a “fresh” MFA prompt, instead of a 
cached MFA status

• Reflected as claim in issued access tokens



WHFB Provisioning token requirements

• Needs to be a token issued to a joined/registered device
• Should originate from a PRT

• Device ID is in the token

• Should contain the ngcmfa claim
• Indicates recent (~10 mins) MFA was performed

• Audience should be the device registration service 
(enterpriseregistration.windows.net)



WHFB provisioning

Access token (JWT)

WHFB (NGC) public key



WHFB provisioning response



Obtaining a WHFB backed PRT



JWT header

• Device certificate and signing metadata



JWT Payload

• Nonce from Entra

• Username

• Assertion (another JWT)



Signed assertion with WHFB private key

Tenant
Timestamp

Nonce



Obtain PRT

PRT

Encrypted PRT session key



Token upgrades during windows setup



Windows Hello key provisioning
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Interesting Windows set-up behaviour

Authenticate Join device Set up WHFB

Authentication method Access / refresh token Primary Refresh Token



Token upgrade

• Windows only asks you to sign in once during setup

• Upgrade takes place from:
• No device identity

• Refresh token

• Device identity + PRT

• WHFB key + PRT

• This clearly violates the normal flow of token issuance
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Windows setup token magic

• Windows uses the client ID for the “Microsoft Authentication 
Broker” during setup
• Client ID 29d9ed98-a469-4536-ade2-f981bc1d605e

• Refresh tokens for this client ID can be upgraded to Primary Refresh 
Tokens

• This is intended behaviour



Requesting an access + refresh token



Use Refresh Token to get a PRT

• Either use existing device identity or register one with the roadtx 
device module 



Windows setup flow

Authenticate: obtain refresh token

Join device: get access token for device reg service, perform join

PRT: Use the device identity and refresh token to get a PRT

WHFB: Use the PRT to get a token for WHFB key enrollment

RT

Device

PRT

WHFB key

Actions What is obtained



Phishing for PRTs
Credential phishing approach



Credential phishing





Credential phishing for PRTs

• Convince user to authenticate on the fake login page

• Obtain refresh tokens for broker client, either by:
• Using the authorization code flow with the right client ID

• Using any flow and using the captured cookies after sign-in

• After tokens are obtained:
• Register device

• Request PRT

• Optionally add persistence via WHFB key



PRT phishing demo with Evilginx



Phishing for PRTs
Device code phishing approach



Attack method
Device code phishing

2. Send device code phish

Entra ID

Attacker Victim



Obtaining a PRT with device code phishing

• The broker app also supports authentication with the device code 
technique

• Essentially allows you to phish for a PRT
• Phished token allows you to register a device if you don’t have one yet

• Refresh token allows you to request a PRT

• PRT can be used to SSO into any resource

• PRT can be used to enroll WHFB keys, but only if the user performed MFA 
during the device code auth



Device code phishing demo with roadtx



Detections and mitigations



Mitigations: credential phishing

• Require phishing resistant MFA via Conditional Access
• Phishing resistant methods do not work on phishing sites

• Require compliant or hybrid joined device
• Will not block authentication but will block access to resources

• Requires restrictions in Intune to prevent fake or rogue devices from being 
enrolled



Mitigations: device code flow restrictions



Detection

• Device code auth with broker client
• With Log Analytics or Sentinel:

• Newly registered device with WHFB key registration, especially 
when non-Windows device or registered non-corporate device.

• Monitor for risky sign-ins with Identity Protection (Entra ID Premium 
P2 license required)

SigninLogs 

| where AppId == "29d9ed98-a469-4536-ade2-f981bc1d605e" //Broker app client id 

and AuthenticationProtocol == "deviceCode" 



Further reading

• Blog on this topic:
• https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens/ 

• More on device code phishing:
• https://aadinternals.com/post/phishing/
• https://0xboku.com/2021/07/12/ArtOfDeviceCodePhish.html
• https://github.com/secureworks/squarephish
• https://www.blackhillsinfosec.com/dynamic-device-code-phishing/

• Script to automate the flow by @kiwids0220
• https://github.com/kiwids0220/deviceCode2WinHello 

• Research by Compass Security on registering FIDO keys with device code 
phishing
• https://github.com/CompassSecurity/deviceCode2SecurityKey 

https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens/
https://aadinternals.com/post/phishing/
https://0xboku.com/2021/07/12/ArtOfDeviceCodePhish.html
https://github.com/secureworks/squarephish
https://www.blackhillsinfosec.com/dynamic-device-code-phishing/
https://github.com/kiwids0220/deviceCode2WinHello
https://github.com/CompassSecurity/deviceCode2SecurityKey


All tools in the talk are based on the ROADtools framework/library

 Open source at https://github.com/dirkjanm/ROADtools/

https://github.com/dirkjanm/ROADtools/
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