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Tokens and authentication in Entra ID

e Access Tokens / Bearer tokens
 Used to access APIs by native applications (eg Teams)

 Refresh Tokens
» Used to request new access tokens without user involvement

* Primary Refresh Tokens (PRT)
 Used for single sign on in Windows (and other OS)

* Windows Hello for Business keys (WHFB)

 Used for passwordless authentication, can be used to request Primary
Refresh Tokens



Tokens on unmanaged Windows hosts
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Tokens on managed Windows hosts
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Primary Refresh Tokens

* Primary Refresh Tokens are Single Sign On tokens

* Can be used to sign in to any application and any Entra connected
website

* Links a user identity to a device identity

e |sused in Conditional Access to enforce device based controls
(compliant/hybrid joined/etc)

* Needs a session key to operate, which will be protected by a Trusted
Platform Module on Windows



Token pyramid

Refresh Tokens

Token issuance flow




Windows Hello authentication




Windows Hello (for Business)

* One of Microsoft’s Passwordless authentication offerings

* Uses cryptographic keys that are unlocked using a PIN or with
biometrics to authenticate

» A separate key is used per user/device combination
* Exists in on-prem Active Directory as well as in Entra ID

Authentication
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Phishing "resistant” authentication

* Resistant to primarily credential phishing on fake login pages

* Phishing resistant methods:
* FIDO keys: use URL as part of authentication flow.

« Windows Hello: authentication is performed by Windows via PRT, not
controllable by user.

» Passkeys: act as FIDO keys

* Not resistant against:
* Device code phishing
* OAuth consent phishing
* Downgrading to non phishing resistant method
* Malware phishing



Windows Hello for Business flavours

* Entra ID native Always enabled
* Active Directory only

* Entra ID and Active Directory

Require configuration
* Cloud Kerberos trust

* Hybrid key trust
* Hybrid certificate trust




Windows Hello key provisioning




Entra WHFB provisioning

Use Windows Hello with your
account

Your organization requires you to set up your work or
school account with Windows Hello Face, Fingerprint, or
PIN

If you've already set up Windows Hello on this device, we'll
automatically add it for this account. You may be asked to
re-verify with Windows Hello.

If your organization requires a more complex PIN,
Windows will prompt you to change it.

....J
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WHFB provisioning - MFA prompt

B® Microsoft
tpmtest@iminyour.cloud

Enter code

] Enter the code displayed in the authenticator
app on your mobile device

Code

Terms of use  Privacy & cookies ...




WHFB provisioning — PIN setup

COOOQ

Set up a PIN

A Windows Hello PIN is a fast, secure way to sign in to your
device, apps, and services.

Confirm PIN

PIN requirements




WHFB Provisioning - technical
components

* Entra ID Device identity
* Proven by certificate + private key

* Primary Refresh Token
* Long-lived refresh token used for Single Sign On of the user

* Trusted Platform Module (TPM)

» Hardware based protection for private keys (device key, PRT session key,
WHFB keys)




WHFB provisioning - MFA

1757 httbs:iiln(:;in.micrnsnftnnline.cnm GET /common/oauth2/authorize?response t... v 200 1
1766  https://login.microsoftonline.com POST /common/SAS/BeginAuth v 200 3
1778 httns://loain.microsoftonline.com  POST [common/SAS/EFndAuth J/ 200 3
Request

B \n =

Pretty  Raw Hex
1 GET /common/oauth2/authorize?response type=code&client id=dd/62716-544d-4aeb-a526-687b73838a22&
redirect _uri=ms-appx-web%3a%2f%2fMicrosoft.AAD.BrokerPlugin®%2fdd/62716-544d-4aeb-a526-687b73838a22&

resource=urn%3ams-drs%3aenterpriseregistration.windows.net&add account=multiple&login hint=
tpmtest®*40iminyour.cloud&response_mode=form_postdamr values=ngcmfadftcid=

%/bD0O18OF30-0AF1-422C-9821-84B3B841860D%/d&windows api version=2.0 HTTP/1l.1
2Host: login.microsoftonline.com




NGC MFA

* NGC: Next Generation Credentials

* “ngcmfa” indicates the need for a “fresh” MFA prompt, instead of a
cached MFA status {

“aud": "urn:ms-

* Reflected as claim in issued access tokens o= cerpeeresanon wndo v

Af7T-4322-9651-a8697d8felbc/”,

; - ; o 'iat": 1684227777,
amr" : [ "nbf": 1684227777,
"exp": 1684228677,
" a "acr": "1",
pwd ", e |
aio”: "AVQAqQ/8TAAAAel
" r<a " /RyQ6asbhTJ74HcwNSzSZegD0onbiJggZYQ+VuIACWUtorRpyWTEU34vmy
I Gza5gdYhS3jxp7AhCpKpH/RM+RBQBNktRcR58gzJbY1UviI9s=",
1 I “amr”: |
|  “"ngemfa” )| | i
"rsa”,

’ ﬂ'lfa ’ "ngemfa”,

"mfa”
], ]
"appid”: "dd762716-544d-4aeb-a526-687b73838a22",




WHFB Provisioning token requirements

* Needs to be a token issued to a joined/registered device
* Should originate from a PRT
* Device ID is in the token

 Should contain the ngcmfa claim
* Indicates recent (~10 mins) MFA was performed

* Audience should be the device registration service
(enterpriseregistration.windows.net)




WHFB provisioning

POST /EnrollmentServer/key/?api-version=1.0 HTTP/1.1
Connection: close

Accept: application/json Access token (JWT)
Authorization: Bearer

‘eyJOeXAiOiJKVlQiLCJhchiOiJSUzI1NiIsIngldCI6Ii1LSTNROW50UjdiUm9meGlle9YcWJIWkdldyIsImthCIGIi1LSTNROW50Uj\
diUm9meGl1lWmO9<snip>yulZmriobuClPuljauYrdOPCVdAIj7HMy2z5w2g
User-Agent: Dsreg/10.0 (Windows 10.0.22621.1413) il
ocp-adrs-client-name: Dsreg
ocp-adrs-client-version: 10.0.22621.608
return-client-request-id: true
client-request-Id: 00000000-0000-0000-0000-000000000000
api-version: 1.0
Content-Length: 392
Host: enterpriseregistration.windows.net WHFB (NGC) public key

{
Ilkngc 1] :
"ULNBMQAIAAADAAAAAAEAAAAAAAAAAAAAAQABYBNPOik158F1XQ1mly+re78AtYjkPMo+3uql8NR2FelIl20T fhi2ACAhFXHenB1fz4K
065N025WyQ+W/ roaDdUwtgxekGAv6aCBsNOLf1DJJ0aVPNo7vT/83YzVkhE2t1I/WRVUEKg9gI010kPAbpgPNC rOpet5aAQcO6Ab1INDaY
kj7/WDcYd/cK3PLPeB2BaQGfLH8Tb3zX3t3ptdnssQr4D+htmvXK9KocO04dsw/0sCvIO0oh3TKGIO9ThrcwI555baRrhW3x/BgStgCrXbkn3
k12FIvWEganGUx1deA9brR1ULV/ePIULDNOz7bM17qal040001wXpCrfMLV643YYHDw=="




WHFB provisioning response

Response

Pretty Raw Hex Render

LHTTP/2 200 OK

2 Content-Length: 2536

3 Content-Type: application/json

4 Client-Request-Id: 00000000-0000-0000-0000-000000000000
5Request-Id: 60da3f/c-44db-4c3c-8b40-2f2e98526316

6 Strict-Transport-Security: max-age=31536000; includeSubDomains

/ X-Content-Type-Options: nosniff

8Date: Tue, 16 May 2023 09:08:06 GMT

9

10 {

"kid" :"abb58c2f-5c5a-4026-871d-3409571d9530",
"upn":"tpmtest@iminyour.cloud",

"kKrctx":

"eyJEYXRhIjoiWlhsS2FHSKhZMmxQYVVWVFZY cEpNVTVwU1h0SmIYUndXa05KTmt
sUTZORTU2WXpOU2EwWkVUakJSTKU1VVdUVIBWVmw2VFhwU1JIWSTVhM2xSTUZWcFR
XRkZwVDJsS2IXUXTXbmxPVOZKNVUydFNSMV13YUdOWUOwcEpUV3RhYUZkcWFEWLd
XYOZwRFNUWkphbVJvV1hwck 5GcHRWWGRNV jFsM1R rUkZKRTVFYkdoWmVUQTBXWHB
se NXNVNjRnBEU1RaSmFsbDVUMFJ rY1LUxcWFHMU IWRk p@VGpKWmMRFNUVUWGXOYVR




Obtaining a WHFB backed PRT

POST /6287f28f-4f71-4322-9651-a869/d8felbc/oauth2/token HTTP/1.1

Host: login.microsoftonline.com

Cookie: x-ms-gateway-slice=estsfd; Tpc=AiVX617/G5iVKNEQ3649ALkk; stsservicecookie=estsfd
Content-Type: application/x-www-form-urlencoded

User-Agent: Windows-AzureAD-Authentication-Provider/1.0

Client-Request-Id: eBadd/b2-fbce-447f-903f-d3561223F6ed

Return-Client-Request-Id: true

Content-Length: 3868

Connection: close

windows_api_version=2.2&grant_typegurn®%3aietf%3aparams®s3aoauth®%3agrant-type%3ajwt-bearerfrequest=

eyJhbGci0iJSUzIINiIsICI0eXAi0iJKV1QiLCAieDVjIjoiTULIRDhgQONBdHFNQXdJQkFNSVF rRnhpSE9pejFKMUNBVGxzbm9cl 290VE
FOQmdrcWhraUc5dzBCQVF zRKFEQjRNWF13RVFZSONaSW1pW1B5TEdRQkdSWURibVYwTUJVRONNbVNKb21U0G14a0FSaldCM2RwYm1SdmQz
TXdIUVLIEVIFRREV4AWk5VeTFQY21kaGJtbDZZWF IwY j I0dFFXTmpaWES6TUNZROEXVUVDeE1rTORKalltRmpZVFFOTTIJVNELITMDBObUSOTF
Rsak56TXRNRGsxTUdNeF pXRmpZVGszTUIOWERUSXpNRFVATmpF dOSEVXpPVMIYRFRNek 1IEVXhOakV4TVRVekOWb3dMekVOTUNzROE xVUVB
eElrTiJGak9UaGlaVEFOWmpBME1TMDBPVOZaTFRoak QUWXRNelZoWkRRMUS6STIJORGN3TULJQk1aQUSCZ2txaGtpRz13MEJBUUVGQUFPQO



HEADER: ALGORITHM & TOKEN TYPE

JWT header s

“MIID8jCCAtqgAWIBAGIQkFxiH0iz1J1CAT1sno/otTANBgkqhkiGowe
BAQsFADBAMXYWEQYKCZImiZPyLGQBGRYDbmVBMBUGCgmSJomT81ixkARk
WB3dpbmRvd3MwHQYDVQQDExZNUy1Pcmdhbml6YXRpb24tQWNjZXNzMCs
. . (o . o GATUECxMKkODJKYmF jYTQtM2U4AMSBBNmNhLT1jNzMtMDk TMGMxZWF YTk
o DeV| ce ce rtlfl cate an d Sl gn N g meta d ata | 3meaxoTIzMDUXNIEWNDUZOVOXDTHZMDUXN JEXMTUZOVOWL ZEtMCSGATU
EAXMkN2F jOThmZTAtZ jABMS@A0WF jLThjOTYtMzVhZDQ1NzI2NDewMIT
BIjANBgkghkiG9wBBAQEFAAOCAQBAMITBCgKCAQEATX0BUGCHSEBFWIA
+PzmY1eW1080EUDHJSyulyegAaAxNE
/IKErcHYbmRK@BOIhBipPFCRigBvKI+owiB458XJS1wKa9temBEELIQ11
r89kqVgQ2HqYzyJQt8qdQtBPkvyG2P9Daegz98vtage jJR3ITAUBVINXg
KgeBbQAOJFNGZemP5ep6zDToQiscAVhDsw2shQYzhMK1NtD2z9PX3mt0
84RtqBQCIP7x+1NxYHGhHGbBg91YshITLsw8gw
/UhCcwv+y7opaV1ke8wvmSbMFRY86WL fMkWkmXoeb3C1
/EaVz4hSs8kh4WqC6BKY2BaFIC789s0zGZz1X2T5t2F+yGwIDAQABo4H
AMIGOMAWGATUdEWEB /wQCMAAWFgYDVRE1AQH
/BAWWCQYIKwYBBQUHAWIWIQYLKoZIhvcUAQWCHATEEWSBEOCPYXpB8KxX
JFIYTruvyZHAWIgYLKoZIhvcUAQWCHAMEEWSBEF9t2P1Xwg1HoLeKMHS
fkPEWIgYLKoZIhvcUAQWCHAUEEWSBEI
/yh2J/TyJD11GoaXx2P4bwwFAYLKoZIhvcUAQWCHAgEBQSBAKYVVMBMGCY
qGSIb3FAEFghwHBAQEQQEXMABGCSqGSIb3DQEBCWUAA4IBAQBlgPIQ+1
ST5GZd1Xvo1ebFdgNfb580NXU3JF2IsTzGm+DxZ84s
/gTbMR8nkCTQaeMYVsg4HUEmbuswKn9KRIK+nwginXrDhWuuqIAcBpq®
7UMD8vc+8HYSQmk
/QtCbgVicCRhMSusBLICh9wVk8nWCS5gkGRYgjPndtge3uxzqoxoARgMs
ZRizLM11tIMNP+13JeVx8Kp65
/MaYBEZeTUget5ppub5rK2zHXbHDBILXs8MAgTm+HkK3eGVXUIMG61iq4
NelqQHpsIPfI3NQZYE6VIYFNonXxFo2X8Ct25EaECCIsshviiLgT59wYh
PE8ygahfodyKwSBEH295HBsnmRhT ",

}




PAYLOAD: DATA

JW'T Payload

_client_id : "383a3b87-206d-4817-b275-7a316988d93b",

* Nonce from Entra "request_nonce” : "AWABEGEAAAACAOZ_BQD@_xsCz1V33j6K-

cqxo0aABE3wA1XXG95eFmEBovgPUv97Mwb-RT91s604sNgmxsZFx7qV4BbRBWMr6e8Q-T29WdBs0gAA™,

scope . ropenid aza ugs .

e Username qroup_sids s [

"S§-1-12-1-34490560006-13180631086-1069713303-529194043",

° Assertion (another JWT) "$-1-12-1-1513299616-1165403084-3608819602-1191284924"

"S-1-12-1-744543558-1082595233-2147164321-3681209427"

1,
"win_ver": "10.0.22621.30685",
"grant _type": "

: "urn:ietf:params:oauth:grant-type:jwt-bearer".

"username"” : "mobiel@iminyour.cloud", I

"assertion":
"eyJhbGciOiJSUzITNiIsICJOeXAiOiJKV1QiLCAia21kIjoiSXIwZD1yVWt4TzIzZncOZEKYVzZFZCcEZ2YzZB
XRTAOMXFHUmMNpTk58YzJFUTO1LCALidXN1IjoibmdjIn®.eyJpc3MiOiJth2JpZWxAaW1pbnlvdXIuY2xvdWQ
iLCAiYXVKIjoiNjI4N@YyOEYtNEY3Ri00OMzIyLTk2NTEtQTg20TdEOEZFMUJDIiwgImlhdCI6IFE3MTMTMjk
TNDciLCAiZXhwIjoiMTcxMzUzMDEONYIsICJzY29wZSI6ImOwZW5pZCBhemEgdWdzIiwgInJlcXV1c3Rfbm9
uY2UiOiJBdOFCRWAFQUFBQUNBT3pfQlFEMF94cON6MVYZzM202Sy1jcXhvYUFCRTN3QWXYWECS5NWVGbUVCh3Z
NUFV20TdNd2ItUmY5MXM2TzRzTnFteHNaRng3cVY@QmJSQ1dNcjY4USTUMj1XZDBzMGdBQSJ9 . HJEWJSxrlh
Firde91qg8xouhjaapa-_mlO2RI3gEs2FZCpV87d2j4PuMu8S8RENhDPiLDJY3Ln4w2G630-
eJktJ_fmkUrPXzYaZlhxHWOExyy4EJPJzFWA2ENYGGenqs3HEJ2woJV_Kxw03Tn-
XERT1D1VXgMRuUK_JCnUylvjKy2viKTZKXdm_3C9cKVoyfnG-7xM1Q7 rinBUpAtvFWkSdQkC5FKsRFXrn1HuoFd
rkKUP1MzQjuXKTMCKaYOhjjJpK1lpRcX9DaaqjHsD4WsNmSWCcETIz66Np-
XUueSixK1gEzbJfDC56xAik7vstXBeths@Sjszzbnr9Gk—n4ZSCEmSA”

e 4 @@ ]




Sighed assertion with WHFB private key

E nCOd ed PASTE A TOKEN HERE

eyJhbGci0iJSUzITNiIsICJOeXAi0iJKVTQiLCA
1ia21kIjoiSXIwZD1yVWt4TzIzZncOZEkyVzFZcE
Z2YzBXRTdOMXFHUmMNpTk50YzJFUTOiLCAidXN1I
joibmdjIn@.eyJpc3MiOiJtb2JpZWxAaWlpbnlyv
dXTuY2xvdWQiLCAiYXVKkIjoiNjI4NOYYOEYtNEY
3R100MzIyLTk2NTEtQTg20TdEOEZFMUJDIiwgIm
1hdCI6IjE3MTMIMjKkTINDciLCAiZXhwIjoiMTcxM
zUzMDEONyIsICJzY29wZSI6Im9wZW5pZCBhemEg
dWdzIiwgInJlcXV1c3RfbmOuY2UiO0iJBdOFCRWd
FQUFBQUNBT3pfQlFEMF94cON6MVYZzM202Sy1jcX
hvYUFCRTN3QWxYWEc5NWVGbUVCb3ZnUFV20TdNd
2ItUmYSMXM2TzRzTnFteHNaRng3cVYOQmJSQLldN
cjYAUSTUM]j1XZDBzMGdBQSJ9 .HJEWJSxrlhFird
e91g8xouhjaapa-
_m1O2RI3gEs2FZCpV87d2j4PuMu8RENhDPilLDJY
3Ln4w2G630

De COd ed EDIT THE PAYLOAD AND SECRET

HEADER: ALGORITHM & TOKEN TYPE

"kid":
"I1rod9rUkx023fwAdI2W1YpFvcOWEZNTgGRCiNNtCc2EQ=""

PAYLOAD: DATA

"iss": "mobiel@iminyour.cloud",

"aud": "6287F28F-4F7F-4322-9651-A8697D8FE1BC",

"iat": "1713529547",

"exp”: "1713530147" C— Tenant

"scope": "openid aza ugs", o Timestamp

"request_nonce": "AwWABEgQEAAAACAOz_BQDO_xsCz1V33j6K-
cqxoaABE3wA1XXG95eFmEBovgPUV97Mwb- \
Rf91s604sNgmxsZFx7qV4BbRBWMr68Q-T29WdesOgAA™ Nonce

}




Obtain PRT

{

"token_type":"Bearer",
"expires in":"1209599",
"ext expires in":"0",

"expires on":"1685518204"
"refresh_token":"0.AXQAj KHYnN9PIkOWUahpfY_hvIc7qjhtoBdIsnV6MWmI2Tt0OAIo

WZIeVFijhVG_VjCDIB?4P9VuszLV6RqP21deBFpJfO2dY110anY1H4wGch0V-hSyH PRT
chSDylG1c2szPDqVL48u53KgUYAK-504n84QnSrv9wS7144L0n_NazquyAlnlMTZweRr

"refresh_token_expires 1in":1209599,

"id_token":"eyJ0eXAiOiJKV1QiLCJIhbGciOiJub251In0.eyJhdWQiOiIzOGFhM2I4Ny:
YWdlLmlpY3Jvec29mdC5jb20vZWSyb2xsbWVudHNlcnZ1lci9kaXNjb3Z1lcnkuc3Zj IiwibWr
Mzk3MzQOLTQWNTI30DcwNjAiLCIzdWIi0iJCejNSbThEbTBsaEZtLTc4bDI2Zno2NUROTm!
"cllent info":"e JlaW0101Jm0w04Nm01211 Mj U3LTQ3MGQtYTBlN 04YTMwNzQSZ'k»

Encrypted PRT session key

"tgt_ad":"{\"keyType\":0,\"error\":\"On-prem configuration is missing\'
"tgt_cloud":"{\"clientKey\":\"eyJhbGciOiJkaXIiLCIJ1bmMiOiJBMjU2RONNIiwi®
TaOCBZEwggWNoAMCAT+iggWEBITFgAAAegUAAAEAAQAAAAAA/ vgywN1TuOK3XYCYO1nr6w:
xmTOTXud2+dAZ5gF6YZ3Fw61J+oLhujNTZZ1XW81Mun3+zNhnek46sr/w6R8GATOTBEJJF«
UrWJREhhvZMHuwMj ZfneHpAR4cOlJFyAbubzdJ/EJKVO/QIFZBbz6ZrN1ES22zv217Y 3/ gF(
bccACT+UkGrcY9INHUrpnsnDrHhLzi1RPAJKNtEiMNMPpd2PIQdSGKRo6jEQLiI5S0iA] 3l
ECQJARTqJyMtQiGzyiduUwVo5/p9Pml0jnptZZeDFMz4IZrfCgnFBZ0Oh9D/ceUZT4iHdwNY

countType\":2}",
"kerberos top level names":".windows.net, .windows.net:1433, .windows.nei



Token upgrades during windows setup




Windows Hello key provisioning




Interesting Windows set-up behaviour

- Join device - Set up WHFB

Authentication method Access / refresh token Primary Refresh Token




Token upgrade

* Windows only asks you to sign in once during setup

* Upgrade takes place from:
* No device identity
 Refresh token
* Deviceidentity + PRT
« WHFB key + PRT

* This clearly violates the normal flow of token issuance



Token pyramid

Refresh Tokens

dn1as SMOpPUIA

Token issuance flow




Windows setup token magic

 Windows uses the client ID for the “Microsoft Authentication
Broker” during setup

e Client ID 29d9ed98-a469-4536-ade2-f981bc1d605e

* Refresh tokens for this client ID can be upgraded to Primary Refresh
Tokens

* This is intended behaviour




Requesting an access + refresh token

(ROADtools) X roadtx gettokens -u newlowpriv@iminyour.cloud -c 29d9ed98-a469-4536-ade2-f98
1bc1d605e -r https://enrollment.manage.microsoft.com/

Password:

Requesting token for resource https://enrollment.manage.microsoft.com/

AADSTS50076: Due to a configuration change made by your administrator, or because you moved to a new location, you m
ust use multi-factor authentication to access 'd4ebce55-015a-49b5-a083-c84d1797ae8c’.

Trace ID: a560643e-a4f0-44bc-9707-defe6ecf3000

Correlation ID: d514612a-3917-4087-bc4e-64177e€1028b3

Timestamp: 2023-10-11 07:47:24Z
(ROADtools) X roadtx interactiveauth -u newlowpriv@iminyour.cloud -c 29d9ed98-a469-4536-ad

e2-f981bc1d605e -r https://enrollment.manage.microsoft.com/ -ru https://login.microsoftonline.com/applebroker/msauth

Tokens were written to .roadtools_auth
(ROADtools) X




Use Refresh Token to get a PRT

* Either use existing device identity or register one with the roadtx
device module




Windows setup flow

Actions

Authenticate: obtain refresh token

Join device: get access token for device reg service, perform join

PRT: Use the device identity and refresh token to get a PRT

WHFB: Use the PRT to get a token for WHFB key enroliment

What is obtained

RT

Device

WHFB key




Phishing for PRTs

Credential phishing approach




Credential phishing

[3 =. Sign in to your account X Error X -+
S

& C ) E]Ihttpsz//login.microsoftOnIine.comIcommon/oauthz/authorize?responseftype:code&c[ientfid:29d9( ks ®

" Microsoft
Signin

Email, phone, or Skype

No account? Create one!

Can't access your account?

Back Next

% Sign-in options



C:\Users\User\Desktop\tools\evilginx2>.\build\evilginx.exe -p ./phishlets -t ./redirectors -developer

L
[10:02:53] [inf]
[10:02:53] [inf]
‘[18:82:53] [ ] loading configuration from: C:\Users\User\.evilginx
] [inf]

: https://academy.breakdev.org/evilginx-mastery (learn how to create phishlets)
loading phishlets from: ./phishlets

‘[10:02:53 blacklist: loaded © ip addresses and @ ip masks

phishlet visibility hostname

visible
visible microsoftenli...




Credential phishing for PRTs

 Convince user to authenticate on the fake login page

* Obtain refresh tokens for broker client, either by:
* Using the authorization code flow with the right client ID
 Using any flow and using the captured cookies after sign-in

* After tokens are obtained:

* Register device
* Request PRT
* Optionally add persistence via WHFB key



PRT phishing demo with Evilginx



Phishing for PRTs

Device code phishing approach




Attack method

Device code phishing

&

Entra ID

2. Send device code phish g
>

Victim

Attacker




Obtaining a PRT with device code phishing

* The broker app also supports authentication with the device code
technique

* Essentially allows you to phish for a PRT
* Phished token allows you to register a device if you don’t have one yet
 Refresh token allows you to request a PRT
* PRT can be used to SSO into any resource

* PRT can be used to enroll WHFB keys, but only if the user performed MFA
during the device code auth



Device code phishing demo with roadtx



Detections and mitigations




Mitigations: credential phishing

* Require phishing resistant MFA via Conditional Access
* Phishing resistant methods do not work on phishing sites

* Require compliant or hybrid joined device
* Will not block authentication but will block access to resources

* Requires restrictions in Intune to prevent fake or rogue devices from being
enrolled




Mitigations: device code flow restrictions

Home > iminyourcloud | Security > Security | Conditional Access > Conditional Acces Authentication ﬂO X

New

Conditional Access policy
Control how your organization uses certain

authentication and authorization protocols and

Insider risk assesses the user's risky data-
Network NEW (O related activity in Microsoft Purview Insic

grants. Learn more [4
Management.

Not configured
Not configured

Conditions Configure ®
Device platforms
0 conditions selected P @ No
Not configured
Access controls Locations
Grant Not configured Transfer methods
0 controls selected Client apps @
Session (D Not configured

0 controls selected Filter for devices O

Not configured

Authentication flows (Preview) @

Not configured



Detection

* Device code auth with broker client
* With Log Analytics or Sentinel:

SigninLogs
| where Appld == "29d9ed98-a469-4536-ade2-f981bc1d605e" //Broker app client id
and AuthenticationProtocol == "deviceCode"

* Newly registered device with WHFB key registration, especially
when non-Windows device or registered non-corporate device.

* Monitor for risky sign-ins with Identity Protection (Entra ID Premium
P2 license required)



Further reading

* Blog on this topic:
* https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens/

* More on device code phishing:
* https://aadinternals.com/post/phishing/
* https://0Oxboku.com/2021/07/12/ArtOfDeviceCodePhish.html
* https://github.com/secureworks/squarephish
 https://www.blackhillsinfosec.com/dynamic-device-code-phishing/

* Script to automate the flow by @kiwids0220
e https://github.com/kiwids0220/deviceCode2WinHello

. Rre].seha.rch by Compass Security on registering FIDO keys with device code
phishing
* https://github.com/CompassSecurity/deviceCode2SecurityKey



https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens/
https://aadinternals.com/post/phishing/
https://0xboku.com/2021/07/12/ArtOfDeviceCodePhish.html
https://github.com/secureworks/squarephish
https://www.blackhillsinfosec.com/dynamic-device-code-phishing/
https://github.com/kiwids0220/deviceCode2WinHello
https://github.com/CompassSecurity/deviceCode2SecurityKey

All tools in the talk are based on the ROADtools framework/library
Open source at https://github.com/dirkjanm/ROADtools/

i

ROADtools



https://github.com/dirkjanm/ROADtools/
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Phishing the Phishing Resistant

Phishing for Primary Refresh Tokens in Microsoft Entra

Dirk-jan Mollema
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