
#BHUSA @BlackHatEvents

Backdooring and hijacking Azure AD accounts by abusing 
external identities

Dirk-jan Mollema / @_dirkjan



#BHUSA @BlackHatEvents
Information Classification: General

whoami
- Dirk-jan Mollema

- Lives in The Netherlands

- Hacker / Researcher / Founder @ Outsider Security

- Author of several  (Azure) Active Directory tools

- mitm6

- ldapdomaindump

- BloodHound.py

- aclpwn.py

- Co-author of ntlmrelayx

- ROADtools

- Blogs on dirkjanm.io

- Tweets stuff on @_dirkjan
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ÅAzure AD
ÅCentral Identity platform for Microsoft 365, Azure Resource Manager, 
and any other SaaS service youôd like to integrate with it

Terminology
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ÅTenant
ÅA separate instance of Azure AD for an organization.

ÅMost organizations have one primary tenant.

ÅImportant security boundary in Azure AD.

ÅExternal identity
ÅAny identity that is not managed by your tenant

ÅCan be another Azure AD tenant, Microsoft account, Google account or 
even just an email address.

Terminology
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External collaboration

Tenant A Tenant B
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External collaboration

Tenant A
Resource tenant

Tenant B
Home tenant

Guest account Home tenant accountLinked
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Å2 tenants:
ÅPrimary: Iminyour.cloud (iminyourcloud.onmicrosoft.com)

ÅExternal: Crosstenantdev (crosstenantdev.onmicrosoft.com)

ÅAll Azure AD defaults

ÅNo specific B2B trust configured

Test setup
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ÅMicrosoft Graph
ÅOfficial API for everything Microsoft 365 (including Azure AD)

ÅNot always all information

ÅAzure AD graph
ÅAzure AD only

ÅLower-level API than MS Graph

ÅPossibility to use internal versions to gather more information

ÅAzure AD portal
ÅMay use MS Graph or AAD Graph, including internal versions

Azure AD information resources
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ÅMix of AAD Graph and MS Graph

ÅUse of ROADrecon (part of ROADtools) as front-end for AAD 
Graph

In this talk
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Invite acceptance, audit log
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Guest account ðafter acceptance
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Link is based on ònetid ó property in home tenant
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Linking guest accounts between tenants

Tenant A
Resource tenant

Tenant B
Home tenant

Guest account
alternativeSecurityIds

Home tenant account
netId
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Inviting users using the AAD Graph

https://github.com/projectKudu/ARMClient/wiki/AAD-Invite-User-Apis
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ÅNeeds external users netId
ÅCan be queried using AAD Graph

ÅCan be extracted from access token (puid claim)

ÅNeed invite ticket
ÅCan be queried using AAD Graph / ROADreconJ

Redeem invite via AAD Graph
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Redeem invite via API
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ÅYou would think some privileged role is needed to redeem 
invites, this is not true, any user in the tenant could do it.

ÅNone of the information is verified:
ÅCould use any ñaccepted asò email

ÅCould link it to any external account in any directory

ÅInvite tickets can be queried by any user in the tenant

Redeeming invites: some issues



#BHUSA @BlackHatEvents
Information Classification: General

ÅQuery using AAD Graph:

Hijacking invites

https://graph.windows.net/myorganization/users?api-version=1.61-internal&$filter=userState eq 
'PendingAcceptance'&$select=userPrincipalName,inviteTicket,userType,invitedAsMail
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Query netid from rogue account

https://graph.windows.net/myorganization/users/newlowpriv@crosstenantdev.onmicrosoft.com/?api-version=1.61-
internal&$select=userPrincipalName,netId
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Redeem invite POST response
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No way to determine actual account link
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ÅEvery user could query for non-redeemed invites.

ÅCould redeem invite without any validation, link to arbitrary 
external account.

ÅNo way for admins to find out which account it was actually 
linked to.

TL;DR
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ÅExternal identities used for managing Azure subscriptions in 
other tenants.

ÅUsed for external suppliers/MSP accounts.

ÅUI flow exists to directly assign role to invited account, could be 
a privilege escalation.

ÅBypasses allowlist of external collaboration domains.

ÅInvisible persistence if compromised account is remediated.

Impact scenarios
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Hunting for abuse

KQL hunting query: https://gist.github.com/dirkjanm/
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ÅMS Graph shows less information than AAD Graph

Åñidentitiesò property can actually be modified with correct privs

External identities in MS Graph

https://graph.microsoft.com/beta/users/cd3a4c74-64ca-42b4-9448-601cabad969a/identities
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Other identity providers
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Email OTP in MS Graph and AAD Graph

MS Graph

AAD Graph
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ÅGlobal Admins

ÅUser Administrators

ÅApps with User.ManageIdentities.All privileges

ÅUsers can modify their own identities

Who can modify the identities attribute?
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Azure AD òUsersó Role Definition
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Given a time-limited or scope-limited access token with the 
correct MS Graph permissions, attackers can backdoor an 
account and link it to an external account.

Users modify their own identities
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ÅTemporary account access 

ÅLimited scope access, for example through device code 
phishing

ÅApplication takeover or URL hijack with the appropriate scope

Attack scenarioõs



#BHUSA @BlackHatEvents
Information Classification: General

Account identities: original


