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- Dirk-jan Mollema

- Lives in The Netherlands

- Hacker / Red Teamer / Researcher @ Fox-IT since 2016

- Author of several Active Directory tools
- Mitm6
- ldapdomaindump
- BloodHound.py
- aclpwn.py
- Co-author of ntlmrelayx

- Blogs on dirkjanm.io
- PrivExchange

- Tweets stuff on @_dirkjan
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• Kerberos across domains – quick overview

• Forest and domain trusts

• Trust transitivity

• Breaking forest trusts

This talk
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• TGT = Ticket Granting Ticket

• Given by DC to authenticated user

• TGT is used to request Service Tickets

• Can be used to authenticate against services

• PAC = Privilege Attribute Certificate

• Contained in TGT, copied to Service Ticket

• Tells the service which user you are and groups you’re in based 

on Security Identifiers (SIDs)

• Example SID: S-1-5-21-3286968501-24975625-1618430583-512

Kerberos terminology reminder
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• Kerberos is decentralized

• Trust is based on cryptography

Important Kerberos points
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Kerberos authentication and trust
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• TL;DR:

• DC trusts the TGT because it is encrypted with krbtgt password

• Service trusts Service Ticket because it’s encrypted with their own 

password

• Common attacks/backdoors

• Compromised AD domain → Compromised krbtgt
• Create arbitrary TGT’s that are considered valid by DC (golden tickets)

• Compromised Service password
• Create arbitrary Service Tickets that are considered valid by the service 

(silver tickets)

Kerberos authentication and trust
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Forest trusts

11

Two-way forest trust



Kerberos authentication over (forest) trusts
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Long version: https://dirkjanm.io/active-directory-forest-trusts-part-one-how-does-sid-filtering-work/
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Kerberos authentication over (forest) trusts
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• Will Schroeder and Lee Christensen published the first attack that 

broke forest trusts

• Built on Kerberos delegation

• Fixed in 2019 due to changes in how delegation works over trusts 

by default

Previous work on breaking forest trusts
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https://www.harmj0y.net/blog/redteaming/not-a-security-boundary-breaking-forest-trusts/



Designing a new forest trust attack
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• Full control over compromised forest

• Assume any information that flows to the trusting forest can be 

modified (theory)

• Do not assume any non-default configuration

• (any access explicitly given to users in the compromised forest is 

obviously not a vulnerability)

Designing a new forest trust attack
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• What information is exchanged between the forests?

• Can we modify this information in a way that is advantageous to 

us?

Research questions
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• Does the fact that Forest B trust Forest C mean Forest A trusts 

Forest C?

Trust transitivity
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• Short answer: no

• Long answer:

• For forest transitive trusts, both forests keep a list of the domains 

in the other forest

• Only the SIDs from those domains pass SID filtering

• Forest A has no trust with forest C, and thus has no clue it even 

exists

• Even if we could get forest B to sign a referral ticket, forest A 

would be like “never heard of Forest C, gtfo”

Trust transitivity
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Inspecting trust properties
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[MS-ADTS] https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-adts/96e44639-eb3e-48c3-a565-1d67cceb3bad

Parser: https://github.com/dirkjanm/forest-trust-tools/blob/master/ftinfo.py
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• Suppose a new subdomain is added in Forest A

• Will forest B automatically trust this domain too?

• How is the new domain communicated to Forest B?

• Let’s test it!

What about new domains
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• The PDC of Forest B queries Forest A about every 24 hours

• Using the NETLOGON protocol and the 

NetrGetForestTrustInformation operation

• Uses the trust account to authenticate

• New subdomains in Forest A are automatically added to the msDs-

TrustForestTrustInfo property of the TrustedDomain object in 

Forest B 

Adding a new subdomain
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• Dump trust passwords in Forest A with mimikatz

Replicating the NETLOGON flow (1)
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• Dump trust passwords in Forest A with mimikatz

Replicating the NETLOGON flow (1)
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• Custom impacket script to call NetrGetForestTrustInformation

Replicating the NETLOGON flow (2)

30Parser: https://github.com/dirkjanm/forest-trust-tools/blob/master/gettrustinfo.py



• Custom impacket script to call NetrGetForestTrustInformation

Replicating the NETLOGON flow (2)

31Parser: https://github.com/dirkjanm/forest-trust-tools/blob/master/gettrustinfo.py



• In theory we can add new domains (SIDs) to the other side of the 

trust

• Can’t be any existing domains, or any domain/SID from an existing 

trust

• So how useful is this?

Designing a new forest trust attack (2)
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• Ask any domain joined computer how many domains it trusts

• It will tell you: 2

• Active Directory domain

• Local domain (SAM)

• Local domain also has a domain SID and RIDs (such as RID 500 

account for BUILTIN\Administrator)

• Active Directory is not aware of the SIDs of each member 

computer

What is a domain
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• Recall that a computer trusts Service Tickets encrypted with it’s

password.

• Experiment:

• Create fake Service Ticket with the SID of a user without privileges

• Include <local domain SID>-500 as extra SID

Blind trust?
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Experiment: Silver ticket with regular user
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Experiment: Silver ticket with local Administrator SID
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Experiment: Silver ticket with local Administrator SID

38



• Even though Active Directory is not authoritative for groups in the 

local computer’s domain, SIDs of these groups are accepted in 

Service Tickets

• Local admin access granted when either:

• Domain SID + RID 500 is used as primary domain in the PAC

• <local domain SID>-500 is added as extra SID

Blind trust
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Designing a new forest trust attack (3)
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Meme credits: @gentilkiwi / @mysmartlogon
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• Convert theory of spoofing a domain into practice

• Obtain local SID of victim computer

Few missing pieces
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Meme credits: @gentilkiwi / @mysmartlogon



• Windows older than Windows 10 build 1607 can use SAMR RPC

• For newer versions admin access is required (not useful for us)

Obtaining local SID
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• Windows older than Windows 10 build 1607 can use SAMR RPC

• For newer versions admin access is required (not useful for us)

Obtaining local SID
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[MS-LSAT] and Impacket RPC to the rescue

48



• Add a new subdomain to Forest A 
• Promote a member server to a (new) DC and make sure generated SID 

matches local SID

• Modify the forest structure via LDAP to add the required objects that represent 
a subdomain manually

• Hook lsass.exe when the NetrGetForestTrustInformation is processed in 
Forest A and add an extra domain with the SID we want to target to the output 
list

• Hook lsass.exe when the NetrGetForestTrustInformation is processed in 
Forest A and replace the SID of an existing subdomain with the target SID

How to become a domain in 4 easy ways
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• Follow netlogon calls until we’re at the function which builds the 

result blocks

Debugging NetrGetForestTrustInformation in lsass
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Debugging NetrGetForestTrustInformation in lsass
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Debugging NetrGetForestTrustInformation in lsass

53



Manual… or automated
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Let’s test the NetrGetForestTrustInformation call
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Before



Let’s test the NetrGetForestTrustInformation call
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On DC

Before After



• Or we cheat by triggering a manual update

And now we wait 24 hours…
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Back to the forest trustinfo
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Back to the forest trustinfo
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Inter-realm TGT forging fun
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• Extra SID passed the SID filtering!

Analyzing returned service ticket

62



Accessing our target server using the exploit
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Mimikatz / kekeo demo
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• Can be used to compromise any non-DC in a trusting forest

• Works with one-way trust (but requires 1 account in other forest to

find SID)

• Does not work against the trust direction

Attack conclusions
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• Disclosed to MSRC on October 1st 2019

• Agreed on February 2020 patch date due to complexity

• Fixed on Patch Tuesday in February and assigned CVE-2020-0665

Disclosure timeline
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• Even though a trust is (sometimes) recognized as security 

boundary, a “trust” still implies “trust”

• Good firewalling / network segmentation will protect against most 

0-days

• Even though extended transitivity is not a thing, if you compromise

one trust at the time it’s still a thing

General conclusions
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• All scripts used can be found on my GitHub

https://github.com/dirkjanm/forest-trust-tools/

Questions welcome live, in comments or via DM @_dirkjan

Toolz + questions
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