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Windows Hello (for Business)

• One of Microsoft’s Passwordless authentication offerings

• “For Business” means the Entra ID variant

• Uses cryptographic keys that are unlocked using a PIN or with 
biometrics to authenticate

• A separate key is used per user/device combination

• Exists in on-prem Active Directory as well as in Entra ID

Authentication

Entra ID



WHFB related terms and technicalities

• Entra ID
• Microsoft’s cloud Identity Platform (formerly Azure AD)

• Entra ID Device identity
• Proven by certificate + private key

• Primary Refresh Token
• Long-lived refresh token used for Single Sign On of the user

• Trusted Platform Module (TPM)
• Hardware based protection for private keys (device key, PRT session key, 

WHFB keys)



Primary Refresh Tokens

• Primary Refresh Tokens are Single Sign On tokens

• Can be used to sign in to any application and any Entra connected 
website

• Links a user identity to a device identity
• Is used in Conditional Access to enforce device based controls 

(compliant/hybrid joined/etc)

• Needs a session key to operate, which will be protected by a Trusted 
Platform Module on Windows



Token pyramid
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WHFB security properties

• To use a WHFB key you need a:
• Entra ID joined/registered device

• Access to the WHFB key material

• Unlock that key with PIN / Biometrics (“MFA”)

• To register (provision) a new WHFB key you need a:
• Token with recent MFA

• Token that was requested via a PRT on a registered/joined device

• On the endpoint:
• WHFB keys are secured by hardware (TPM)

• Should not be possible to steal keys or PRT from device



Anteriormente en “abusing WHFB” 

• With a user token:
• It was possible to add new WHFB keys via Azure AD Graph API without MFA

• From a user's device:
• It was possible to overwrite WHFB keys using SSO tokens (cached MFA was 

accepted)

• With administrative privileges in the tenant:
• It was possible to add WHFB keys to other accounts using Azure AD Graph

• Possible to recover NT hashes for on-prem accounts if Cloud Kerberos Trust 
in use

References: my talks at Troopers, x33fcon and Northsec in 2023 (dirkjanm.io/talks) 

https://dirkjanm.io/talks


En el episodio de hoy…

• Windows Hello authentication and key provisioning in Entra ID

• Phishing for Windows Hello keys

• Abusing Windows Hello from the endpoint

• Using Windows Hello to steal PRTs

• Using WHFB for moving from cloud to on-prem



WHFB in Entra ID



Windows Hello key provisioning
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Entra WHFB provisioning



WHFB provisioning – MFA prompt



WHFB provisioning – PIN setup



WHFB provisioning - MFA



NGC MFA

• NGC: Next Generation Credentials

• “ngcmfa” indicates the need for a “fresh” MFA prompt, instead of a 
cached MFA status

• Reflected as claim in issued access tokens



WHFB Provisioning token requirements

• Needs to be a token issued to a joined/registered device
• Should originate from a PRT

• Device ID is in the token

• Should contain the ngcmfa claim
• Indicates recent (~10 mins) MFA was performed

• Token audience should be the device registration service 
(enterpriseregistration.windows.net)



WHFB provisioning

Access token (JWT)

WHFB (NGC) public key



WHFB provisioning response



Windows Hello key provisioning
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Interesting Windows set-up behaviour

Authenticate Join device Set up WHFB



Windows setup token magic

• Windows uses the client ID for the “Microsoft Authentication 
Broker” during setup
• Client ID 29d9ed98-a469-4536-ade2-f981bc1d605e

• Refresh tokens for this client ID can be upgraded to Primary Refresh 
Tokens

• This is intended behaviour



Windows setup flow

Authenticate: obtain refresh token

Join device: get access token for device reg service, perform join

PRT: Use the device identity and refresh token to get a PRT

WHFB: Use the PRT to get a token for WHFB key enrollment

RT

Device

PRT

WHFB key

Actions What is obtained



Phishing for WHFB keys

Authenticate Join device Set up WHFB



Credential phishing





Credential phishing for PRTs

• Convince user to authenticate on the fake login page

• Obtain refresh tokens for broker client, either by:
• Using the authorization code flow with the right client ID

• Using any flow and using the captured cookies after sign-in

• After tokens are obtained:
• Register device

• Request PRT

• Optionally add persistence via WHFB key





Alternative: device code phishing

• Device code authentication gives you a code to use on other device 
to complete authentication

• If you convince someone to use your code, you get tokens on their 
behalf

• Can be done with the broker client ID to obtain the same refresh 
token as seen in the previous demo

• Refresh token can be used to register device, request PRT and 
provision WHFB keys

Reference: https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens/



Abusing WHFB from the endpoint



WHFB usage on endpoint 

• How does a real device use WHFB keys?
• Primary Refresh Tokens!

• Can we emulate this when we have access to the endpoint?

• Can we do this from a low-privilege user session?



Obtaining a WHFB backed PRT



JWT header

• Device certificate and signing metadata

• Used to sign JWT with private key

• Private key is accessible by SYSTEM and
protected by TPM



JWT Payload

• Nonce from Entra

• Username

• Assertion (another JWT)



Signed assertion with WHFB private key (old)

Tenant

Timestamp



Obtain PRT

PRT

Encrypted PRT session key



Generating the assertion ourselves

• Windows Hello key can be used from user session

• We can use the Microsoft Passport Key Storage Provider from any 
process

• PIN is cached so not needed to prompt user or brute force it

• Need to use native NCrypt methods since C# methods for RSA keys 
are limited to software keys

• No admin rights needed whatsoever



Generating assertion from user session



Signed assertion with WHFB private key (old)



WHFB attack: golden assertion

• Assertion can be generated from user session without admin rights

• Timestamp range can be anything, 10 years validity without 
problem

• Assertion can be used in the future to authenticate with WHFB key

• Problem: tied to device certificate and TPM?



Windows Hello usage over RDP

User Cert + WHFB authWHFB key WHFB PRT



RDP to device without TPM = PRT 
exposure



WHFB attack: golden assertion

• Assertion can be generated from user session without admin rights

• Timestamp range can be anything, 10 years validity without 
problem

• Assertion can be used in the future to authenticate with WHFB key

• Assertion is not tied to a device, so can be used with any other (fake) 
device



Signed assertion with WHFB private key (new)

Tenant
Timestamp

Nonce



WHFB attack: golden assertion

• Patched as CVE-2023-36871 and CVE-2023-35348 (AD FS) in July 
2023

• Windows will now include a nonce in the assertion, which limits 
assertion validity to 5 minutes

• Attack mechanics explained in FAQ, actual server side enforcement 
for nonce only enabled in May 2024



WHFB assertion attack – remaining 
scenarios
• Assertion time window is now limited to 5 minutes (nonce validity).

• Does not stop us from requesting a PRT on a different device 
without TPM (part of the design).

• Meaning we can still use the assertion from a victim to request a 
PRT on a different device, bypassing TPM protection.

• PRT will have it’s regular 90 days validity and can be used to sign in 
to anything Entra connected.

• Not mitigated by VBS, LSA PPL, Windows Hello ESS, TPM, etc



WHFB assertion stealing – From victim 
session



WHFB assertion stealing – attacker host



WHFB assertion stealing – token claims



Bonus: Using WHFB to steal 
PRTs as SYSTEM
Joint research with Ceri Coburn (@_EthicalChaos_)



PRT protection on modern systems

• PRT is protected with SYSTEM DPAPI

• PRT session key is protected by the TPM

• Not possible to extract it from the OS level unless you have a device 
without TPM



Cryptographic flaw with PRT session key

• Initial crypto implementation with TPM and PRT session key was 
flawed.

• Possible to re-use the signing key (derived key) that is used inside 
LSASS for PRT usage request signing.

• Patched as CVE-2021-33781 in August 2021, adding new key 
derivation function (KDF) version (KDFv2).

• New key derivation function forces usage of a time-bound request 
nonce



KDFv2 request

• KDFv2 support indicated in PRT request

• KDF version embedded in PRT



KDF downgrade

• KDF downgrade not possible for existing PRTs.

• However, for backwards compatibility reasons, still possible to 
request a new PRT with old KDF version.

• Since we control WHFB authentication material, we can request a 
new PRT at any time with old KDF version.

• Does require SYSTEM because we need to use the device key and to 
talk to the TPM at least once to derive our re-usable derived key.

• Possible to do with Shwmae by Ceri 
https://github.com/CCob/Shwmae 

https://github.com/CCob/Shwmae


KDF downgrade demo





KDF downgrade

• Was reported to MSRC before Def Con talk

• Was supposed to be fixed before Def Con

• Fix was ultimately rolled back due to too many clients breaking (not 
being updated for the new KDF version)

• As of today still possible to use KDFv1 and its downgrade

• Resulting PRT + derived key can be used as long as the PRT is valid 
(90 days)



Hybrid WHFB attacks
Joint research with Ceri Coburn (@_EthicalChaos_)



Windows Hello for Business flavours

• Entra ID native

• Active Directory only

• Entra ID and Active Directory
• Cloud Kerberos trust

• Hybrid certificate trust

• Hybrid key trust 

Require configuration

Always enabled



Windows Hello for Business flavours

• Entra ID native

• Active Directory only

• Entra ID and Active Directory
• Cloud Kerberos trust

• Hybrid certificate trust

• Hybrid key trust

Require configuration

Always enabled

Enabled by default if hybrid setup



Hybrid key trust

• Hybrid key trust syncs WHFB keys from Entra ID to on-prem AD

• Written to msDS-KeyCredentialLink attribute by Entra ID Connect 
Sync

• Requires a certificate on the domain controller to function

• Essentially the legit behaviour of the “shadow credentials” 
technique

• Kerberos PKINIT is used to authenticate



Hybrid key provisioning process

Entra ID

Active Directory

Shadow credentials



WHFB assertion stealing – Hybrid key trust

• Using WHFB keys counts as performing MFA

• We can get a token with “ngcmfa” claim to provision a new WHFB 
key or FIDO key/passkey

• Provisioning a WHFB key in Entra will be written back to on-prem in 
case of hybrid setup – this is Hybrid Key Trust WHFB

• Sync can take up to 30 minutes

• Provides AD persistence without even requiring line-of-sight to DC

• Can be used on-prem with PKINIT auth



WHFB Hybrid key trust – lateral movement

• With sufficient permissions in Entra ID you can provision WHFB keys 
on other accounts
• API for FIDO key provisioning

• Via Temporary Access Pass if enabled

• Will be written to on-prem AD by sync process

• With network access on-prem this can be used to compromise AD

• This is why you shouldn’t sync AD Tier 0 / Tier 1 accounts to Entra ID



Conclusions

• Phishing is not only limited to cookies or tokens. 

• Passwordless persistence must be revoked when account 
compromise is suspected (resetting password not sufficient).

• Access to the user’s workstation means attackers can deploy 
identity persistence, even without admin rights.

• IOCs: user adding a new device + WHFB key.

• Hybrid setups means identity movement possible from not just on-
prem to cloud, but sometimes also the other way around.



Tools

• roadtx part of ROADtools: https://github.com/dirkjanm/ROADtools/

• Windows Hello assertion POC (PowerShell): 
https://github.com/dirkjanm/ROADtools/tree/master/winhello_assertion 

• Shwmae by Ceri Coburn: https://github.com/CCob/Shwmae 

 

https://github.com/dirkjanm/ROADtools/
https://github.com/dirkjanm/ROADtools/tree/master/winhello_assertion
https://github.com/CCob/Shwmae
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