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Agenda
How it all started (initial research)

Back to the drawing board (hardening of Entra ID)

Discovering actor tokens

Revisiting the topic after a year

Hacking every tenant (hypothetically)



2019



How it all started



On-premise

Assumption: security boundary

Cloud

Active Directory

Azure Active Directory

Security boundary

Classification: Public



Target: Azure AD connect (now Entra Connect Sync)

A long time ago this service was running as Global Admin.

At the time the service was running with a privileged user 

account with the “Directory Synchronization Accounts” role.

Could change cloud-only Global Admins to synchronized 

admins and overwrite their password (my first AAD bug).





2019 (fall)





Finding the internal API version

11



Interesting things

12



13



Sync account permissions

Modifying service principals was documented.

Modifying / deleting policies was documented.

Reported policy attack surface to Microsoft but 

was not deemed an issue.

Modifying Conditional Access policies via the AAD 

Graph was finally fixed in 2023.



Other policies



Other policies
On-Premise Authentication Flow Policy

Seamless SSO settings and Pass Through Auth config

Password Management

SSPR policy

Default Policy (type 24)

Authentication methods policy

External Identities Policy

B2B collaboration settings



Seamless SSO backdoor keys
In 2023 I discovered the ability to add backdoor Seamless 

SSO keys via the “On-Premise Authentication Flow Policy”

Normally you’d need Global Admin to configure this, but 

the sync account could do this through its permissions to 

modify policies.

Was technically documented behaviour, did not disclose it 

but saved it for later when I figured out how to work around 

MFA.



The missing piece of the puzzle

In 2024, external authentication methods were 

released, adding external MFA provider support.

Stored on the “Authenication Methods Policy” 

policy object internally.

If we modify it, we can put admins in scope of our 

policy.



Authentication Methods



On-prem AD to Entra ID

I ended up with several methods to compromise 

cloud identities from on-prem AD.

Permissions were documented and probably “by 

design”, so not very motivated in reporting or 

spending further research effort.



2024



Hardening of Sync account permissions

In August 2024 Microsoft changed the 

permissions.

Sync account no longer had permissions to 

modify objects via Graph APIs.





Back to zero



What else runs on-prem that talks to Entra ID



Back to 2019-ish

I was tasked with reviewing a Microsoft 365 

/ Exchange hybrid environment.

Some mailboxes were hosted on-prem and 

some in Microsoft 365.



Exchange service principal



Thought process

Exchange online service principal has on-prem redirect URL

Exchange on-prem can auth users with OAuth2

Completing the OAuth2 flow as a web app needs a secret / cert

Secrets / certs can be used in the client credentials flow as well

We can auth as Exchange Online from on-prem



Confirming the suspicion



Becoming Exchange online

If we compromise Exchange hybrid on-

premises we can obtain the credentials of 

the shared service principal and 

authenticate as Exchange online.



Exporting the certificate







Test our hybrid setup



Testing OAuth connectivity



ACS?



Actor token?



Actor token request



Actor token response







Access Control Service (ACS)

Microsoft Entra ID

ACS
Exchange hybrid on-prem

Request actor token

Issue actor token

Exchange online

Send actortoken, impersonate Bob

Send actortoken, impersonate Alice

Send actortoken, impersonate *

OSINT: https://accounts.accesscontrol.windows.net/microsoft.com/metadata/json/1



Actor tokens



Unsigned bearer token sent to Exchange online



Actor token use cases

With a compromised Exchange hybrid on-

premises we can authenticate as Exchange 

online and impersonate any user in the 

tenant against Exchange and 

SharePoint/OneDrive.





Service to Service (S2S) token properties

• Valid for 24 hours.

• Non-revokable.

• No logs when the actor token is issued.

• Unsigned impersonation token generated locally.

• Can impersonate anyone within the tenant for 
tokens that have “trustedfordelegation”.

• No Conditional Access or any security checks at all.



Apps allowed to request S2S tokens

Mostly limited by what Microsoft service principals we are still 

allowed to add credentials to, which was significantly reduced 

since my initial disclosure about this in 2019.

00000004-0000-0ff1-ce00-000000000000 - Skype for Business Online 

00000003-0000-0ff1-ce00-000000000000 - Office 365 SharePoint Online 

00000007-0000-0000-c000-000000000000 - Dataverse 

00000002-0000-0ff1-ce00-000000000000 - Office 365 Exchange Online 

00000015-0000-0000-c000-000000000000 - Microsoft Dynamics ERP 



Service to service communication

Exchange online

Microsoft Backend

SharePoint online

Send actortoken, impersonate *



Ref: https://www.microsoft.com/en-us/security/blog/2025/07/08/enhancing-microsoft-365-security-by-eliminating-high-privilege-access/



Some ideas

I only have a certificate on the Exchange service 

principal in my tenant.

Microsoft has one that is valid for every tenant.

If we compromise Exchange online, we can potentially 

do this in other tenants.

Problem: need Exchange RCE



2025



Early 2025

Submitted a talk to Black Hat and DEF 

CON that discusses all the patched Entra 

Connect Sync lateral movement 

techniques, plus the new actor token 

attacks targeting Exchange/SharePoint.



June/July 2025

Revisited the topic as I was preparing my 

slides and polishing up my proof-of-

concept scripts. 





Domain.ReadWrite.All
• Allows us to configure custom domains.

• Removing / adding domains.

• Modifying the federation configuration on domains.

• Modify the federation token signing certificate.

• Changing MFA acceptance in federated tokens.

This will get you high privileged accounts in most Entra ID 
environments.



July 12th - More actor token experiments

What if I request a token for the Azure AD 

graph?







netId / nameid property



Raising the impact
From a compromised exchange hybrid on-prem we can now:

• Modify/create users

• Assign roles

• Manage apps and API permissions

• Create new Global Admins

• Modify Conditional Access policies

• etc

while bypassing all possible security controls.



July 14th – the disclosure

Because of the new impact I felt reporting this to 

MSRC was probably the better route.

While writing my report I tried a few more alternative 

attacks.



Changing the tenant ID



User not found… but token 

accepted?



Figuring out my own netId



Making sure I was not crazy

Using a guest user in a different test tenant, query the 

netId of a Global Admin, and use that to impersonate 

the Global Admin.



Impersonating the Global Admin





Stress levels





Prerequisites
To compromise an arbitrary tenant we need to know:

The tenant ID (public information)

A valid netId

Strategies:

Find netIds in tokens (PUID claim)

Brute force netIds (they are sequential)

Abuse B2B trusts



Guest user links

Tenant A
Resource tenant

Tenant B
Home tenant

Guest account Home tenant account
Linked

Source: my Black Hat USA 2022 talk on guest abuse



Guest account altSecIds



Based on netid property in 

home tenant



Linking guest accounts
Between tenants

Tenant A
Resource tenant

Tenant B
Home tenant

Guest account
alternativeSecurityIds

Home tenant account
netId



Cross-tenant compromise

Tenant A
Resource tenant

Tenant B
Home tenant

Guest account
alternativeSecurityIds

Home tenant account
netId



Hopping over B2B trusts

Start tenant

A

B

C



Some tenant Microsoft tenant

A

B

C

Most Microsoft MSPs

Their customers



Audit logs
Reading / gathering information did not leave any logs at the 

time.

Making changes with this method, the audit logs look “odd”



Cloud app events have more details



Disclosure timeline
• July 12, 2025 - found actor tokens work on AAD Graph

• July 14, 2025 - reported issue to MSRC.

• July 14, 2025 - MSRC case opened.

• July 15, 2025 - reported further details on the impact.

• July 15, 2025 - MSRC requested to halt further testing of this vulnerability.

• July 17, 2025 - Microsoft pushed a fix for the issue globally into production.

• July 23, 2025 - Issue confirmed as resolved by MSRC.

• August 6, 2025 - Further mitigations pushed out preventing Actor tokens being issued for the Azure AD Graph 
with SP credentials.

• August 7, 2025 - CISA emergency directive prompting Exchange hybrid service principal migration

• September 4, 2025 - CVE-2025-55241 issued.

• September 17, 2025 - Release of blogpost on this topic.



Further developments
• The split service principal deployment for Exchange is now 

mandatory, no more shared service principal.

• Actor tokens are no longer accepted by Exchange Online or 

SharePoint online.

• The usage of actor tokens in the backend seems to be 

further reduced.
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